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-

. EEAEEERA WebAPI —&

-

RL

AKX )—IY31 httos://ctrl-apimng.jp-east-1.paas.cloud.global fujitsu.com/ [~ ¢ URI]

AKX )—I3V3 https://ctrl.apimng.com/[ ~5c URI]
AR —-IY3>U3

Keystore/Truststore GET /v1/o/[HEfE8]/ e/ IRIER]/keystores
—E0E

Keystore/ Truststore 1ER% POST /v1/o/[HEf8i8]/ e/ IRIER]/keystores

Keystore/ Truststore GET /v1/o/ 8]/ e/ [IRIER]/keystores/ [Keystore]
SHABERTS

Keystore/ Truststore HlbR DELET /v1/o/[#8##i&]/e/IR1ER]/keystores/[Keystore]
E

Keystore/ Truststore M GET /v /o/[#f82]/ e/ [IRIER]/keystores/ [Keystore] /certs

Cert 771 )L—EHE

Keystore/ Truststore M GET /v1/o/ B8]/ e/ IRIE®B]/keystores/ [Keystore] /certs/ [FE83
Cert J 7 1 )UEHEVS =8]

Keystore/ Truststore M GET /v1/o/[#8f88]/ e/ IR1ER]/keystores/ [Keystorel /certs/ [GIEBA
Cert 771 )LD ZAR— £8]/export

Truststore ANM POST /v1/o/[#BfEa]/ e/ [1R1ERB]/keystores/ [Keystorel /certs
Cert 274 /)LPwvJO—R

Keystore \NMD POST /v1/o/[#BfE]/e/ [IR1ER] /keystores/ [Keystorel /keys
JAR D 7L Py TJO—R

=176

curl -F 'name=Q@/tmp/service-ks.jar' ¥

-H 'Authorization:Basic dGVzdEBleGFtcGx1ImNvLmpwOnR1c3QyMDE2MDEwWMQo=" ¥
https://ctrl-apimng. jp-east-1.paas.cloud.global.fujitsu.com/v1l/o/myorg/e/prod/ke
ystores/mykeystore/keys?apikey=1lgazxsw23edcvfrd45tgb

KUDTIZARAN VY —([CH5T DEEERIS. BREXTROMEICOD 1 >V aER Organization Administrato
rigERZERFDIA—F—DID &E/NRD—-—FZ230VESICLUTBase64 T I— FUIZEZEELET,

T 3— gl test@example.co.jotest20160101

T >3- k% dGVzdEBIeGFtcGxILmMNvLmMpwONRIcSQRYMDE2MDEWMQo0=

XEITBID URL D FRONBRIZCHRADY —Y 3 V([T U CRAB A TS0,
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12, UDIRAREVRRYR

1.2.1. Keystore/Truststore —&EW1S

I DPET

AT—82R - E® 200, 8 : 400 U E
NS — Authorization : REEISER Content-Type: application/json or application/xml

INDX—=F—  apikey -

MNT 1 — = [ “test”, “service-ks” ]

1.2.2. Keystore/Truststore {E%

I D T

25—~ - E® 201, £8 1 400U E
ANwyA — Authorization : FR:E5ER Content-Type: application/json or text/xml

Content-Type . application/j
son or text/xml

INDX—=H—  apikey -

NT 1 — {"name” : “test’} {
“certs” 1 [ ],
“keys” 1 [ ],
“name” © “test”

}

XKeystore DERIG. JRB R X1 VBREZIDIHSZFRS. I NFULEEEITDIUEN DD XTI,

1.2.3. Keystore/Truststore SFEVS

I D T

27— 2 = IE® 200, £8 1400 MU E
NwyA — Authorization : FasLiB#R Content-Type: application/json or application/xml

INDX—=8—  apikey -

R — - {
“certs” : [ “crtpem” ],
“keys” [ “ServiceKS” 1,
“name” : “service-ks”
}
8
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1.2.4. Keystore/Truststore HilfR

| oozar e

AT7—=5 2 - IE® 200, £8 1400 U E
ANwyA — Authorization : B Content-Type: application/json or application/xml

INDX =8 —  apikey -

R+ — - {
“certs” 1 [ ],
“keys” 1 [ ],
“name” . “test”

}

1.25. Keystore/Truststore M Cert 7 71 )L—EHE

I I S

AT7—=5 2 = IE® 200, £8 400 MU E
Ny A — Authorization : B Content-Type: application/json or application/xml

INDX—=F—  apikey -

NTF 4 — - [ “crtoem” ]
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1.2.6. Keystore/Truststore M Cert 7 7 1 JLEFHHEVE

I U I

AT7—=5 2 - IE® 200, £8 1400 U E
ANwyA — Authorization : B Content-Type: application/json or application/xml

INDA=F—  apikey -
MT 1 — - {
“certinfo” : [ {
“basicConstraints” : “CAFALSE",
“expiryDate” : “Wed, O7 Dec 2016 12:00:00 UTC",
“isValid” : “Yes”,
“issuer” : “CN= [Common Name] , OU= [Organizational Unit] , O= [O
rganization] , C= [Country] *,
“publicKey” : “RSA Public Key, 2048 bits”,
“serialNumber” : “Od:4a:5a:22:94.02:71.9c:d6:06:71.98:80:ed:a9:bs",
“sigAlgName” : “SHA256withRSA”,
“subject” : “"CN= [Common Name] , O= [Organization] , L= [Localit
yl , ST= [State] , C= [Country] *,
“subjectAlternativeNames” : [ “*examplecom” ],
“validFrom” : “Fri, 02 Oct 2015 00:00:00 UTC",
“version” : 3
LA
“basicConstraints” : “"CATRUE",
“expiryDate” : “Sun, 22 Oct 2028 12:00.00 UTC”,
“isValid” : “Yes”,
“issuer” : “CN= [Common Name] , OU= [Organizational Unit] , O= [O
rganization] , C= [Country] 7,
“publickey” : “RSA Public Key, 2048 bits”,
“serialNumber” : “04:e1:e7:a4.dc5cf2:f3:6d:cO:2b:42:08.5d:15:9f",
“sigAlgName” | “SHA256withRSA”,
“subject” : “CN= [Common Name] , O= [Organization] , L= [Localit
y]l , ST= [State] , C= [Country] 7,
“subjectAlternativeNames” : [ ],
“validFrom” : “Tue, 22 Oct 2013 12:00:00 UTC’,
“version” : 3
bl

“name” : “crt.oem”
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1.2.7. Keystore/Truststore @ Cert 7 71 JLIZO ZAR—

I T =

RT—=H2R - IEF® : 200, £8 1 400 M E
Ny S — Authorization : LB Content-Type! text
INSX =5 —  apikey -

"7 — - BEGIN CERTIFICATE--——-

1.2.8. Truststore A\MD Cert 27 JLPwvJO—R

I D 7

AT =52 - IE® : 204, &8 1400 MUE

NwyA— Authorization : REHIEHR -
Content-Type : multipart/form-data

IND X=X/ — apikey, alias, ignoreExpiryValidation =
N« — PEM 2 7))L or DER 2 71U =

1.29. Truststore A\ JAR 2 7))L 7y JO—R

I T 1 S

AT—=52R - IE% 1 204, &% 1 400 U E

ANwyA — Authorization : 5REFISHR -
Content-type : multipart/form-data

INDX—HF—  apikey, alias =
T 1 — N (GEBBED 7 1)U (jar)) =
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2. MatIBERINTH WebAPI

CCCla, #sHBHRESAH D WebAPI Z5788 LEJ,
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2.1. HstBHRENEA WebAPI —&

-

RL

AKX )—IY31 httos://ctrl-apimng.jp-east-1.paas.cloud.global fujitsu.com/ [~ ¢ URI]

AKX )—I3V3 https://ctrl.apimng.com/[ ~5c URI]
AR —-IY3>U3

AP| Proxy DffstIEHRENS GET /v1/o/[#f8i&]/ e/ IRIER]/stats/apis

Product O#fistIB#RENS GET /v1/o/[#8i8i&]/ e/ IRIER]/stats/apiproducts
Developer App DffistIEZREX NE=1) /v1/o/[HBiE&]/e/ IRIER]/stats/apps

=]

ni N
i

Developer DffEHIBEHREVS GET /v1/o/[HEf8i&]/ e/ IRIER] /stats/devs

ESEI)

curl -H 'Authorization:Basic dGVzdEBleGFtcGx1lLmNvLmpwOnR1c3QyMDE2MDEwWMQo=" ¥
https://ctrl-apimng. jp-east-1.paas.cloud.global.fujitsu.com/vl/o/myorg/environme
nts/prod/stats/apis?"select=sum(message count) &timeRange=8/24/2013%2000:00~9/25/
2013%2000:00&timeUnit=day&apikey=lgazxsw23edcvird5tgb"

XZEITBID URL D FRONBRIZCRADY —Y 3 V([T U CRAB A TS0,
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22, UDIRFEVRRYR

2.2.1. APl Proxy DffisHEHRIG

AT—82R - E® 200, 8 : 400 U E
NS — Authorization | R5EIER Content-Type: application/json or text/xml
IND X =5 — {required] apikey, select, timeRang -

e

{option] timeUnit, sortby, sort, top
k, filter, limit, offset, realtime, accur
acy

MT 1 — - {
“environments” : [ {
“dimensions” : [ {
“metrics” 1 [ {
“name” . “sum(message_count)”,
“values” : [ {
“timestamp” : 1478736600000,
“valug” : 80"
Lo
Hl,
“name” . “APIProxyName”
by ==l
“ame” * “orod’
Hl,
“metaData” : {

“errors” [ ],

“notices” : [ “Table used: test.prod.ageg_api’, “auery ser
ved by:0a227c9e-0306-4126-a5c5-4072b1{b0a09", “s
ource pg:374a9899-2¢c15-4e2a-895c-4a4ac4839702"

]
}
1
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2.2.2. Product OffsHBEIRINS

| oozar LA

25—~ - IE® 200, £8 1400 U E
ANwyA — Authorization : FREEIBIR Content-Type: application/json or text/xml
INSX—H — (required] apikey, select, timeRange -

[option] timeUnit, sortby, sort, topk,
filter, limit, offset, realtime, accurac

y
T 1 — - {
“environments” : [ {
“dimensions” : [ {
“metrics” : [ {
“name” : “sum(message_count)”,
“values” : [ {
“timestamp” : 1478736600000,
value” : ‘80"
1o
bl
“name” . “ProductName”
b,
name” © “prod”
Hl,
“metaData” : {
“errors” : [ ],
“notices” : [ “Table used: corvus.prod.agg_app’, “auer
y served by:0a227c9e-0306-4126-a5c5-4072b1fb0a0
9", “source pg:374a9899-2¢15-4e2a-895¢c-4a4ac433
9702" ]
t
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2.2.3. Developer App DO#fEHBREE

| oozar LA

25—~ - IE® 200, £8 1400 U E
ANwyA — Authorization : FREEIBIR Content-Type: application/json or text/xml
INSX—H — (required] apikey, select, timeRange -

[option] timeUnit, sortby, sort, topk,
filter, limit, offset, realtime, accurac

y
T 1 — - {
“environments” : [ {
“dimensions” : [ {
“metrics” : [ {
“name” : “sum(message_count)”,
“values” : [ {
“timestamp” : 1478736600000,
value” : ‘80"
1o
bl
“name” . “DeveloperAppName”
b,
name” © “prod”
Hl,
“metaData” : {

“errors” : [ ],

“notices” : [ “Table used: corvus.prodagg_app’, “au
ery served by:0a227c9e-0306-4126-a5c5-4072b1fb
0a09", “source pg:374a9899-2¢c15-4e2a-895c-4a4a
c4839702" ]

t
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2.2.4. Developer O#sHEIRINES

| oozar LA

25—~ - IE® 200, £8 1400 U E
ANwyA — Authorization : FREEIBIR Content-Type: application/json or text/xml
INSX—H — (required] apikey, select, timeRange -

[option] timeUnit, sortby, sort, topk,
filter, limit, offset, realtime, accurac

y
T 1 — - {
“environments” : [ {
“dimensions” : [ {
“metrics” : [ {
“name” : “sum(message_count)”,
“values” : [ {
“timestamp” : 1478736600000,
value” : ‘80"
1o
bl
“name” : “DeveloperName”
b,
name” © “prod”
Hl,
“metaData” : {

“errors” : [ ],

“notices” : [ “Table used: corvus.prod.agg_app”’, “au
ery served by:0a227c9e-0306-4126-a5c5-4072b1fb
0a09", “source pg:374a9899-2¢c15-4e2a-895c-4a4a
c4839702" ]

t
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3. Java Callout Policy B
WebAP

C CTClE. Java Callout Policy BI2R®M WebAPI Z5#88 L& T,

KT — DT AIRRBREICIE/NNY DT Y Fda PERERZE CZZH0
RERDHCHMBNELEITET,
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3.1. Java Callout Policy B2 WebAP| —&

URL

FEHR)—=I31 https://ctrl-apimng.jo-east-1.paas.cloud.global fujitsu.com/[ ~ic URI]

FEHAR)—-I3V3 https://ctrl.apimng.com/[~sc URI]
BwEAR)—I3>73

Java Callout Policy ;810 POST /v1/o/ #8821/ apis/[API Proxyl/revisions/[\JEY 3 V&
S]1/policies
HBBC DY —X—EBHE GET /v1/o/[#8##%]/resourcefiles/java
B RIC )Y — 228100 POST /v /o/[##8&]/resourcefiles?name=[2 7 1 JL&]&type=Y
YY
B DY —ENS GET /v1/o/[#B#88]/resourcefiles/java/['J YV — 2 &]
HEREC R — X BH PUT /v1/o/[#8#8]/resourcefiles/java/['J VY — 2 &]
HERE R Y — XEIBR DELET /v1/o/[#B##&]/resourcefiles/java/['J\) — 2]
E
REETNOUY—X—F GET /v1/o/ 8]/ e/ IRIER]/resourcefiles/java
IRIBECRIC )Y — 28100 POST /v /o/[#f]/e/ [IRIBR]/resourcefiles?name=XXX&typ
e=YYY
REBETDUY —XEUS GET /v1/o/[#f8]/e/ [IRIER] /resourcefiles/java/['J YV — X
2]
RBERDUY —XBH PUT /v1/o/[#f8]/e/ IRIER] /resourcefiles/java/['J YV — X
2]
RBERDY —XEIBR DELET /v1/o/##g&]/e/[RER]/resourcefiles/java/['JV —2X
E &)

=136

curl -H 'Authorization:Basic dGVzdEBleGFtcGx1LmNvLmpwOnR1c3QyMDE2MDEwWMQo=" ¥
https://ctrl-apimng. jp-east-1.paas.cloud.global. fujitsu.com/v1l/o/myorg/apis/myap
iproxy/revisions/2/policies?apikey=1lgazxsw23edcvird5tgb

XETHID URL D FRONBDIZCHAD =Y 3 VICH U THRABZ TSN,
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32, UDIRFEVRRYR

3.2.1. Java Callout Policy 1810

I U 1 S

AT—82R - E® 201, 8 1 400 UL
NS — Authorization : REHIEHR Content-Type: application/json
Content-Type : application/xm]l
Accept : application/json
INDX—=F— apikey -
NT 1 — <JavaCallout name="XXX"> {

{ClassName>aaa.bbb.ccc</ClassNa
me>

<ResourceURL>java.//zzz.jar<{/Reso
urceURL>

“policy Type” : “JavaCallout”,
“async” . “false”,

“className” :
“continueOnError” : “false”,

“aaa.bbb.ccc”,

“displayName” : “XXX”,
“enabled” : “true”,

“faultRules” : [ 1,

“name” : XXX,
“resourceURL” : “java://zzz.jar"

</JavaCallout>

322 #s/RRETOUY—-X—EIE

N I [ S

2AF—=52R - IE® : 200, £% 400 UL
ANwyA — Authorization : REFIER Content-Type : application/json
IND X=X/ —  apikey, type =
R — - {
“resourceFile” : [ {
ame” XXX
“yoe” : iava’
5o
name . YYY,
“yoe” : iava’

bl
}

20
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3.2.3. #fsl/RRE FICUY—REN

| oozar LRI

AT—=H2R - IE® 1201, £8 1 400 U E

ANwyA — Authorization : REFIER -
Content-Type : application/octet-stream

INDX—=K8—  apikey, name, type =

MNT 1 — INAFIDT 21U Gar T 7)) {
“name” : “XXX7,
e - iava’

}

3.24. #is/RREETOUY -GS

N I I S

2ATF—~ 2 - EE 200, % 400 MU E
Ny A — Authorization : REEIEHR Content-Type : application/octet-stre
am

INDX—=F— apikey -
TR - INTFTID2A4)0 Gar T »1)L)

3.25. s/ IREEFDY Y —XEH

T uozar L2

AT—5 2R = E® 200, £8 : 400 ME
Ny A — Authorization : REHIEHR -

Content-Type : application/octet-stream
INDX—=F—  apikey -

NT 1 — INTFTID2A)b Gar T 71 )L) {
“name” : “XXX’,
o java’

21
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3.2.6. #is/RRE FD Y —HIFR

| oozar LRI

25—~ - E® 200, £8 : 400 M E
Ny — Authorization : FREEIBIR -
INSX—=F—  apikey -

MT 1 — - -

22
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4. Management APl (GET)

C C ClE. Management APl (GET) &L E I,

XEREAR)—Y3Y3, AKX —Y3Y3ZENDORBERDH
CHRWEEITEY,

KT — b0 T A IRRBARETIZ/NN Y DT Y R a PEHERZE CEH00
RERDHCHNBNELEITET,
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41. Management APl (GET)ICDUL\T
Management APl (GET) TI&. RICH™T APl UDJDPLUYRAD GET XV w ROFATEETT,

X BMRBANSEOERNZN )Y —RIEE TETF 403 Forbidden &80 E T,
KPOST 73& GET DIINDO XYV v EIF 405 Method Not Allowed E0DET,

APl UD 7LV R https://apidocs.apigee.com/management/apis

URL
HFHARA)—-I3U3 httos://ctrl.apimng.com/api-manage/ (179 D APl D v1 H'5%AD/\NZ]

BEAx)—-IY3V3

42 =IH

4.21. APl Proxy D—EERS

URL httos://ctrl.apimng.com/api-manage/o/ [#8f#&]/apis
EEERT=T T
2ATF—~ 2 - IEE : 200, £% 400 MU E
ANwyA — Authorization : REEIER Content-Type: application/json
INDX—=F—  apikey -
R 1 — - [ “API Proxy & 1", “API Proxy 22", “API
Proxy & 3”7 ]
24
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422, APl Proxy DES

URL https://ctrl.apimng.com/api-manage/o/ [#8f#&]/apis/[AP| Proxy ]
=T R

AF—~ 2 - IE® 200, £8 400 MU E

NwyA — Authorization : REEISHR Content-Type: application/json

INDX—=F—  apikey -

R — - {

“metaData” : {
“createdAt” : 1449021447275,
“createdBy” | “MERRE X —ILP RL Y,
“lastModifiedAt” : 1533519246745,
“lastModifiedBy” : “[RIEEHFEX—ILP L

2],

“subType” : "null”

L

“name” : “[API Proxy &7,

“revision” - [ 717, 2", 3“4 ]

}

423. APl Proxy DT K-k

URL httos://ctrl.apimng.com/api-manage/o/ [#B#&&]/apis/[AP| Proxy &l/re
visions/[JEY 3 VES]
EERT=T T
25—~ = IE® 200, £8 400 U E
ANwyA — Authorization : FREEIBIR Content-Type: application/octet-stream

INDX—=XF— apikey. format =
N« — = N FIDPA)L Zio T71)L)

25
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