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1.3. OJ1Y
1.31. QT V3%
AY—EADEEIVY-)ICOTAVIFRICIE. FeRFIRICHK > TIES0,

1. MROURLARPOEZZLTLEE0Y,

https://{FQDN}/login
XFMATEERT S OTIE TAPI Management 8EIRIE ] 2R L TLIEE0),
HK{FQDNHIE R ZSRB L. CE MDD —Y 3 V(CximUIZ FQDN ICE2E]mZ TEAR LT IEE0),

) —33 V& FQDN
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3. APIManagement B2 VYV —)LOOT 1 VBEBHNRIINES., Y —EXRBRBBAEICRSE (/2
FCFBENEBN) N/ Email Address &K Password Z A HDE. SignInd MY YZEBRLTLIZ
=0\,

[e2)
FUJITSU

FUJITSU Hybrid IT Service Fjcloud-0
APl Management

Email Address

Password

Forgot your password? m

® F[orgot your password?

INZAD—REGNT UL >EIBSEIE. [Forgot your password?] OUYDOZ=ED ) w2 LU TLIZE0), E-m
all DEEIT#—AIC. CHBUVEENWTND E-mail 7 RUZREAD L. Submitl MAVEBRIDE/ND
—RULY FOX=)UDBEFI, X—J)UICH-T. N2AD—REBHRELTLIIEE),

Forgot Your Password?

Which email address did you use to create your API Management account?

Submit
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1.32. BBIYVY—-ILDOTA VINRD— ROEETE

BIEIVY—ILOOTA VINRAD—REZEIDHEIE. OT0 VEICReeFIEEZE=RLCLZEN, OT1
VINRD—RERNIZBSIE. 1.3.1 O+ VIFED Forgot your Password] OIEZSRBLTLZE0),

o /\XD—FDEEFIE

OE@ELESDA =21 —/N\—H'5 [User Settings] ZEIRLFET,

APl Management APls | Publish | Analytics = Admin User@... = FUﬁTSU
Orgl User Settings |v Environn
5 . Logout
From Thu Dec 10 2015, 04:00
Hour Day | Week | Month | Custom ro_r; Th: D:: 17 2015, 04:00 Ex By Hour =
@ lChange Password] MY YVZEBRLET,
ad m | n a.d min Change Password 4 Edit
User Details Organizations
First Name admin Organization Service Level
2016082 3testl paid

Last Name  admin
Email

Roles  Organization Administrator

GIRED/IN AT — RREKXUVFHULLWIRD—RE2GAND LT Changel MY VEBRLUEY,

Change Password

Current Password

MNew Password

Confirm Password

Passwords must have a Good or Strong rating. Passwords must be at least 8 characters long. Good passwords contsin either a
combination of uppercase and lowercase letters or a combination of letters and one digit. Strong passwords contain either a
combination of letters and more than one digit or special characters.

@OTPIORLUT, HILEEULZ/NRD—RTOTA Y TEDE=@RUTIESH,
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2. Fa—rJUP)IL

CCTClId. BIZERD EIFT APl Proxy BEO—ED IO —IC DUV TR

AKFa—hrUT7LTHTLE LTERLTHEY 3 Tlivedoor KRLFEH APLJ 1%, 2020
FTA3BTHY—ERAMKRTLE LT,

BEFICOEEL TR, SEFIMELTIBLARLTET LS. BEVELEFET,
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2.1. API Proxy O{ER
APl Proxy DERD'S APl DETFETOIO0—ICDUT. EBRBIZRURN SR LET,

SO ETPOBERKIV I O—FREEDBEDTI,

o X
LRRYZELUTISON T=H%ZRT AP ICTH LT, T—IERAERZEHTIED APl Proxy ZEE L. XML
DURANYRZRIELDICLET,

e _JO-—

mETE

A—Y—DERK

API Proxy DYERX

JSON to XML Policy MiEN0
FINv T
ABRBEANOTJOA

APl DFE1T

RETDHESR

VNS WON ~

(TERFIR]
1. OJ1v
1-Y—-ID. NRDO—FZzABLOT+1 Y ULET,

[e®)
FUJITSU

FUJITSU Hybrid IT Service Fjcloud-0
APl Management

Email Address

Password

I:(:)rgO: "),vour pass""yord?\ m
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2. A—Y—DERK
API Proxy fERRBSICIEREI 2P ND Y FEER LE T,

XY —ERERESCIANESNIZEEEPND Y FTE APl Proxy OFRISTEETI DN BIFRMBI—Y — D1
RERBHLE T, SOAORITERBEAEROI——Z2FALET.

FAdmind XZ 1 —— [Organization Users] — +User] MY V-1 —F— 8RO AND— [Save] MYV

> A—HY—BROAD

New User

Email ¥O00COOCeoU@)p.fujitsu.com

Roles ® Business User | x Operations Administrator | | x User

Email BEUEA=ILP FLRDA—T—ID [ZI2DFT, [Savel MYVED v DTDE. PRIV
~FEBCTDHDOT A VICHBIRIEHRND A =)L TBEXT,

Roles [Business User | [Operations Administrator] MUser] Z1EE LE T,

AU BB, RIBREEMRVCEMEZNATEDLDICREDET

X=)LDOABICR DT, PATY EDPIT 4 N—=ERBKUO/NRD— REEZTNET,
5eT UIES. FRRUCEPADY hEE>TBEDT 1Y LET,

3. APl Proxy OYERK
JSON TF—=57%Z:&89 APl IZX1T D APl Proxy Z1FR LT,

@ TAPIs] XZa—— lTAPIProxies] — +APIProxy] NS >— [Reverse proxy (most common) |
[CFTwvD— TNext] MYV

> Build a Proxy (TYPE)

Build a Proxy

@® Reverse proxy (most common)
Route inbound requests to backend services.

Use OpenAPl | Optionally associate the proxy with an OpenAPI (Swagger) document

O SOAP service

Create a RESTful or pass-through proxy for a SOAP service

© No Target

Create a simple API proxy that does not route to any backend target
© Node.js App

Create a new app in JavaScript and optionally add policies

© Proxy bundle

Import an existing proxy from a zip archive

Exit Without Saving m
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@ Proxy & RscD@DREE. Next] MYVEBRUZET,

>  Proxy [BERODAD

Proxy Name sampleproxy
Proxy Base Path /v1/sampleproxy
Existing AP http://weather livedoor.com/forecast/webservice/json/v1

XJISON T—=H%Z L RV A TIRY AP

Description Proxy MR EA N LET, (Biga)

> Build a Proxy (DETAILS)

Build a Proxy

TYPE DETAILS

Specify the proxy details.

F‘m‘xy MName * sampleproxy

Valid characters are letters, numbers, dash (-), and underscore (_).

Proxy Base Path®  /vi/sampleproxy

A path component that uniquety identifies this API proxy. The public-facing URL of this API proxy is comprized of your organization name, an environment where this API proxy
is deployed, and this Proxy Base Path. Example URL http: ple-test.apigee.nethv s 0

Existing API* | http://weather livedoor.com/forecast/websenvice/json/v

Defines the target URL invoked on behalf of thizs APl proxy. Any URL that is accessible over the open Internet can be used. Example: hitps:/fapi.usergrid.com

Description

Exit Without Saving

18
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http://weather.livedoor.com/forecast/webservice/json/v1

@ Proxy & RscD@DREE. Next] MY VEBRUZET,

Authorization Pass through (hone)

Browser FT v URL)

> Build a Proxy (SECURITY)

Build a Proxy

TYPE DETAILS SECURITY

Secure access for users and clients.

Authorization (@ Pass through (none)
(O APl Key
O OAuth 2.0

Browser [ ] Add CORS headers

m Exit Without Saving

Next
@ BEEZEZTFIC Next] MYVEBRLET,
> Build a Proxy (VIRTUAL HOSTS)
Build a Proxy

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more .

Name Environment Host Aliases
prod

default
test
prod

secure
test

m Exit Without Saving Next
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® [Build and Deployl MYV EIBTRLET,

> Build a Proxy (BUILD)

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.

Deploy Environments  [Jprod [/]test
Proxy Name  sampleproxy
Proxy Type  Reverse proxy
Virtual Hosts  default
Security  Mone

Browser Do not allow direct requests from a browser via CORS

m Exit Without Saving Build and Deploy

©® FRIBRANMEEDTF T Y TRISNDCEEERLET,

> Build a Proxy (SUMMARY)

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

" Generated proxy
+” Uploaded proxy
«” Deployed to test

View sampleproxy proxy in the editor .

20
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4. JSON to XML Policy MiEND
API Proxy IZXI LTy JSON T—%57%Z XML T —42[CZ#9 D Policy ZENM LE T,

FAPIs] X— a1 ——TAPI Proxies] — sampleproxy] 'J > 2 — TDEVELOP] 57— +Step | h5 > (IFlow:
PreFlow] X+ > RESPONSE ) — NJSON to XML ] Z#ER— TAdd] MYV

Dashboard [ APl Proxies [ sampleproxy

Add Step
o
sampleproxy _ . i
Policy Instance | New | Existing
|. Project = | Save | Revision 1+ | EACCESS Control
_ ~ ‘
Navigator [EILDAP Policy Type [l JSON to XML .
sampleproxy [() Generate SAML Assertion
« Policies Display Name | JSON to XML-1
- [} Validate SAML Assertion
< (ARZy (EC A - Name | JSON-to-XML-1
~ default
PreFlow A JSON to XML
PostFlow [FIXML to JSON
~ Target Endpoints Bl Raise Fault
~ default [E3XSL Transform
PreFlow EJSOAP Message Validation
FT PostFl
S-Ls o Assign Message
~ Scrip
[E) Extract Variables
EJ Access Entity
Bl Key Value Map Operations v
Cancel m

Policy MBHIaNZEd, Savel 2w o L. TRARECT IO ULFET,

REQUEST
RESPONSE
+
<[>
JSON to
EML- ...
5 FTNvD

XML [CZEBENdCEZ TRACE BE CHEsnLE T,

[TRACE. &7— ITURLJ MIEFE— 'Start Trace Session] A >— [Send] MY V—UANIZAFT—HD
t#:8— Stop Trace Session] MY

> TURLJ DIEE

http://XXXX/v1/sampleproxy?city=400040

HXXXX BDIEREHRBICERNZE T, TRACE BEHDERREFICTRADSINTNZEDZFER LU TRE),

X2 TUIE, APl Proxy fEEKESFIC Backend Service URLJ THEULZ URL [CIkKELE T, SODHITIE
[city=400040] ZEELTRSL),

Dashboard / APl Proxies | sampleproxy / Trace /1
Samp|epr0){y What's new in the Proxy Editor

Deployment to Trace | Environment test, Revision 1 + Download T

I Transactions « Send Requests
% Status Method URI Elapsed Methad URL

http: /00 fsampleproxy Peity=400040
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http://xxxxxxxx-t-apimng.jp-east-1.paas.cloud.global.fujitsu.com:10080/v1/sampleproxy?city=400040

> UVRARYRAT =SOSR

Phase Details] R4 >® [Response Content] IC XML =D AD>TCNDCEEERLUET,

Method URL
hltp-40000UwA Isampleproxy Pcity=400040]

Transaction Map

&

L]

Phase Details

X-Forwarded-Proto http

Request Content

Response Content

Status
200

Next )

<?xml version="1.0" encoding="UTF-8"?><Root><pinpointLocations><link>http://weather.livedoor.com/area/f
orecast/4020200</link><name> M </name></pinpointlocations><pinpointlocations»<link>hotp: //weather.l
ivedoor.com/area/forecast/4020300</link><name>2 & i</name>< /pinpointLocations><pinpeintlocations><lin
k>http://weather.livedoor.com/area/forecast/4020700</ link><name>yill||f</name></pinpointlocations><pinpoi

ntlocations><linkshttp://weather.livedoor.com/area/forecast/4021000</linky<name>/ \ 2rH</name></pinp

m

6. ABREANDOTTOA

TARNTT UIZDT, APl Proxy ZABIRIBICT 701 LE T,

[APIs] XZ—a—— [API Proxies] — 'sampleproxy] 'J>2— [Deployment] — [prod] — Deploy.]

TIOAD5TTIDE,. prod T test @RRICHEICZDET,

sampleproxy

Project = Revizion 1 =

Revision 1 Summary

Croaotod- Ao 18k 04T |lndotod- Anr 184 04T

Dashboard [ API Proxies / sampleproxy [ Overview /1

Deployment +

.- prod
. test

Copyright
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7. APl D=7
ABREANDT IOND5TT L. APl ZETI ICHDERNESIZDOT APl ZER1TLET,

URL DOt#ER—API D17

>  URL O
[APIs] XZa—— TAPI Proxies] — [sampleproxy] 'J>2— [Develoyments.]

ABRE (orod) OHTTPS M URL =58 LE T,

sampleproxy

Revision 1 Summary

reafed. 5 hours ago, Updated 4 howrs age

Deployments

Enviramrmanl Rewvision Status WURL
[ ] = R =
e [}
L Y PER T [
===
>  APID%=1T

TS509ND56 APl ZX1TLET,

URL &, EETHESRULIZ URL IC MPcity=400040] ZEhl LIz URL ICIZXNET,
B, https://XXXX/v1/sampleproxy?city=400040

XML F—=ODES TETDCEZER LI T,

& https://= == === —=_="v1/sampleproxy?city=400040

0 L Fr-r L SRS LIERD ERE D o T £5TT, L]

—<Root>
—<pinpointLocations>
link>https:/ fweatherlivedoorcom/farea Mforecast/ 4020200 link>
<name>7ZHM</ name>
</pinpointLocations>
— < pinpointLocations>
{link> https:/ fweather livedoor com farea/Mforecast /40203004 link>
<name> 2 BRI/ name>
</pinpointLocations>
— < pinpointLocations>
link>https:/ fweatherlivedoorcom/farea Mforecast/ 4020700 link>
<name> il | f1</name>
</pinpointLocations>
— < pinpointLocations>
link>https:/ fweatherlivedoorcom/farea Mforecast/ 4021000 link>
<{name>/\ZIMI{/name>
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https://xxxx/v1/sampleproxy?city=400040

8. #stOER
APIZRTULEDIET RS« v IOMMEZ TNSCEZER LI T,

[ Analytics] — [Proxy Performance.

Proxy Performance

From Tue Apr 25 2017, 01:28 pm -

Cust
USIOM | 14 Tue Apr 25 2017, 02:26 pm

Hour | Day | Week

Dimension Proxy. sampleproxy

ic

Tra

Click and drag in chart to zoom in.

0
14:17:00  14:17:30  14:18:00  14:18:30  14:19:00 14:19:30  14:20:00  14:20:30  14:21:00  14:21:30 14:22:00 14:22:30

14:23:00 14:23:30 14:24:00

Traffic

TOTAL TRAFFIC
1

@ TRAFFIC SUCCESS
9

@ TRAFFIC ERRORS
2

AVERAGE TPS

0.00

KRRICEHEEDDNDDIBEN DD FT,
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22. APIProxy DITYV/)\Y 2R
BXED API Proxy [CHEBIENIT DED IO —[CDNT. EFRBIZR UEDSERBLET,

SOED LT 2BOBER IV I O—EFEEDEDTI,

o HiE

(2.1 APl Proxy MYERL] TR UIZ APIIC APl Key SRSEFBD Policy Z:800L T, BRIEHRSNIEFPTUNS
DH APl Z2ZF DX DICLET,
Policy BM#&. N—Y3VZEEITTAPIZT 70+ LT,

e _JO-—

Policy MDEN0

APl DIN—=Y 3Py T
Product DOYERK
PTUREEDE R

P T DER

APl Key DTESR

FINw

NOO~®N -~

(TERFIR)

1. Policy MEN0
API Proxy [CBRIEERSNIEZ P TIN50 APl DHHFT T DIZHIC. Policy Z2 D8N LET,

1 DB Policy &80 L&E T,
APl DEFIFIC. PTUHLSESNTLDAPI Key ZF T v I BIEHD Policy &8I LET,

FAPIs] X — a2 ——TAPI Proxies] — 'sampleproxy] 'J > 2 — TDEVELOP] 57— +Step | hS > (IFlow:
PreFlow.] X< >®D REQUEST 8I) — NVerify APl Key] Z&iR— T'Add] MYV

Dashboard | APl Proxies | sampleproxy | Develop /1

sampleproxy

Project v | 1=l | Revision 1~ Tools » Deployment +
Mavigator «  Flow: PreFlow

sampleproxy

~ Policies + m
JSON to XML-1

[ Verify APl Key-1 ity A
~ Proxy Endpoints +
~ default +
m PreFlow
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2 D80 Policy ZEn L9,
FTwDEIC APIKey Z'J DT X RO 5HEIFRT D Policy Z8NLEJ9,
CNICEKDONY DT RY—EZCIE. APl Key DIERIGEESINEZLIZNDFET,

M+Step) MY (Flow: PreFlowl] X« >® REQUEST f8l) — Assign Message] &&EiR— IAdd] K5
~—Policy B MDsRE

> Policy BHDETE
HBniEsnizr’+ 1Y (Assign Message-1)] &2') w - [Policy Assing Message-11 X1 VDRSS ZT
SCDANBTEEZH!ZD

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
{AssignMessage async="false” continueOnError="false” enabled="true” name="remove-query-param-apikey”>
<DisplayName>Remove Query Param apikey</DisplayName>
<Remove>
<QueryParams>
<QueryParam name="apikey”/>
</QueryParams>
</Remove>
<gnoreUnresolvedVariables>true</lgnoreUnresolvedVariables>
<AssignTo createNew="false” transport="http" type="request”/>

</AssighMessage>

ala

Verify A Remove
Fl Ke... Query...

REQUEST

RESPONSE

Endpoint default Policy Remove Cuery Param apikey
1 <2 version="1.8" encoding="UTF-8" standalone="yes'
2 - async="false" continueOnError="false" enabled="trus" name="remove-gquery-param-apikey"
3 Remove Query Param apikey
4~
5 -
6 name="apikey"
7
8
9 true
1@ createNew="false" transport="http" type="request"
11
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2. APION=Y3YPvT

APIDON—=Y 3V %Z EITET,

FEELUTE. APIETRO URI ZEE I DICITTT,

KIVN\VREICUR ZEE UELIRVWVT —X TR AMEREARBICIRDFET

Navigator] X+ >® Proxy Endpoints] @ ldefault] Z2'J) w2 — [Base Pathl OZSE

Base Path : /v1/sampleproxy — /v2/sampleproxy

Dashboard | APl Proxies | sampleproxy / Develop /1

sampleproxy
Project « | REEVCE | Revision 1 Tools = Deployment +
Mavigator « Proxy Endpoint: default
sampleproxy Name default
~ Policies +
;
2 Remove Query Param apikey Description
B JSON to XML
[ Verify API Key-1 —
~ Proxy Endpoints T Base Path  A2/sampleproxy
~ default + Code default

EENTT UCESREFE. 7707 0LET,

REBCIIIEY3aVEEITET,

EY3VEEIFDCET, TV/N\YREID APl Proxy ZIBMRELTEL TR CENTEFET,
KIBROARERT — XTI, UEY3VEETINBEHDFEA

Project] NS >— [Save as New Revision] — Deployment] — [ltest]

Dashboard / APl Proxies / sampleproxy / Develop /2
sampleproxy
Project = Revision 2 = Tools = Deployment
. prod
Mavigator ««  Flow: PreFlow . tost
£3
sampleproxy
+ Daliciac ~ =N N
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3. Product OERK

Product [& APl Proxy D/\w /T —3ITY,

APl Key SREEICKR D APl ZRTTEDP T ZHIR T DIZHICIE. Product ZEEN T DUNEN DD KT,
PTINFIAYT D AP (APl Proxy) ZZ23 Product Z1Esk L. P TUICHRDITET GMYIE 15 PTUDE
%1 THIWLWEI),

Publishl XZ1a1—— Products] — +Product] M4~ >—Product [8:RMOAND— Savel MYV

> Product 188 RO AN

NeW PrOd UCt Products give developers access to your APls

Product Details
Name  sampleProduct
[Display Hame] sampleProduct
Description
Environment prod test

Access @ Internal only — Visible only to developers at example during app registration
") Private — Visible only to external developers with explicit permission during app registration

) Public — Visible only to any registered developer during app registration
Key Approval Type @ Automatic @ Manual
Quota < | requests every S| Select E|

Allowed OAuth Scopes

Comma separated scope names.

Resources
APl Proxy Revision Resource Path
Select E| Select E| Select E| Import Resource
Paths Resource Path Actions
=+ Custom Resource
APl Proxies AP Proxy Actions
sampleproxy = x Delete
+ API Proxy
Custom
Attributes Name 4+ Value Actions
+ Custom Attribute
Cancel
Name sampleProduct
Environment test. prod
Access Internal only

Key Approcal Type | Automatic
API Proxies [+API Proxy] hA >— sampleproxy] Z&iR
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4. PTUBREREOER
APl Key SRSEZEFRIA T BIEDHICIE. APl Proxy ZMBI 37 T UEZFICERLUTCRIIMENHDET,
PTUDOERFICIE. PTURESEFOERLTCRIMEBENDHDET,

Publish] X—= 1 —— Developers] — M+Developer] MY >—P T RRBIBIRDAND— Save] MY

> PTURBREBEROAD

Dashboard / Developers [ New Developer

New Developer

Developer Details
First Name % .Fl
Last Name  FFEE
Email FOCOCK@)p-fujitsu.com

Usemame |fampleDeveloper

Custom Attributes

Mame

First Name L

Last Name BIHES

Email KPTUBEBDA—ILP RUR
Username sampleDeveloper

XPTUBEREDI—Y—ID (ER)
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5 PTUDOER

PIT)ESHFRUET,

Product ICPPTUZEMDITBCEICK DT, Product ICEFEND APl (APl Proxy) &P J1UHBETTED
KOICZDFT,

Publish] — Developer Apps] — +Developer Appl =P T JIBRDAN— Savel MYV

> PTUBROAD

Dashboard / Developer Apps / New Developer App Organization | example ~

New Developer App

Developer App Details
Mame | sampleApp
Display Name #2773
Developer H70 BFHE (ocoocoo@)
App Status

Callback URL
A callback URL is required only for 3-legged OAuth.

Notes

Credentials
Expiration @ Mever @ Duration @) Date
sampleProduct

Products
+ Product

Custom Attributes

Name - Value Actions

=+ Custom Attribute

Name sampleApp

Display Name | > IV T

Developer Y TIVRERS

Products [+Product] — 'sampleProduct] Z&EiR
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6. APl Key OISR
PITINDS APl ZERITT DEHICHEICRD APl Key ZFESR LE T,

Developer Apps] BE®D MY TILP T ] 1) — [Consumer Keyl @ [Show] MA Y

HoTILTFT) et | % pelete

Developer App Details
Name  sampleApp
Display Name L AIL720
Registered  Apr 20 2017 2:54 PM
Developer  #J) BARE (ooocoos@)p fujitsu.com

App Status  Approved

Callback URL
Notes
Credentials
Issued Expiry Consumer Key Consumer Secret Status
Apr 20 2017 2:54 PN Never vFpi730g7TYMAGN30WevimDiHre00Jcn Hide Show | Approved

5 days ago
Product

sampleProduct2 Approved

Custom Attributes

Name -~ Value

7. FTINwD
APl Key sRSEN'CTEBDCEET AR UET,

FAPIs] — TAPI Proxies] — 'sampleproxyl 'J>2— MRACEJ 97— FTURLJ DIEE— [Sendl KA
~—Status J— RH' 200 [CZDZEDTER

> TURLJ DIERE

http.//XXXX/v2/sampleproxy?city=400040&apikey=YYYY

KXKXX BRI RBHREICERZNVDZ I, TRACE BEDRNMFICTRANDSINTNCEDZEERB LU TR
XYYYY [CIE APl Key Z18FE L TR

XAPI ZEN=I3 VPV T URERD, INZD v BE V2 ICEND>TNET

e

« Send Requests

Method URL Status
hittp://200CC0¢v2/sample proxy Zcity=400040&apikey=AyY quM5|MwhUcupsQey YBLYKcuOT38G send 200

Transaction Map

APl Key Z1I8F UIEU\ESICIE. Status J3— RHY 401 [CRDCEEERDLUET,
FTURLJ D5 apikey 2 ') DEIkR— Start Trace Session] K >— Send] MY V—AF—F 23— RD
58— Stop Trace Session] MY

Download Trace Session Node. js Logs
«  Send Requests

F= Method  URL Status
7ms hittp:/H00000(2/s ample proxy Pcity=400040 Send 401

Transaction Map

& VYoo

FODEEE. T2.1API Proxy ORI O TASBIRBEADT TJ0OA ] MIEOFEE@RKRTI,
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http://xxxx/v2/sampleproxy?city=400040

2.3. APl Proxy MIEI1E
BE1FED API Proxy ZEIE T DO 0 —ICDUT. ERBIERUEHDSHBBLET,

SOED LT 2BOBER IV I O—EFEEDEDTI,

o HiE
2.1 APl Proxy OERR) THERRUIC APl ICEEZNAE T,
IRIRD API TlE JSON T—=8%Z—E XML [CZE#BLUTWNEIDN UD TR F5h' Firefox DIHBSICZIT XML
[CEBMI DI OBEBEMAET,
ZERIDRZEE L TRTHIC, APl Proxy DUEY 3 V& EIFFHT,

e JO-—
1. Policy Z7RHDETE
2. APIProxy D JEY 3Py
3. TN\vD
(TERXFIIE)

1. Policy ZTRHEDERTE
JSON %= XML [CZ# T D Policy DEITRIFEHRELFT,
User-Agent AN w & —[C Firefox] EWWDXFIESDIBEICDH. Policy ZRITITDLDICLUFET,

FAPIs] — TAPI Proxies] — 'sampleproxy] 'J>2— TDEVELOP] & J—Policy EBHDIEE
> Policy BHDETE

Code default] X4 YORBICEEENAFET,
[<Name>JSON-to-XML-1</Name>] D—DEICIMRDFEZEBILET,

{Condition>reaquest.header User-Agent JavaRegex ~ *Firefoxx"</Condition>
~ default + RESPONSE
m PreFlow PR ,
I
m PostFlow b
" Target Endpoints )
* default +
m PreFlow
m PostFlow Code default
) R
[F Scripts + e
7 Verify-API-Key-1
8
Q-
16 remove-query-param-aplkey
11
12
13~
14 ~
15 request.header.User-Agent JavaRegex ".*Firefox.*" |
16 JSON-to-¥ML-1
17
13
19
32
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2. APIProxy ®JEY3YPwvT

ZEUIZ APl Proxy ZIRFE UIZE. 7704 LET,

SO, UEY3VELEIFTAP Proxy ZIREFELET,

JEY3VELEITFBRCET, ZBFFIO API Proxy ZIBIRE L THERLU TR CENTEFET,
XIBRAARERZRT —IATIE, UEYIVELITINERIHDFEEA

[Project] — [Save as New Revision] — [Deployment] — [test]

samplepraxy |/ Develop | 2
sampleproxy

prod

Navigator “  Flow: PreFlow @ test

L

MUPY3VEFITTIOCTRE, BUL Y3 YO APl Proxy [3PYF IO+ SNES

3. TN\vT

JSON to XML Policy DRITHNRF v TSNDEEERLE T,

X ELU—XBBE T APl 2217 UIEIBSE. User-Agent Aw A —DIEIL TNING/1.0] £E75B128D. Policy DE1T
[F2FvTENFT

MMRACEJS 7 —-TURLJMIBE—TStart Trace Session ]S >—TSendlhA > —TStop Trace Session ]
NS > —Policy ' 2Fw TN T\ D EDER

> TURLJ DI8E
URL : http://XXXX/v1/sampleproxy?city=400040
HXXXX BRI RBHFRBICERZNVDFEI, TRACE BADRNRFICTRADSINTUVEEDEFEA L TR0

> Policy B"2F v TSNTNDC E&TER

iR »

{ Back Mext }

Policy D7+« 3YDELIC, AF Y TSNECEERIV—IMMIEET

D DIFZEE. T2.1API Proxy DFS] O TASBIRBEADTTOA ) MEOFREER[DKTT.
APl DETT(S Firefox B'5170)\ LRIRY AT —=INDXML THDC EZERBLET,
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http://xxxx/v1/sampleproxy?city=400040

S.BE—&

CCClE. sSBE@EICDNTERIBLED,
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3.1. Dashboard

Dashboard BB TY., Proxy Traffic. Developer Engagement. Developer Apps ® 3 TS50 1 &
BICRISINTET, TS5T7D See more details in <graph name> 1 22w 3dB_ET. Analytics
HEBEDEFMNR—IERTLUE T, SFANR—ICDETFH LTI, 34 Analytics BB LU TLZE0),

Proxy Traffic
See more details in Proxy Performance
Click and drag in chart to zoom in
6
TOTAL TRAFFIC
14
SUCCESS
4 12
g:.‘ ERROR RATE
'__5 14.29 %
E AVERAGE TRANSACTIONS PER HOUR
2 14
AVERAGE TPS
0
U1417 14:18 14:19 14:20 14:21 14:22 14:23 14:24 14:25 14:26
Developer Engagement Developer Apps
See more details in Developer Engagement See more details in Developer Apps
Traffic Level
o _
Total Developers: 5
Developers with Apps: 5 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1
® Active Developers: 0 Traffic Composition
@ Highly Active Developers (+50 tph): 0
® Proxy Traffic
TOTAL TRAFFIC API Proxy EADU DT R HERTUET,
SUCCESS RIDUIC VD TR EZRRUET,
ERROR RATE KEUZ VD IR ZRRUET,

AVERAGE TRANSACTION PER | 1 BSBEHEZODEEIIDIR b « VRRY 2B ERTUET,
HOUR

AVERAGE TPS 1WBLZODEEHIDTIR S « VARV ZEERTLUET,

® Developer Engagement

Total Developers HERERD APl Proxy ICBHET B T URRBDETAREZRT L
F9,

Developers with Apps RO P T ICEEET D P T URREDET AR ERLET,

Active Developers AP| Proxy 2B TUO IR FEXEULZPTIRREDARER
AN

Highly Active Developers (+50tp | 1 BBEHIZOD ST O Y 3 VEN 50 Z8Z2 27T URRKES

h) DAHERTUET,

® Developer Apps
PTIDEEIE RS T w8 (BRI« KB ZRRLUFET,
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3.2. APIs
3.2.1. APl Proxies
3.2.1.1. List

AP| Proxy D—&B® CJ,

Copyright 2016-2024 FUJITSU LIMITED

API Proxies
List Analytics
Search | All 1-4ofd ¢ > Offline Trace + APl Proxy
Metrics for Last 24 Hours { test )
API Proxy Environments Traffic Message Trend by Hour Avg Time Error Rate Modified » Actions
sampleproxy test, pred v | 58.41 ms 3529 % 15 minutes age » Delete || Roles
api-test test o | 3.19ms 0% 4daysago » Delete || Roles
docs test, prod 0 4 days ago x Delete || Roles
web-monitoring test, prod 812 [[T11[]]]] A——— 27.92 ms 0% 11 days ago ® Delete || Roles
36




3.2.1.2. Analytics

API Proxies
List Analytics
Custom

Hour | Day | Week

Metric Traffic = | Proxy: sampleproxy

From Tue Apr 25 2017, 02:18 pm e
To Tue Apr 25 2017, 03:18 pm

Traffic
et

Click on a point to see its context.

Traffic

@@ sampleproxy
13

014:3(: 14:2 14:22 14:23 4:24 14:25 14:26
® |etrics
Traffic UDOTREHERZLUET,
XD Metric ZERUICIHS. BEERIDCEETEZ A,
Errors IS—([CEo2EUDIRERIUET,

Average Data Exchange

OTIRAREVRARYZADT —YE&RRLUET,

Average Target Response Time

APl Proxy BNy DTV RO —ERICUDIRA +DET - EE
DRZEERDS. NV DIV RS —EIDSDURARY 2ZEET
RITRDRODIITOREOFEZRTUET,

Average Response Time

APl Proxy MO TR MEREZTIRDBOD OEEBRNS. U5
1PV RCUARY 2258 UISKH DRI TO. BREDTHERT
L/gg_o

Maximum Response Time

BAUZANY 2BEERTLUET,

Average Transactions per Secon
d

1RBZODIDIR S+ URRNY ZBOFEHHERTLUET,

Average Transactions per Minute

1 DHEODID TR+ VAN ZHOEHZERRTLUET,
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3.2.1.3. New API Proxy

AP| Proxy DERRBE CI, fERBE@EIED «+ T— REAREZ>THRD. EHOBE CTHOITTEHRELET, 1ERK
9B APl Proxy DA &R, Base Path MIBE. TF 2T 1 DEE. /N\—F v )UK A DI\ Y REBED
gjeETY,
® Build a Proxy (TYPE)

APl Proxy D8 1 J&ERLE T,

Build a Proxy

* Reverse proxy (most common)
Route inbound requests to backend services

Use OpenAPlI | Optionally associate the proxy with an OpenAPI (Swagger) document
Node.js App
Create a new app in JavaScript and optionally add policies
SOAP service
Create a RESTTul or pass-through proxy for a SOAP service
No Target
Create a simple API proxy that does not route to any backend target

Proxy bundle

mport an existing proxy from a zip archive

it Wihout Saving [ et |
Reverse proxy Ny DTV RY—ERELT Web U—ERZEHRET DIHBSICERLET,
(most common) ¥OpenAP| document ZFIFE LT APl Proxy Z{EE 9 25N TJgETI,
Node.io App Ny DTV R —ERELUT Nodejs ZEET DBSITERLUET,
¥OpenAP| document ZFIFE LT APl Proxy Z{EE 9 25N TJgETI,
SOAP service NV DTV RS—EREUTWSDL Z52E T D ICERLULE T,
No Target Ny DTV RY—ERZEELEZEA.
¥OpenAP| document ZFIA LT APl Proxy Z{EE 9 2SN QlgET I,
Proxy bundle D71 )LTIBEUCRBET APl Proxy Z1ELE T,
3241 OVERVIEW % 3242 DEVELOP T >vO— Rk UZ APl Pro
xy B (Zip ) ZIBEIDCEN'TRETT,
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® Buid a Proxy (DETAILS)

APl Proxy Ol Zs%E LE T,

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name*

Proxy Base Path* |/

Existing API* | hitps://

Description

‘8lid characters are letters, numbers, dash (-}, and underscore

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this API proxy

is deployed, and this Proxy Base Path. Example URL htpi//example-test.apigee.net!

Defines the target URL inveked on behalf of this APl proxy. Any URL that is accessible over the

e open Internet can be used. Example: https.//api.usergrid.com

Exit Without Saving

Proxy Name

APl Proxy D&RIZIEE LE T,

Proxy Base Path

API Proxy ICPDOEZ2IBED/INEIBRELET, APl Proxy &
CEBRHEBIFEEBEIDUNENDHDET,

Existing API

API Proxy W& T Reverse proxy ZiEE LEHBEICRRS
NEI, NyIIYRT—ERXELUTEEITD Web T—EZD U
RL Z&RELZX T, EELIZ URL EZ2DFUY—XRI[CXFLTPD
TREHILET, URL OF/NRCEPOECITEFH A,

Source

API Proxy WA 7T Node.js App ZIETE UIIBESICRTIN
F9., >V TILD Hello World &2&IRY 2D JavaScript X0 JSO
NOIDPa)LEaPy JO—RIDBCENTEETT,

WSDL

API Proxy WA« 7T SOAP service ZI8FE UILIBSICRTS
NZEI., WSDL D URL (Y TILED) FiEld. I7 1 ILEIERE
FBCENTRETI,

ZIP Bundle

API Proxy M™%« 7T Proxy Bundle Z87E UIZIB&ICRTSN
F9, AP RO I P ILEIBET DUNENDHNZET,

Description

AP| Proxy Oi#BAZIEELE T,
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® Build a Proxy (SECURITY)

Security ICBE9 B Policy 020X R XA V@EEHRELEI,

Build a Proxy

Authorization

TYPE DETAILS SECURITY

Secure access for users and clients.

Pass through

API Key

® OAuth 2.0
Impese Queta Per Developer
Publish API Product

Add CORS h

eaders

{none}

Exit Without Saving m

Pass through (none)

Security ICB8T 3 Policy DEBESNTULVRUVIRRED APl Proxy
MMEREINZE T,
*Policy I3 3.2.4.2 DEVELOP TENTDCENTRETT,

APl Keys APl Key ICB8T B Policy (Verifi APl Key. Assign Message)
HERESNITIREED APl Proxy Z1ER LE T,
OAuth v20 OAuth v20 ICE8T9 B Policy (OAuUth2.0. Assign Message)

NERESNITIRAED API Proxy Z1ER L E T,

Impose Quota per Developer

FTvOEANDE. Policy (Impose Quota) HERESINTIZIRRE
D APl Proxy Z1ERALE T,

Publish APl Product

FrvDEANDE. APl Proxy &E—#I(C Products ©ERL LE
-§—O

Add CORS headers

FrTvOEANDE. CORS [CXKBDPVORRXA VEEZEHFIT
2 Policy (Assign Message) DBIISNE T,
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® Build a Proxy (VIRTUAL HOSTS)

APl Proxy 257 704 FRRCNA Y FFDN—F v)LIRRA FEERLE T, DE<EE 1 DIFBIRT DM
EPHDET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more

@ Name Environment Host Aliases
prod

[ default
test
prod

(¥ secure

test

Exit Without Saving m

® Build a Proxy (BUILD)

API Proxy {ERXEIDIEREE C I,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.
Deploy Environments [ prod  # test
Proxy Name  test
Proxy Type  Reverse proxy
Virtual Hosts  default, secure
Security  None

Browser Do not allow direct requests from a browser via CORS

m Exit Without Saving Build and Deploy

Deploy Environments APl Proxy fEsi#%. FTxvOEANLIRE (prod. test) [CTT
O+ LUET,
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® Build a Proxy (SUMMARY)

API Proxy fEfERNRTSNT T, BEXFD Proxy 8= v 03 dE 3241 OVERVIEW OEEICE
BLET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

«” Generated proxy

+ Uploaded proxy

J Deployed to test

View test proxy in the editor .
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3.2.1.4. Offline Trace

RELULTCRVZ U —RIBREDNIDIZHOBE CI, ~FLU—RBEFHIE. TRACEBED Download Tr
ace Session] MYV TIRELZE T, FMIX 3243 TRACE Z=RRLTLIZE),

3.2.1.5. Roles

NRZIAO—=)L ( 3522 New Custom Role SR) ICx1 LT APl Proxy NDP D CAEEZRTEIT DEE
T9Y,

Hello

Role =«  Operations Actions

productRole B ] View B Edit [ Delete * Delete

+ Role

Cancel Save
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3.2.2. Shared Flows

Shared Flow O—&B®& 9,

Shared FlOWS Shared flows are reusable sequences of steps. Learn more...

Search | pll - 1-30f3 ¢ > + Shared Flow
Shared Flow Environments Modified « Action
acl-flow prod, test a day ago x Delete
testShared-Flow-1 test 6 days ago » Delete
Shared-Flow 2 months ago » Delete

3.2.2.1. New Shared Flow

Shared Flow DIfEBBE CI, YERRBEED « T—REAELS>TRD. EHOBE CTOITTEELZET,
YERR 9 D Shared Flow DAY 1 HiZBRICK > T, BEEBENERZDET,

® Build a Shared Flow(TYPE)

Shared Flow DA+ TZ=&IRUET,

Build a Shared Flow

@ Empty Shared Flow

Create an empty shared flow

O Shared Flow Bundle

Import an existing shared flow from a zip archive

Exit Without Saving Next

Empty Shared Flow Shared Flow ZEskLE T,

Shared Flow Bundle | 7 71 L CERE UIZARB CShared Flow Z{ERALET, 3.2.5.1 OVERVIEW
03252 DEVELOP TH O vO— R UIzShared Flow 183k (zip FEeV) &
BEIDCENTRETT,
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® Build a Shared Flow(DETAILS)

Shared Flow OiFiliZ2ELE T,

Build a Shared Flow

DETAILLS

TYPE

Specify the shared flow details

Shared-Flow-1

Valid characters are

Shared Flow Name*

letters, numbers, dash (-), and underscor ().

Descri ption

Exit Without Saving

Previous

Shared Flow Name

Shared Flow OZai&IB8ELET,

Descriotion

Shared Flow D3RBZEIBFELE T,

ZIP Bundle

Shared Flow D&+ 7 TShared Flow Bundle
ZEEEUZHEICRRISNZET, ZIP XD 71
IWEBET DUEBENDHNFT,

® Build a Shared Flow (BUILD)

Shared Flow {EBBIDEREBEB T,

Build a Shared Flow

You are ready to build and deploy your shared flow.

TYPE

Deploy Ervironments  [F|prod [ test

Shared Flow Name  Shared-Flow

Exit Without Saving

Build and Deploy

Deploy Environments

Shared Flow Egk#&. FTvIOEANCIRE
(prod. test) I[CTJ0O+1 ULZET,
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® Build a Shared Flow(SUMMARY)

Shared FlowfEBfERHRIINFE T, BXFDShared Flow &0 w20 3353.251 OVERVIEW
DOBEBICERUZET,

Build a Shared Flow

e = S

q/ Generated shared flow
q/ Uploaded shared flow

q/ Deployed to test

View Shared-Flow_{j3381gw shared in the editor
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3.2.3. Environment Configuration

3.2.3.1. Caches

FryyaD—EBECY, [Clear] MY TFryIaal)PIDCENTEFET,

Environment Configuration prod -
Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts
# Edit
Name Description Expiration Type Expiration Actions
test-caches Timeout in Seconds 300s = Clear
3.23.1.1.New Cache
FryvYaDRENTEET,
Environment Configuration prod -
Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts
Name Description Expiration Type Expiration Actions
test-caches Timeout in Seconds B 300 =i | % Delete
+ Cache
Cancel m
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® [Expiration Type

Expiration # CIEE I DEDEMZIEELE T,

Timeout in Seconds BEULZWEEZBIDEF vy el )P LET,
Time of Day sEEELERZICFvyvYaEIIPLET,
Date BELEBNTFryyyaZEzD )PP LET,

® [Expiration

FryyaDUPOIMIVDEECTEELET,
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3.2.3.2. Flow Hooks

Flow Hooks MO—&HRH™INZFET, Flow Hook [C Shared Flow Z:8ET D ET.
Proxy I[CXILCHBUIEY A IV T Shared Flow ZE273E3CENTEET,

B—IRERD AP

Environment Configuration prod -

Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts

Flow hooks let you execute shared flows for all proxies in an environment. Learn more..

Flow Hook Shared Flow
Pre-proxy Flow Hook

Pre-target Flow Hook

Post-target Flow Hook

Post-proxy Flow Hook

# Edit

® [Edit/AY

[Edit] MY VEBRIDE. ZNZND Flow Hook TE179 D Shared Flow MEND »

EE
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3.2.3.3. Key Value Maps

Key & Value DYV EV DA REBEITDCENTEFI, BACERELLEVYYEYDT A E, KeyVa
lueMapOperations Policy &{® > TI#EI D ENTRETT,

Environment Configuration prod -
Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts
+ Key Value Map
Name Action
~ tetsu-value Delete
# Edit
Key Value Action
test-name-a 1 » Delete
tett-name-b 2 » Delete

® + Key Value Map M5

+Key Value Mapl MIVZEBRIDE, YvEVYITU X RDOERBBEZRILUET,

New Key Value Map

Mame

Encrypted ]

Cancel m

® [Edit/oY

[Edit) MYVEBRIDE, YVyEYT IR RCXILUT Key & Value MEND « IBIENTREICISD KT,
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3.2.34. Target Servers

Target Servers D—&BHRNIINFET, EfRUIZ Target Server (3. Target Endpoint ® HTTPTarget
Connection ICEREERCEDCET,. O—RNS VYYD (RoundRobin, Weighted. LeastConnection)
IEBCENTEFET,

Environment Configuration prod -~
Caches Flow Hooks Key Walue Maps Target Servers Virtual Hosts
# Edit
Name Host Port Enabled
target1 target!.example.com 80 v
target2 target2 example.com 80 v
® FEdit/hyY
Target Servers DEND « BIENTEEICZDFT,
® [ZE] TargetEndpoint M HTTPTargetConnection 25l
B D targetl. target2 ICX19 D RoundRobin MEREHI
XIIFZLLET target1 & target2 ICBEFDEILE T,
4 )

<TargetEndpoint name="default™
HTTPTargetConnection>
{LoadBalancer>
<Algorithm>RoundRobin</Algorithm>
{Server name="target1” />
<Server name="target2” />
{/LoadBalancer>
/HTTPTargetConnection>
9 {/TargetEndpoint>

B UDOTIRECH5OKRUEIES. KBUZ Target Server Z20—7—3 3 UND'SFRINT DERTEHI
SMaxFailures>S I TEE UIRHBISET DEHFMNLUE T,

4 )

<TargetEndpoint name="default™
HTTPTargetConnection>
{LoadBalancer>
<Algorithm>RoundRobin</Algorithm>
<Server name="target1” />
{Server name="target2” />
{MaxFailures>5</MaxFailures>
{/LoadBalancer>
/HTTPTargetConnection>
{/TargetEndpoint>
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KERINSNTZ Target Server Z18I1B9BICIE. FET APl Proxy B850« (PYFJ0O4—-570

) TN\ TEBREDBHIDLDIC HealthMonitor 327FE (BENEIBUR) ZXREITIUEN DD XTI,

> HealthMonitor M3EEHI (TCPMonitor)

TE2BITIE. 5 MWEBIC Target Server M 80 — RCXTLTIR—J VT UET, it C=/R0 VAR
FEIZ 10 MU LEMBENEN SZBEIFESEHM U TEREEN DY & 1 180 L. MaxFailures>5 2
TERTEULLREBZDE Target Server ZFRINLE T, BIFICARIIUEBERIEHNDOY FZEOIC

Jtw kU, Target Server DRSS NTL\DHBEIFEIBLET,

K HealthMonitor ZB8%)C 9 BIC (3 LoadBalancer> / <MaxFailures>d 2713 O MANDIEZERTET D

KENDDFT,

/

<TargetEndpoint name="default™
HTTPTargetConnection>
{LoadBalancer>
<Algorithm>RoundRobin</Algorithm>
<Server name="target1” />
<Server name="target2” />
MaxFailures>5</MaxFailures>
{/LoadBalancer>
<{HealthMonitor>
dsEnabled>true</IsEnabled>
dntervallnSec>5</IntervallnSec>
<TCPMonitor>
<ConnectTimeoutinSec>10</ConnectTimeoutinSec>
<Port>80</Port>
</TCPMonitor>
</HealthMonitor>
/HTTPTargetConnection>
{/TargetEndpoint>

\_

\

/

> HealthMonitor MEEHI (HT TPMonitor)

TEHITIE. 5MEBIC Authorization NwS —=ZG5UIE GET U IR % Target Server [CXT
L OEIELEY, Target Server BB 25—~ 23— R 200 MADEZFEZEA VS —="TmMOK H"" Yo

urOK' AN THDBEIL. BEEHEUTEREAND Y & 1 185 LLMaxFailures>d I T

Lict

[RZEHBZDE Target Server ZRAUE T, BBICKIIUEESEIEBNDO Y FE O ICUEY ~U.

Target Server RSN TN DIBEIZFEIBLET,

HHealthMonitor Z83IC 9 BICId<LoadBalancer> / <MaxFailures>d 273 O MIHDIEERET D

NENBDDFT,
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ﬂ argetEndpoint name="default™ \

HTTPTargetConnection>
{LoadBalancer>
<Algorithm>RoundRobin</Algorithm>
<Server name="target1” />
<Server name="target2” />
{MaxFailures>5</MaxFailures>
{/LoadBalancer>
{HealthMonitor>
dsEnabled>true!/IsEnabled>
dntervallnSec>5</IntervallnSec>
<HTTPMonitor>
<{Request>
<ConnectTimeoutinSec>10</ConnectTimeoutinSec>
{SocketRead TimeoutlnSec>30</SocketReadTimeoutinSec>
<Port>80</Port>
Verb>GET</Verb>
{Path>/healthcheck</Path>
{Header name="Authorization”>Basic 1234567890abcd{/Header>
</Request>
<{SuccessResponse>
{ResponseCode>200</ResponseCode>
{Header name=" ImMOK” >YourOK</Header>
{/SuccessResponse>
</HTTPMonitor>
</HealthMonitor>
/HTTPTargetConnection>
</TargetEndpoint>

\ /

B O target. target? [CX1d D Weighted DETEHI
XREHITIE. SUDOIREDDB, target! IC 1 [0 target? [C2ODLLRTEAEDEZE LET,

4 )

<TargetEndpoint hame="default™
HTTPTargetConnection>
{LoadBalancer>
<Algorithm>Weighted</Algorithm>
<Server name="target1”
Weight>1</Weight>
{/Server>
{Server name="target2”>
Weight>2</Weight>
{/Server>
{/LoadBalancer>
/HTTPTargetConnection>
</ TargetEndpoint>

\_ )
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B D targetl. target? [CX1T B LeastConnection Mi=EHI
SIBEEDYDISV TargetServer 2B UET,

-

<TargetEndpoint name="default™
HTTPTargetConnection>
{LoadBalancer>
<Algorithm>LeastConnection</Algorithm>
{Server name="target1” />
<Server name="target2” />
{/LoadBalancer>
/HTTPTargetConnection>
{/TargetEndpoint>

.
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3.2.3.5. Virtual Hosts

N=F P )VIRZA+D—EZXRHLUET, N=Fv/LINZA D

HEER. BEITDTEEFTEE A,

Environment Configuration prod -

Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts
Name Port Alias Actions
default a0
secure 443 Show
® Show MYV
[Show] MYV ZBTRIDE. SSL BIEDFBERTLET,
Environment Configuration prod -~
Caches Flow Hooks Key Value Maps Target Servers Virtual Hosts
Name Port Alias Actions
default 80
Mame secure Port 443 Alias
SSL Info
Enabled true Client Auth Disabled
Key Store service-ks Trust Store Fiide
Key Alias ServiceKS Ciphers
Ignore Validation Errors false
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3.2.4. APl Proxy BIE

3.24.1. OVERVIEW

3.2.1.3 New API Proxy TYERL LTZ APl Proxy OIEERDOM. APl Proxy DUEY 3 VEE,

TIOAERTBROCENTEHT,

IRIEAD

sampleproxy OVERVEW
Project = Revision 1+ Deployment =
Revision 1 Summary
Created: Apr 18th, 2017, Updated: Apr 18th. 2017.
Deployments
Environment Revision Status URL
prod 1 [ ] http://example-prod
prod 3 [ ] http://example
test 1 [ ] http://example-tes
test 2 [ ] http
Proxy Endpoints Expand All | Collapse All
Name Base Path Target Endpoints
¥ default M1/sampleproxy default
Ta rg et Endpoints Expand All | Collapse All
Name Target Used by Proxy Endpoints
v default http:/fweather livedoor com/farecast/websenice/jsonivi default
® Project

Save as New Revision

RIDPD API Proxy 25 LW EY 3 VY E LTRELET,

Save as New API| Proxy...

RIPD API Proxy [CHT LWBRIZM T TREFLE T,

Undo All

BRICRFUCERDNSDEEZNMDELLET,

Delete API Proxy...

KRIPD API Proxy ZEIBRLE T,

Delete Current Revision...

KAPOIUEY 3 VZHIFRLET,

Download Revision

L&Ed,

KIRPDIETI I VD APl Proxy 188z zip ZEiTH¥OYO—F

Upload a New Revision...

EUTREFLET,

520 EUE APl Proxy EHREHMAH. FILWIEYSY

API Proxy History

RIMPD API Proxy DEEEREZRTUE I,

® Deployment

prod RIPD APl Proxy & prod BiEICT 70O+ LET,
test RIDPD API Proxy = test IRIBICT 70 LE T,

XERDELERIDO@DED

BERPYTTOACIRE. BBOBSETTIONREBERLET,
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® Node.js Logs
API| Proxy [ Node.js D33 ESNTU\DBEICRD. Node.js Logs] MY VYHERIRSINE T, NI V=B
T dE. Nodejs Logs BENERIDINE T, F40E 3.24.4 Nodejs Logs ZSRUTLIEE),

® Deployments

RIPD APl Proxy DT T O FIBEHRORTSNE T,

® Proxy Endpoints

RIPD APl Proxy @ Base Path &, ## DU\ TCU\2 Target Endpoints DEZBINRISINFE T,

® Target Endpoints

NV DTV RY—EZEUTERELUEZ URL & DU\ TUL\DB Proxy Endpoints D&BINRT™SINZE T,
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3.2.4.2. DEVELOP

3.2.1.3 New API Proxy TERK UTZ APl Proxy ICX19 2 Policy DEEEDM. APl Proxy DJUEY 3 VE
B, BEANOT O EZRIBEOCENTEFET,

sampleproxy
Project = Revision 1~
Mavigator « Flow PostFlow

sampleproxy

~ Policies s
B JSON to XML-1

~ Proxy Endpoints +

- default +

B Preflow

m PostFlow

¥ Target Endpoints
~ default

Il Preflow
Il PostFlow

~ Resources

9
1e
11
12
13-
14
15
16
17
18-
19
20
21
22
23
24 -

OVERVIEW DEVELOP TRACE PERFORMANCE
Tools = Deployment « Help for Selected Flow

R Property Inspector PostFlow »

________ PosiFlow

+ | name PostFlow

_Step_ Request

Response
REQUEST
-
version="1.8" encoding="UTF-8" standalone="yes"?»
name="default"
name="PreFlc
JSON-to-XML-1
nam
fvlfsampleproxy
default

secure

name="default”

® Project

Save as New Revision

RIDPD API Proxy 25 LW EY 3 VY E LTRELET,

Save as New API| Proxy...

RIPD API Proxy [CHT ULWBRIZT T TRFLE T,

Undo All

RBICHREZRET UCEORREBICBRZR LI T,

Delete API Proxy...

KD API Proxy ZEIBR LE T,

Delete Current Revision...

KRPOUEY 3 VZHIFRLE T,

Download Revision

KRPDOIUEI I VD APl Proxy 1858R%Z zip A TY D VO—R
LEY,

Upload a New Revision...

5F5v0— kU APl Proxy ISHEFHAH, HLWIEIIY
ELTRELET.

API Proxy History

RIPD APl Proxy DEEEREZRTUE I,
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® Tools

Tools @ Custom Analytics Collection] Z2') w23 dE. Solution Builder @@ (FRED@D) HiFR
MmanNZFEd, Solution Builder BIE Tl Extract Statistics Request Policy 84U Collect Statistics Re
auest Policy DiREEZRCEDCENTEZET,

Solution Builder: Custom Analytics Collection

n Analyze HTTP Transaction and Define Collectors

Extract Data from HTTP Transaction Save in Collector Variable
Location Type Location Source MName Data Type Action
1 |Select. . v String  [w]

<+ Collector

a Select Flow

Proxy Endpoint default, Flow PreFlow ﬂ

Solution Results

New collector variables are available in the Report editor as drilldown dimensions after this APl proxy has been saved and deployed.

Cancel Build Solution

B Analyze HTTP Transaction and Define Collectors

Extract Data from HTTP Transac | Extract Statistics Request Policy Mi8ENTE=ET,

tion X5EBIE 4 Policy —8&ZRLUTIEE)N,
Save in Collector Variable Collect Statistics Request Policy DBENTE=ET,

XEHBIE 4 Policy —8&ZRLTIZSN,

B Select Flow
Policy Z52&9 D Flow Z&#IRUE T,

® Deployment

prod RIDOD API Proxy & prod BREBICT 70~ LE T,

test RIDD API Proxy = test IREBICT 70O+ UET,

HKEZEOLRIDO@NNEBOBEIXP YT TJO1IRRE, BREOBEIXT IO REERLET,
® Nodejs Logs

API| Proxy [ Node.js D33 ESNTU\DBEICRD. Nodejs Logs] MY VYHRIDEINZET, NIV =
TFdE. Nodejs Logs BENERDINE T, 5483 3.2.4.4 Node.js Logs &SR LU T EE0),
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® Navigator X1~/

<API Proxy &>

RIRPD APl Proxy OEZBINRDRSINE T, BEiaD' v IID
& APl Proxy DEEENRT Y (Revision Metadata. Code. Prop
erty Inspector) "&RRASNZET,

Policies

Policy MBNIEEIBRNTRETY ., &= v DI DE, Policy D
HENRL Y (Policy. Code. Property Inspector) D&RMRSINE
EB

Proxy Endpoints

Proxy Endpoint MBIIEHIBRNTYEETT, BaiZD v I IDE
Proxy Endpoint Mi=ENR-T > (Proxy Endpoint. Flow. Cod
e. Property Inspector) H"&RRSINZFT,

Target Endpoints

Target Endpoints MBHIIEHIBFNTEET T, BEiED ' JwDITD
&L Target Endpoint MEEENRT Y (Target Endpoint. Flow.
Code. Property Inspector) D&RRINZET,

Resources/Scripts

Scripts (JAR. JavaScript. Node.js. Python. WSDL. XSD.
XSL Transformation) MBNIEHIBRNTEETT, BaizEI v
9DEL Script DFRENRA Y (Script. Code. Property Inspect
or) MRRSINZKT,

® Revision Metadata X1~/

AP| Proxy DEEEFXRnRLUE I, Display Name & Description DfRENTIRET T,

Revision Metadata: weather

Display Name

Description

Created At

Created By

Last Modified At

Last Modified By

weather

Dec 3rd, 2015

Dec 3rd, 2015
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® Policy X1~

Policy DIEE =R LFE I, Display Name D#RENTIEETT,

Palicy: Collect Statistics Request

Type

Display Name

Name

Attached to

StatisticsCollector
Collect Statistics Request
__collect-statistics-request

Proxy Endpoint

Flow PreFlow in default

¥

® Proxy End point R~/

Proxy Endpoint DBIEEZXRTLET, ETCHIEBIMRETIAETI,

Proxy Endpoint: default

Name

Description

Base Path

default

fweather

i

® Flow X1V

BEIRPOD Flow TETSND Policy Z5Rm LE T, Policy DEBNIEHIBFATIEETT,

Flow: PreFlow

Extract Collect

Siatist ... Siatist...
REQUEST
RESPONSE
T
, Step |
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® Script X1

Script DB ZEFRRZLEI,

Script: Script-1.js =

b3

File  Scrpt-1js

Bundle Path  apiproxyfresources/jsc/Script-1.js

Used in Policies Mot used in any policy

® CodeN1Y

EIRPDIEE (<KAPI Proxy &>, Policies. Proxy Endpoints. Target Endpoints. Flow. Scripts) ®D
Code &R UZE I, Code I3, #wETRETT,

Code Extract Statistics Request ¥

1 <72 version="1.8" encoding="UTF-8" standalone="yes"?3»

2~ name="__ extract-statistics-request_ " enabled="true" continueOnError="true" async="false"
3

4 Extract Statistics Request

5 name="city"

[ ignoreCase="true">{_city}

7

8

® Property Inspector X1 >/

EIRPOIEER (<API Proxy &>. Policies. Proxy Endpoints. Target Endpoints. Flow) @D XML &
2Rk UET, BREDEDOHIRET DSBHTEETI,
HKBEDEN » BilRER CEOBEIE. Code R4 U ECHALIIZE),

Property Inspector Extract Statistics Request ¥
Extract\ariables
ASYNC false
contimueOnError
enabled true
name ___extract-statistics-request
DizplayMame Extract Statistics Request
ClueryParam

name City

Pattern { City}

ignoreCase frue
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3243. TRACE

TRACE #geld. STy a—F 1 YTOT Ny ITBICERFESNTNDY —ILTT, TRACE #BEZEDS
ET. APl Proxy [ICEEESNDI DV IZAFRBIUVUV AN Y RZRK 10 DEFETF v IFv L. FSYYOY3
YEUTTRIET DT ENTEET,

weather
e e s LR ,
Fimer vt Bl Sorsd M equrits
My Waiyg TN - Bt Wthad 5
e e =
Trasam:Son M
™o Dot
Request Receved fram Client Response Sent lo Chien™
GET fwiatharSor i alfashadnacafionty | Toes= 1 D0&: ty= 000 L
Ragquist Hesdors Rasponss Headeis
A Cief - Lo |
AL T e h
Huost ki _taki-p i
XA % g X
et = C0
W prgess T
MT, pas
rm o, L - o
XA gt )
] : P’ —
AA, L T
a . , E En
= By
wF
Phas : v
-
o 4 >
i i B B

® Deployment to Trace
TRACE ZZE89 D Environment & EY 3 VY EBEIRLUE T,
® Start Trace Session / Stop Trace Session MY Y

[Start Trace Session) KW V& TRTDE TRACE H'B8IA. [Stop Trace Session] MYV ZEBRI D
& TRACEDR T LET, &2, TRACE BRis®. 10 9&#E8d9D2E8880C TRACE HM& T LE T,

® Download Trace Session

Download Trace Session] MY VEBRIDE. TRACE OFEMIZRZE xml FERNTY O YO—RI B
ENTEFT,

® Nodejs Logs

Nodejs Logs BEZXRNTUE T, 343 3.2.4.4 Nodejs Logs ZZBRLTLIZE0),
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® F[ilters X1

HTTP Header & Query Parameter Z187E (BHUEE LIZIHZSIE AND i) 3D ET. BHEBIC—
HIDBDEST DY VDOHF Y TF v UET,

Filters 2
Name Value
HTTF Header

Ciuery Parameter

city 200020 %

test 100 5

® Transactions N1 >

FoTFP LRSI YTOYIVO—ENRIINET, FSYTOYIVED ) wDTFIBE, Transaction
Map R >/, Phase Details N VICEFMBHRERTUE T,

Transactions
Siatus Method URI Elapsed

S tweatherforecast/...
1 200 GET 814 ms
test=100&city=20002

® Send Reqguests X1~V

BEULURLICGET UOIRMEXETEET, GRAID Status [FUY—2Y3— ROARTSNE T,

Send Requests
Method URL Status
m http:ffope_t example comMweatherforecastiwebservicefjsonivi ?eity=200020&test=100 Send
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® Transaction Map X1~

cSIUPY DY 3 VEPA IVTORIEUEMNDRRESINE T, NPOP1IVED v DI ITDTET, EDF
4 IV DFMEFHRZE Phase Details X1 VICERH™UET,

Tranzsaction Map

Mext

—

B  Transaction Map X1 >VD7P1 IV —&

UDOIRGEREITDDSAPY PTITY,

TYRRAYFOUDEBHDDTRRSNDPAIVTY, RRSNDYIIIVT
[EREDBDTY,

> DOSAPYRDODUIOIRERELEZYAIIVD

> Ny DIVRY—BRCUDIIR+EEELLEZIIIVT

> Ny DIYVRY—EINSD Respons EZELEIIIVYT

> D34 PV EIC Respons ZRIELEYAMIVT

INEWN=ERENWNN—D 2 BN B, Flowlnfo EMUET, INEWV/N—IF
Flow D% T Properties [CR{EHA D o>lzCEFER L. KELV/N—I3 APl Proxy
D Flow TUREBNBIEESNDY IV I EZRUET,

Analytics DPO Y3 N REUECEERLUET,

Conditional Flow OFHE—HUEBEICRRESNZE T,

Conditional Flow OFHE—HBUBEN >EBEICRISINZE T,

£ Flow TiRESNIZ Policy D713V 7TY,

Ny DTV RT—ED\ Nodeijs DHBGICRHSNFT,

h UOIRRESEL. VARNYRAERI /NI ITY RF—EXTY,

15m Transaction Map TP U v D U7+ IVONERERE (UM ZEV 20
AL NLNDSA Y THmLET,

© Policy DMERNICTS o T\ BIBE. %279 D Policy O7P- DY E[CRREINFE
—§-0

o Policy TIS—H'&4% UEBEE LI, RaiseFault Policy h'S=i7N2H

8. %29 B Policy D77+ IV LICRRSNFE T,

o Policy MMERHIC—HEFRF v TSNZHE. %H9 D Policy D+ IV
FCRTZENFET,
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® Phase Detajls X1

Transaction Map R+ Y CTERDPDTP 1 IV DFAPIBHRAIRISINZE T,

Phasze Details

Request Received from Client

GET lweatherfforecastiwebserviceljsoniv1 ?test=100&city=200020

Request Headers

Accept **

Accept-Encoding gzip,deflate

Host yuuki_taki-prod.apigee. net
User-Agent NINGH.0

X-Apigee. application weather

X-Apigee environment prod

X-Apigee. organization yuuki_taki

X-Apigee. proxy default

X-Apigee revision 1
X-Apigee vhost default
X-Apigee-Trace-Id

X-Forwarded-For 54.64.120.29
X-Forwarded-Port a0
X-Forwarded-Proto hitp

982006f-91c8-4a51-913-0461240d 7329

Response Sent to Client

200 OK

Response Headers

Connection
Content-Type
Date
Keep-Alive
Server
Sel-Cookie

Transfer-Encoding
X-Content-Type-Options
X-Frame-Ogptions

keep-alive
textfxml;charset=UTF-2
Fri, 04 Dec 2015 01:32:
timeout=3

ngin:
Idsuid=CoJIjFZg7 ShelC
expires=Thu,03-Mar-18
GMT; path=f

chunked

nosniff

DENY

® View Options X1~

Show Disabled Policies

FrvOEANDE. ENITE > TLDB Policy & Transaction M
ap N1 VICERRUET,

Show Skipped Phases

FrvOEANDE. BN ZF v TINIE Policy & Transactio
N Map X4 VICRRUZET,

Show All Flowlnfos

FrvOEANDE. Flowinfo & Transaction Map R+ VIC&R
mLUET,

Automatically Compare Selected
Phase

FrvDEANDE. WBFIEDLLEZ Phase Details N1 VI
KXmULET,

Show Variables

FrvDIEANDE. B %= Phase Details X1 VI ICRR™UET,

Show Properties

FrvDOEANDE. Properties & Phase Details N VICERD
LET,
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3.2.4.4 Node.js Logs

THED®ED. APl Proxy IC

RESNIZ Node.js DOT—ENRREINZKT,

Node.js Logs

Search | All~

Sep 12, 2016 5:.00:28 PM

Sep 12, 2016 5:.00:28 PM

Stop Auto Refresh

Lewvel
stdout
stdout

Server
SVI.T
SVI.T
svr. 7
s 130
swr. 130
svr. 130
314
s34

s34

Message

Mode HT TP senver is listening
node js application starting...
*** Starting script

Mode HT TP senver is listening
node.js application starting...
*** Starting script

Mode HT TP senver is listening
node js application starting. ..

*** Starting script

1—90ofg
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Pro IWVPFIT1 DR

3.2.4.5. PERFORMANCE

APl Proxy ICX1 g3 DI RX OBIIERNRIINE T, EDTSTICIE. APl Proxy 8&U Configure
TERESINZ URI Pattern @ Metric DIEZRILUE T, RASNITIANEI S0 v DI dDE TOITS

IRV D VRBRDRTSNE T,

sampleproxy
Environment | test = Configure
[ From Wed May 10 2017, 09:38 am | o
Hour | Day | Week | Custom | "0y veq ey 102017, 10:38 am | &
Metric Traffic « Showing context for Proxy. | Close context
k an 2 poin: s context

15

Wednesday, May 10, 2017 10:16

Traffic: 13

Average Min: 5.07
g Average Max: 7.6
g
=
E /\

0 10:00 10:02 10:04 10:06 10:08 10:10 102 10114 10016 10118 10:20 10:22 10:24 10:26

Showing confext by = Developer App B between May 10 10:05 and May 10 10:17

10:11:30 10:12:00 10:12:30 10:13:00 10:13:30 10:14:00 10:14:30 10:15:00 10:15:30

Click and drag in chart to zoom in.

10:16:00

DEVELOP  TRACE | PERFORMANCE

Proxy Traffic
— sampleproxy
27

@ Total Anomalies

Moving Average

Traffic by Developer App

-
16
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® Metric

Traffic DOIRHERTZLUET,
Errors IS—ICBE2EUDIRHERILUET,
Average Request Size UOIZAROEEFST A XERIUET,

Average Response Size

LARY ZDEBEY A ZaRHmUET,

Average Response Time

HBFBDFIIERTLUET,

® Showing context by

Access Token

OAUth D7D R =2~ (OAuth Policy ZERUICK) =&
xmULET,

Developer App

DO IRETDPT)DOEBEIERTULET,

Developer ID

UOIRTOPTIBREERTLET,

Flow Resource

UOTIRARRMERONYDITY FY—EADUY —R 2R K UE
ED

Proxy Client IP

APl Proxy @ 1P 77 FL RZRT LT,

Proxy Path Suffix

APl Proxy URI DX—=2X/NAKDESDXFIZEXRRLUET,

Reaquest Verb

UOIRAEXVyY FaRRUET,

Response Status Code

LANRY A3 —REaRRLUET,

Target Response Code

Ny DTV RY—EZDOURANRYRAD—FZERRUET,

Target URL NV DT RS —EADURL ZXRTHUEKT,

User Agent User-Agent NS —DEZRTLET,

X Forwarded For X Forwarded For Nv & —DEZRTLET,

ax_isp ax_isp 2RI LUET,

API Product DT R ZESZITEDIZ APl Proxy ZX>/NICED Product &

KA LT,

Business Unit 1D

BXDERI LI,

Cache Key

Cache Key &&xnU&ET,

Cache Name

Cache Name &~ UE T,

Cache Source

Cache Source &XmUFET,

Channel ID

FpRILID EERLET,

City

O IR h#fhEzRknLET,

Client Application Name

D5APYEPTIDBRIERR LI T,

Client Host

DSAPYRPTIERZAT 1« VT LU TNSDIVE 2L —YDBRE]
axRmLEY,

Client ID

APl Key X UE T,
*Developers BIE CH1T LI APl Key TJ,

Client IP Address

UOTIRAEDIP 7 FURZRTIUET,

Client Organization Name

D214PY FOMiggzERTIUET,
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Client Request ID

D2APYROUDITRAID 2R UET,

Continent DO TIZARTTORNERZRILUET,
Country DOITRTTOEREZRNLUET,
Day of week DOIRAUEEESBEZRTUET,

Developer Email

BREEDODA=ILPRURERILUET,
*Developers BIE CE&x LI Developer DX —)L)? L AT
6-0

Device Category

FTINA 2DFiE%E (Personal computer &) Z&xnLUE T,
XUser-Agent ICZEFENDIEFHRTI,

Device ID

TINARID ZRRUET,

Environment

AP| Proxy ' J0+« SN T\ DEBIEDEB] (test. prod &%)
=R UFET,

Flow Name on Error

IS—NHREUZDIO-BZERRTLET,

Flow State on Error

IS—HDERELEDIO-—DREERTLUET,

Gateway Flow ID

J—kDOz420-0DIDERRLET, (VM-8D5-S-0011_
BTnU7TOVE_RouterProxy-8-1047_6 %)

Gateway Source

T —kD x4 (router. message_processor &) ZRmULE
9,

Geographical Region BRI E R UE T,
Market 1D N—="Tvy kIDZERRUET,
Month UDOIRAUEEBZRRUET,
Organization iR UET,
OS Family OS Mg (Windows) ZXRRLUET,
*User-Agent ICSENTU\DEHRCTI,
OS Version BHtD OS /N—Y3 v aRnmLET,
B 6.1 (Windows7 ®I—R/N—=I3)
*User-Agent ICSENTUL\DEFHR T,
Partner ID IN—hF—=IDZEXRRLET,

Policy Name on Error

IS —1%4E UIZ Policy D&RIZRT LE T,

Proxy

Proxy Endpoint 8&&XmnUE T,

Proxy Base Path

API Proxy @ Base Path xR~ UET,

Proxy Revision

AP| Proxy @ Revision(1, 2, 3 + + « &) X ULET,

Referred Client IP

SRSNEDSATPYEIPZRRUET,

Region WEZERTLUET,

Request Path JOIZ~UR DINZEDERTZLUET,
Reauest UR JOIRAEUR ZXRTULET,

Session ID tyYy3avIDERTLET,

Target Target Endpoint 8&&XnKLE T,

Target Base Path

NV DIV RY—E2MD Base Path =X LUE T,
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Target Host

Ny DITYRY—EZAD A YEZRTUET,

Target IP Address

Ny DITYRY—EZADIP 7 FURZRRLUET,

Time of Day

DO TIRANBRIERTLUET,

Time Zone

DOTRARTDI A L=V ERRUET,

Traffic Referral ID

28RO D ZXkHUET,

User Agent Family

I—Ix2+t0OAFT3) (Chrome. IE &) ZXRHUFET,

User Agent Type

I—YxYVEDE (Browser &) &Z&XxmULET,

User Agent Version

I—Ix2VED/IN—=Y3Y (Chrome—430. IE—=110 %) &=

KXmULET,
Virtual Host Virtual Host 8&&nRLUE T,
Week of Month DOTIRUREZRRLUET,
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3.2.5. Shared Flows B&E
3.2.5.1. OVERVIEW

3.2.2.1 New Shared Flow TYERX LTZ Shared Flow D E1th,
DT TOAZRIIEDCENTEFET,

Shared Flow O EY 3 VEIRR, IREA

Shared-Flow-1

Project v Revision 1 v Deployment v

Revision 1 Summary

Created: a few seconds ago, Updated: a few seconds ago

OVERVIEW

Deployments
1;::"0““19“ eVISIOI: :LIS
® Project
Save as New Revision RIADPOD Shared Flow ZFH LW EY 3V E U TURELFET,
Save as New Shared Flow... KmBPD Shared Flow [CH ULWEBIENITTRELZ T,
Undo All BEICIREULCERNSDEEZIMDELLET,
Delete Shared Flow... RIPOD Shared Flow ZHIBRLE T,
Delete Current Revision... KAPOIEIY I VEHIFRLET,
Download Revision RADPOIEY 3 VD Shared Flow 1858 %Z zip KA TY DO >O—
FLET,
Upload a New Revision... A>0— R UJZ Shared Flow 18R ZFiHmAH. FTLWWIEY 3
JEUTURFLET,
® Deployment
prod RIPD Shared Flow % prod IREBICTT0O~ LI,
test RIDPOD Shared Flow Z test REBICT 70O~ LE T,

XEZRDEZRIOONNBDHBEII YT TOIRE HKEDBSET JOMIREERLET,
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3.2.5.2. DEVELOP

3221 New Shared Flow TYERX LIz Shared Flow ICX1d 3 Policy ME&EDM. Shared Flow D'JE
Y3 VER, BEADT JOCERCKEOCENTEZET,

Shared-Flow-1 OVERVIEW | DEVELOP
Project = Revigion 1+ Deployment v Help for Selected Shared Flow
Navigator « Shared Flow: default 2 Property Inspector default »
Shared-Flow-1 SharedFlow
v Policies + name default
 Shared Flows S; :
default
¥ Resources + .
Code default ¥
1 < -_;El*sicﬁfn;::;E:C?’i‘i"\g= UTF-8" standalone="yes"?>
§ | na efault
® Project
Save as New Revision RAPD Shared Flow ZH LW EY 3V E LU TRELZET,
Save as New Shared Flow... RADPD Shared Flow [CHFHTUWBBIZN T TRELE T,
Undo All REICIRTFULCHERNODESZIDEBELLET,
Delete Shared Flow... RDPOD Shared Flow ZHIFRLE T,
Delete Current Revision... RADPOUEY 3 VEHIRUET,
Download Revision KRIAPD'IJEY 3 VD Shared Flow 188 % zip XN CcH DO YO—
l\\\ L/ga—o
Upload a New Revision... > 0— kR UIZ Shared Flow 18z AH. FTLWIEY 3
YELUTREFLET,
® Deployment
prod RADPD Shared Flow % prod IRIBICTT0O< LE T,
test RADPD Shared Flow %= test RIBICT 701 LE T,
XBFOILAIO@NNEBDBEEP YT TOTIREE, REOBSIEIT IO REEZRLET,
® Navigator N1~/
<Shared Flow &> RADPD Shared Flow DBEINKRRSINKT ., Bp1Z2 ' Jwv DT

5 ¢& Shared Flow DEENRT Y (Revision Metadata. Code.
Property Inspector) D"&RASNFE T,
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Policies

Policy MBNIEEIFRNTRETY ., BriED ) w DI DE, Policy D
H/ENT Y (Policy. Code. Property Inspector) H'RmSINE
EB

Shared Flows

Shared Flow OBIIEEIFNTEETT, BEiED ) v DITDE,
Shared Flow DiRENRT Y (Shared Flow. Code. Property |
nspector) H'RARSNZET,

Resources/Scripts

Scripts (JAR. JavaScript. Node. Pyhton. WSDL. XSD. X
SL Transformation) MEBNIEHEIFFATEETY, BriaI v D
9DEL Script DFRENRA Y (Script. Code. Property Inspect
or) DRRINFT,

® Revision Metadata X1~/

Shared Flows D#E%&xRRLE T, Display Name & Description D#RENTIEET I,

Revision Metadata: Shared-Flow_fj3381gw

Display Name Shared-Flow_fj3381gw

Description

Created At Apr 28th, 2017

Created By  fst-webapi-apigee-prj@ml.jp.fujitsu.com

Last Modified At~ Apr 28th, 2017

Last Modified By  fst-webapi-apigee-pri@ml_jp.fujitsu.com

® Policy X1~

Policy DIEZ=XRnI~UE I, Display Name DfRENTIRE T,

Policy: Statistics Collector-1

Type StatisticsCollector

Display Name Statistics Collector-1

Mame  Statistics-Collector-1

Attached to  default = Shared Flow
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® Shared Flow X1~

BEIRDPOD Shared Flow TRTEN D Policy &R ULE T, Policy MBNIEHIBRNTEETT,

Shared Flow: default #

Werify A Statistic
FlKe.. sColl...

® Script X1~

Script OB ZRTUE T,

Script: Script-1.js =~

File  Script-1js

Bundle Path  sharedflowbundle/resources/jsc/Script-1.)s

Used in Not used in any policy

® CodeN1Y

BIRPOIER (<Shared Flow &>. Policies. Shared Flows. Scripts) @ Code & mnL&E9, Code
(3. #RETEETI,

Code Extract Statistics Request

£

1 <72 version="1.8" encoding="UTF-8" standalone="yes"?3»

2~ name="__ extract-statistics-request__ " enabled="true" continueOnError="true" async="false
3

4 Extract Statistics Request

5 name="cit;

[ ignoreCase="true">{_city}

7

8
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® Property Inspector X1~

BIRPOIER (<Shared Flow &>, Policies. Shared Flows) @O XML BEFZXRn~UEI, BEEDED
HMHRET DEN'TAEETT,

KEZRODEN ¢« BIffZR T3 DIHBE. Code N1 Y Z2TRRALIESL,

Froperty Inspector Extract Statistics Request ¥
Extract\fariables
S5V false
continueOnError
enabled true
name ___extract-statistics-request
DizplayMame Extract Statistics Request
QueryParam
name City
Pattern { city)
ignoreCase true
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3.3. Publish
3.3.1. Products
3.3.1.1. List

Product D—&B@®E I,

Products
List Analytics
Search @ All - 1-1of1 ¢ > + Product
Product Keys Created Modified » Actions
Premium Weather API 1 Aug 17, 2015 1:09:44 PM Aug 17, 2015 1:09:44 PM History || ¥ Delete || Roles

® +Product MYV

[+Product] MY VZEBRIDE. New Product BEZXRTLE T, 55403, 3.3.1.5 New Product %
siRLUTLIEE0,

® History MoV

MHistoryl MY VEIBRI DE. Product History BEZFRLE T, I3, 3.3.1.3 Product histor
y &SRB UTES0),

® Roles KNV

Roles : MY VZEIBRITDE, Role —EBEZRNIUET, 5illd. 3.3.1.4 Roles Z5R LT IEE0),
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® Product

Product D' VD &D 1) w2 FDE. Product DFFMBEENRISNET,

SﬁmplE‘PFOdUCt Products give developers access to your APls. Leamn more Sl ciete

Product Details

Name  sampleProduct

Display Name  sampleProduct
Description

Environment  «" prod o test

Access  Internal only
Key Approval Type  Automatic

Quota

Allowed DAuth Scopes

Resources

Paths Resource Path

APl Proxies API Proxy

sampleproxy

Istio Services Service Name

Custom
Attributes Name Value
Developer Apps
Search | « 1-1of1 ¢ >
App Developer App Family Key Registered v

B Edit /oY

MEdit] WYV EIBRI D ET. Product Details D Name & Developer Apps ZiR<IBBDIEIENT]
AN AN R
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3.3.1.2. Analytics

% Products DD IR FEHRRSINZET,

API Proxies

List Analytics

From Wed May 10 2017, 09:43 am -

Hour | Day | Week | Custom
VT To Wed May 10 2017, 10:43 am

Metric Traffic ~ | Proxy: | All (4) ~

Click on a point to see its context. Trafﬁl:

20 = sampleproxy
29
& sampleproxy_6
y 10 13
®
g == - /\-.".s--_.:--‘;-( ;ampleproxy_?
Dashboard_Sample001
-10
10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35
® Metric
Traffic O TR ERTUET,
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3.3.1.3. Product history

Product MIEBENRRSINE T,

Product history: PremiumWeatherAPI

Date Range: | Year =

Operation User Start Time ¥  Code Request Body
m noreply_admin@acom BMTHS 1:09 PM 201
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3.3.1.4. Roles

Product @ Role —&H'&RImSNE I, Role MENICHIFFDTIEETT,

Premium Weather API

Role “ | Operations Actions
all ok [v] O view [] Edit % Delete
[] Delete
+ Role

oot D

® Role i

3522 New Custom Role T&#fx Lz Custom Role hZ&IRQEETT,
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3.3.1.5. New Product

Product ODERKBIE CJ,

N ew PrOd uct Products give developers access to your APIs. Learn more

Product Details

Mame
Display Mame

Description

Emvironment

Access

O prod [ test

~' Internal only — Visible only to developers at sandbox during app registration
* Private — Visible only to external developers with explicit permission during app registration
< Public — Visible only to any registered dewveloper during app registration

Key Approval Type ® putomatic © Manual
Leamn more
Quota requests every Salect. W
Allowred DAuth Scopes
I B nare
Resources
API Proccy Revision Resource Path
Select . W Salect W Select . W Impart Resource
Paths Resourcs Path Actions
+ Custom Resource
AF| Prozies API Procey Actions
+ A&PI Praxy
Istio Services Service MNams Actions
+ lstlo Service
Custom
Aftributes Name ahue Actions
+ Custom Attribute
coce | [
® Access

3DDATV3Y

(Internal only. Private. Public) [CH48E FMEVEH VD FEE A,

® Key Approval Type

Product ICESRSINIZ? 7D APl Key ORI NEEIRUE T,

Automatic PTIERSES. APl Key H' Approved DIREETERRINFE T,
Manual PTIERSES. APl Key H' Pending DIREE TERRINF T,
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® Quota
Product ICETRSNIE' IV —ZAND S D1 v DE%, ENFREHIZEOD DT X FETHIRLET,
® Allowed OAuth Scopes

OAuUth HEET RO —T DO UMBIRBE. Allowed OAuUth Scopes ICEFa]d DR I—TJ&H/ELFET,
HEHDRAI—TEBEITDREIE. DYSIXIDTAHDLUTLIES0),

® Resources
POERZHTTDAPI Proxy EJEY I3V, Y=\ EERELZET,
B Import Resource &Y

MNmporrt Resourcel KA VI3, BEZREMAECE L TAHREBSINTRD., MAVEBRIDCETIVINN
WO RZIBELREZ. Paths B KU APl Proxies BICRIRES B E T,

B Paths ¥

POLREHITITDIY—INRZEEBFELET, HlE LT /music/venues D APl D—=)LDH PO 2%
HFOLzVNBEIE T/ venues] EBELE T, APl 3—)UDY [/ music/venues?name=paramount] DBE
[FEFaIEN. /music/artists?name=Fujitsul [JIEBEINZET,
KV =ZNRF, DALILRA—=RELUT /], [/x] ZIBEITDCENTEZET, [/*] ER=/\ZH5
1 DTROEBICHTESZ. [/x] IR=ZNZDODY T UR ETICH U TCHFIESZFT,
B API| Proxies {&@

POERZHTTDAPI Proxy Zi8FELE T, APl Proxy @sFlIE. 3.2 APIs ZsiR L TL<EEl),

B |[stio Services t#

AY—ERTH. Istio #EEETR—FLTHDIE A,
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3.3.2. Developers
3.3.2.1. List

Developers D—E&BE CJ. Developers DEIRET D AN— K~ (CSV ) H'TQEETT,

Developers

List Analytics

@ Dev Portal

Search  All+ 1-1cf1 ¢ > Export ~ =+ Developer
Developera Email Username Apps Keys Actions

tarou fujitsu test-t@example.co.p =18 #ER 1 1 | % Delete

® [Export
Developers Developers DE#H %= CSV N THY D YO— FTEET,
Developers, Apps, and Products Developers. Apps. Products DIE#HR%Z CSV XA THY O vO—
FTEET,

® + Developer MY

4+ Developer] MAVEIBTRIDE. New Developer BEZXRTLUET, 3. 3.32.4 New Dev
eloper 2R L TLIZE0),

® Developer i@

Developer D) >V D &DV) w23 BE. Developer s¥fl@®m (Details 7)) HRNRSINFET,

B Details 57

ops user

Details Analytics

Developer Details
FirstName ops
LastName user
Email  test@jp fujitsu.com
Username  opsuser
Status  Active

Member Since  Sep 1, 2016 10:21:22 AM

Custom Attributes

Name Value

Apps

Metrics for Last 24 Hours
Display Name Keys Message Count Error Rate (%) Registered v

Zabbix 1 788 000 Sep1, 2016 10:22:36 AM
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> History MY

MHistory IThA Y ZBR T D E, Product History BEZXRT LUE T, 5343, 3.3.2.3 Developer history
zlRLTCLIEE0,

> Editm&yY

Edit] MYV EBRT DE Developer Details @D First Name. Last Name. Email. Username ® 4
BENRETREICENZET,

>  Apps
Developer ICEIDHTS5NTL\D App D'RRSNZET,

B Analytics 7

Developer D 57 1« v OS0MERE. IS —HHZ#ERIDCENTEHT,

Ho7) BRREE

Details Analytics

From Wed May 10 2017, 08:53 am

o Week Custo =
Lay VEEK 10 =
o = | st el To Wed May 10 2017, 10:52 am

Metric Traffic = | Developer App: sampleApp@aa.jp fujitsu.com

Click on a point to see its context. Tfafﬁc

@ sampleApp@aa.jp.fujitsu.com

2.5
2
% 1.5 \
=
1
0‘]30222200 10:22:15 10:22:30 10:22:45 10:23:00 10:23:15 10:23:30 10:23:45 10:24:00
> Metrics
Traffic DOIR+HZERTZLUIET,
Errors IS5—([CE2EUDIRERILUET,

Average Target Response Time API Proxy D’N\w O IYRSG—ERCIUDIRX+OET—IEZX
DIRZEFRHNS. NV IITY RY—EINDSDURANRIYZREET
STIRDRDDFZ TCORBOEEIERILUET,

Average Response Time Proxy MU T X MBEREZSITIRDED S EERNS. D51 7P Y
FCURNY RZER UIBSH DR F CORBEBOFEEIEZRRILUET,
Maximum Response Time BAUVANRNY ABFEERRUET,
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3.3.2.2. Analytics

Developer BN J D TR CHEER I DCENTEFT,

Developers

List Analytics

From Wed May 10 2017, 10:09 am =

Cust
e To Wed May 10 2017, 11:09 am

Hour Day Week

Metric Traffic ~ | Developer: sampleApp@aa.jp.fujitsu.com
Click on a point to see its context. Trafﬁc
15 -
35
10 o sampleApp@aa.jp fujitsu.com
g 3
% 5
-
]
” 10:15 10:20 10:25 10:30 10:35
® Metrics
Traffic UDTRAHZERRUET,
Errors IS5—ICE2RUDIRAHERTLUIET,
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3.3.2.3. Developer history

Developer DESBBRENRIINE T,

test-t@example.co.jp

Date Range: | month

Operation User Start Time ¥ | Code Details
1211515 1:10 PM 201
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3.3.2.4. New Developer

Developer DIEBE CJ .

New Developer

Developer Details

First Name

Last Name

Email

Usemame

tarou
fujitsu
test@example.co.jp

=18 AR

Custom Attributes

MName

“  Value Actions
¥ Delete
coce (3
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3.3.3. Developer Apps
3.3.3.1. List

Developer Apps D—EBE CTJI.

Developer Apps

List Analytics

Search | All - All | Pending | Revoked | Approved 1-1of1 ¢ b 2 + Developer App

Metrics for Last 24 Hours
App Developer App Family Company Key Traffic Error Rate (%) Registered « Actions

App test tarou fujitsu default 1 Dec 15, 2015 1:11:49 PM | % Delete

o AlRYY
E2TO App ZXRHUET,

® Pending K5~

[Pending) MYV ZBRIDE. APl Key 1Y Pending IRRED App 2RI LE T,
® Revoked MY~

[Revoked] MY VZEIBTRIDE. APl Key D' Revoked RRED App &R LE T,
® Approved MY~

[Approved] MY VZEBRIDE. APl Key D' Approved JREED App ZXRHR LE T,
® -+ Developer App MY~

4+ Developer Appl MY VBRI DE. New Developer App BEEZRTLUET, FHlld. 38333 N
ew Developer App ZRB L TS0,
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® App i

App DUV D=ED ) w DT BE App DFMBENRINSNET,

ﬁ:/j)l/?jpl) # Edit ® Delete

Developer App Details

MName  sampleApp
Display Name L 770)
Registered ~ Apr 20 2017 2:54 PM
Developer 7l BFEE (occocox@]p.fujitsu.com)

App Status  Approved

Callback URL
Notes
Credentials
Issued Expiry Consumer Key Consumer Secret Status
Apr 20 2017 254 PM Mever Show Show | Approved
5 days ago
Product
sampleProduct Approved
Custom Attributes
MName ~ Value

B Show/Hide h5~
APl Key (Consumer Key DfE) CinEiE (Consumer Secret DfE) ZRT/IBI CENTEFKT,
B Edit RS>
[Edit] R V&R I DE. Display Name. Callback URL. Notes DIBIE, &KV Credentials DZ
ENTREICISDET,

Credentials OZE(J. Expiration DIEIE. Product MBN0 « BlfR. XK. APl Key D Status ZE{E
(Revoke ZF1213 Approve \NDZEE) TDCENTEFET,

Credentials
Issued Expiry Consumer Key Consumer Secret Status Actions
Apr 18 2017 11:31 AM Mever Show | | wiol6zL CQIKNVOIG Hide | Approved Revoke
21 days ago
Product
sampleProduct Approved Revoke || Remove
+ Product

=+ Credential

® Developer 1#

Developer D' YD&) w2 BDEDeveloper DFHBBENRISINE T, 5543, 3.3.2 Developers
ZSlRUTLIIESL),
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3.3.3.2. Analytics
Developer App BO ST 1« v OEVNEBEEZER I DCENTEZET,

Developer Apps

List Analytics

From Tue May 09 2017, 01:00 pm
=1

y | Week 5
Ho Day e S To Wed May 10 2017, 01:00 pm

Metric Traffic ~ | Developer App: sampleAppby sampleApp@aa.jp fujitsu.com

Click on a point to see its contaxt. Traﬁ:i{:

B0
64
40 @ sampleAppbysampleApp@aa.jp...
E 20 / 3
=
o
-20
18:00 21:00 10. May 03:00 06:00 09:00
® Metrics
Traffic O IR HEZRTUET,
Errors IS—ICBORUDIRAHERTLUFET,

Average Target Response Time API Proxy B’N\w O IV RSG—ERCIUDIZA+OET—IEZE
DIRZIE/EHNS. NNV IITY RY—EIDSDURARNYZREET
STEDENDE COR—BOFEHERRZLUET,

Average Response Time Proxy M J 2O TR MERZESITEODBD S EHFRHND. IS51 7P Y
FCURNY 2R UIBHDERF TCORBBIOEEERIUET,
Maximum Response Time BAUVANY 2ABEERRTUFET,
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3.3.3.3. New Developer App

Developer App ODERBIE CJ,

New Developer App

Developer App Details

Name

Display Name
Developer
App Status

Callback URL

A callback URL is reguired only for 3-legged OAuth.

MNotes
Credentials
Expiration @ Mever @ Duration ) Date
Products 4+ Product |Atleastone productis required.

Custom Attributes

MName ~  Value Actions

=+ Custom Attribute

Cancel

® Developer

PITUDBREZEIBELEI., ROV IFTOID R RICIE. 3.3.2 Developers TYERL UTZ Developer 1B
RIHSINZET,

® C(Callback URL
OAuth BRIV A ERD URL ZIBFELE T, OAuth SREEETNRVNIZSE. BENARETT,
® Products

App [CHR{FF D Products Z&IRLUE I, Products [FEEBNINTDCENTEET. Showl MY VEIBTR
g BE. Consumer Key 8KU Consumer Secret DIENRISINZE T,
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3.4. Analytics

3.4.1. Proxy Performance

APl Proxy D =27 1« v O2C& NS IEEZER CESdBH TI,

Proxy Performanc:

imension  Proxy: | All 6)

" Traffic
TOTAL TRAFFIC
12,472,599
@ TReFFIC sUCCESS
11.116.478
& TRAFFIC ERRORS
1,356,121

AERAGE TR
144.36

8 Average Response Time
AVERAGE RESPONSE THE
1,600.11 ms
P=

OXY RESFONSE TIVE

8 AVERAGE TARGET RESF
1,01.76 ms

Traffic by Proxy
® Passthrough
5.559.012

eeeeeeeeeeeeeee

® Traffic

TOTAL TRAFFIC

UDOTIR EERRLUET,

TRAFFIC SUCCESS

BRI UIZ U D TRA +HEERRUET,

TRAFFIC ERRORS

I5—[CIEoRUDITRA R ZRTLUET,

AVERAGE TPS

1MBIZODI D IR FHERTUET,

® Average Response Time

AVERAGE RESPONSE TIME

APl Proxy MO TR FEZFIROBD S ZRRDS. ISPV
[CURAMY RER LIBH DRI TOEBEOEEERT LI T,

AVERAGE PROXY RESPON
SE TIME

APl Proxy DM DO TR R EZFIROBD S ERRDS. Ny DTV R
T—ERICUD IR FBERZEDIBDHDIFRE TOBEDFEITZR
/—_T_\L/ia-o

AVERAGE TARGET RESPO
NSE TIME

APl Proxy WINy DTV R —EIN5DU AN R ZEZITED#Z
NOLEERDS. D547V FCURRY ZZR UIBHDFRETD
iSISORDE]
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® T[raffic by Proxy
APl Proxy 8O DI A +HERTZUET,
® Average Response Time by Proxy

API Proxy 80 TAVERAGE RESPONSE TIMEJ Z&RnmULE T,
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3.4.2. Target Performance

N DTV RY—EZND ST« v DIEE DT R ORI « KRB, WS-, LRV ZDKID « 5K
B, X1O0—FY 1 XEHER CTS2dBECI.

Target Performance esmm

Sram Temas
wr | weer | cusom | "7

R

Trahic oy Target
N

\
\
\

Busponse-Time Composition

Target Ervor Compasition
[
@
i
"

st Payload Stza

S S— A ——

® Traffic by Target

N DTV RY—ERBIC, IP PRUREZONY DIV FY—ERICWITDI DI R FHDRISINET,

® Traffic
TOTAL TRAFFIC NV DIV RS —ERICXKTITDIIDIRA SEDRZSINZET,
ERRORS DI R FOKRBEENDNRASINET,
SUCCESS DI FOBRIWMEENRTSINET,

® Response Time

AVERAGE TIME APl Proxy MO SAPY DS UDIRAREZTED, DS1PY
FU MY 2728 T X TOREBEARTIINE T,

AVERAGE TARGET TIME APl Proxy D'Ny DTV RY—EIANDI D TR MEETTED
S5URAMNY R ZEZITRDE TOFIFENRIINE T,

AVERAGE PROXY TIME APl Proxy MO SAPY DS UDIRAREZIELTH S, Ny D
IV Y —E2ANEET DI TOEEBENRTINET,
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® Target Errors

TOTAL ERRORS LAY ZDKRBHEHEDRTSNE T,

3XX ERRORS AT —=H23— RN 300 RDOLARY ZHHARTSNE T,
4XX ERRORS AT —=HRT—FN 400 ZDL ARY ZHEHDRIINE T,
B5XX ERRORS AT —=HRT—FN500 ZDL AR ZHEHDRISINE T,

® Payload Size

TOTAL PAYLOAD SIZE UOIZAEVZARYZADNRA O— FY A XEHDRTSINE T,
REQUEST PAYLOAD SIZE UOTIREORAO— YA XGHDRFSINET,
RESPONSE PAYLOAD SIZE LMY ZDXRA O— B+ XEGFHDRIFSINET,
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3.4.3. Cache Performance “ IDIWPFIUF1 IR

Response Cache Policy DF vwv¥abw FROEEH, NHSHEEER C=DEE CI.

SR PErfOIMAnceE Leam more

b e

® (Cache Hit Rate

Z2EDF vy Yoty hERORTSNET,

® Cache Hits

ALL CACHE HITS

E2EDF vy Yoty MEEDRTSINI T,

< Proxy name >

API Proxy BICBRIEF v v Yaby MEDRTISNET,

® Response Time

AVERAGE TIME WITH CACHE

Fr vy an'HoLBEDTENSIBEIRTINIT.

AVERAGE TIME WITHOUT CACHE

FrvYaEBN O EHBEEOFEMEFENRISINET,

CACHE IMPROVEMENT

FryYaDEDHEUTOREDENZBRTRRILET,

® Cache Hits by App

PITIDEREF vy Yoty MEORTISNET,
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34.4. Latency Analytics

API Proxy DIBESRED, Ny DTV RY—EXDONSKEZHER CESIEE CI.

Latency Analysis

et Dec 08 2075, 1000

Response Time
Median
05th Percentile
& 00th Percentile

Target Response Time
Median
95th Percentile
' 00th Percentile

Request Processing Latency
Median
g5th Percentie
- 90t Percentiz

- —— | e S 2015, 1000 am [y L
o | Day | week | oumom | TR RATR 000 | o | Combined Csv
Dimenzlon  Froxy: | bFeed -
3 siome
g
2
are [ T30 [T E
2 uome
S 200ms
2
L
1 e 1 1
g swoms
=
2 2s0me
H
ES
g o™ T TES 1 1
5
s
T
H
g
s
H I T 1 1

Response Processing
Latency

Medizn
85th Percentile
= 88th Percentile

® [atency Analysis D&TSDJIER

Mesian

APl Proxy M54 PY DB UDIRA &SRS, VARV A ERT
FTORBBICT T DPRENRIINET.

95th Percentile

APl Proxy MOSAPY DB UDIRA &SRS, VARV A ERT
FTORBEICKTT D5 N—EUH 1 ILDBEDRTINET,

99th Percentile

APl Proxy OS5 A4 PV RS UDTIRRESIT, VARNYRZRT
FTOREICKTT DI N—EZIH 1 ILDBENRTINKT,
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3.45. Error Code Analytics

APl Proxy BUET S DT RKIUVUV ARV A THEEUZIS -0

R CES3E®CI.

iR (HEORT—HRI—-FH Z

Error Code Analysis tesn me=
Hour | Day | Week | Custom

Dimension Proxy: | All (4) ~

Error Composition

From Tus May 092017, 01:00 pm
To Wed May 102017, 01:00 pm

Combined CSV &

Click and drag in chart 10 zo0m in

Error Composition

TOTAL ERRORS

FROXY ERRORS
3 50%

8 TARGET ERRORS

08:00 0810 08:20

Proxy Errors

0
08:00 0810 0820

Target Errors

08:40

0840

08:50 09:00 0910 09:20 09:30 09:40 09:50 10:00

Click and drag in chart 10 zo0m in.

Proxy Errors

TOTAL PROXY ERRORS

0850 09:00 0910 09:20 09:30 09:40 09:50 10:00

Click and drag in chart 10 zo0m in

Target Errors

TOTAL TARGET ERRORS.

- axx
3
-

0

08:00 0810 08:20

rors

08:40

08:50 09:00 0910 09:20 09:30 09:40 09:50 10:00

Errors by Proxy
TOTAL ERRORS &
@ bsc-baremetal-test2

@ sampleproxy_f3381gw6
2
® sampleproxy
1
- emtepromy gy
1

Errors by Target

TOTAL ERRORS &

Proxy Errors by Response
Code
TOTAL PROXY ERRORS 3
- 401
1
- 500

@ target not contacted
3

- 1256.149.103
3

Target Errors by Response
ode

TOTAL TARGET ERRORS 2
- 404
3

® FError Composition

TOTAL ERRORS

EERDI S —REHHNRTINET,

PROXY ERRORS

APl Proxy THREULIS—O&HHENRTSINE T,

TARGET ERRORS

Ny DTV RS —ERXTREUCIS —DEFHEENRTISNE T,

99
Copyright 2016-2024 FUJITSU LIMITED




® Proxy Errors

TOTAL PROXY ERRORS API Proxy THE4AUIZIS—O&G5HFHDRTSINE T,

4XX APl Proxy THTTP X5 —H 23— FHUXX EEBZ>TNDIS
—DREHHERTLET,

5XX APl Proxy THTTP 25—~ 23— FHBEXX GEB>TNDIS
—DREBHERTUET,

® Target Errors

TOTAL TARGET ERRORS Ny DTV FY—EATHEEUCIS—DOEFHHHEINRRISINET,

4XX Ny DTV RS —ERXTHTTPRFT—H 23— FHAUXXEECE D TL)
DI —DEEHHERTLET,

5XX Ny DTV RS —ERXTHTTPRFT =~ 23— RABXXELCE > TL)
DI —DEEHHERTLET,

® FErrors by Proxy

Proxy BICBRICRE UL TS —HENRTSINE T,
® C[Errors by Target

Ny DTV RY—ERBICIP P RURERE LIS —HHNRTINZT,
® Proxy Errors by Response Code

APl Proxy TR UICIS—NDAT—HRAI— FEIS—HHEDRTINET,
® Target Errors by Response Code

TV RS Y R TREVELIS —DRT—FRD— REIS—HENRFSNET.,
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3:4.6. Developer Engagement SEEE

PITURRENERUC ST 1 v ODOBR (PTURRSH. POCARR. 5T v D80 I5—%)

NER CESDEECI.

Developer Engagement ... -

om Vied Cec 06 300 4000 m
Py O Y3 008 30 Combined CSV &
Swe Y0 3 X -

Engagement

Active Developers

® [Engagement

Total Developers

HEIADAPI Proxy[CBSE T 2P T UREB DGt AR ERT LE
g-o

Developers with Apps

AN T ICEET P T IRABEDOETF AMERTLET,

Active Developers

AP Proxy# B CUO TR h&EZEE UL, PTUBREDAHERT
L/gg-o

Highly Active Developers (+50 tph)

1BEHIEOD RS YT IY 3 VEN SOUEDP T IREEASZ
KM UET,

® Active Developers

App Name

PITIDBFERTLUET.

Proxy Name

P TV ICRHET DProxyDBaiER™UE T,

Developer Email

PIVEEFRULEPTIBEBEDA—ILP FUAZERTLET,

Product Name

PTICES&ET BProductDEZaiERT™LUET,

Traffic PIIDERLZ ST 1 wDOEERTULET,

TPH 1 BREABEVDD ST DY 3 VERBERTUET,

Errors PITITREUZIS—HERTULET,

Error Rate PIYTHEEUEIS—DEE (IS—H/IDIRFE) BRHUFE

EDB
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® Analyze N9V

MYVEBRIDE, PTUDER (FS5T 1 v U8 IS5 —K B ZRNMIDEBEBLRISNET,

® Metric
Traffic SO v DEZERILUET,
Errors IS—#axnLET,
Response Time mBEFEEERR™LUET,

® Traffic Level of Other Apps Using Same Proxies

High 1BEDBIEOD RS YT OV 3 VD, 5O00ULEDTP T DEERT
LET,

Medium 1BEBIEOD ST DY 3 VED. 50U END500FKBDFP T
DHERTUET,

Low 1BEDBIEOD RS YT IV 3 VED, BSOKRBDP T DEERTL
ECR

® Proxies used by App

AP| Proxy 1AM Metric ICX1 9 265HEER T UE T,
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® Other Apps by Developer
PTIBREMERTDETDOPTUD, Metric ICXIT BEHEEZRRTUET,
® Other Apps using the same Proxies

RIPDOFPTINFALTIND APl Proxy ICX19 2D, Metric DEEHE (MDPTIEZE) Z2RHLE T,
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34.7. Traffic Composition

API Proxy. App. Product. Developer ZNZND ST 1 v D& Topl10 ZHER CEDBEE CI,

Traffe Compstitn Leam moe

o g e .
Gmarwa b G P | e e | S | L e | Combined CSV &

Top 10 Proxes Trafc
Eip mrn ptatn B G

E
5 Il =

Top 10 Apps TraMc

Bk S B B g "

Top 10 Products Traffc

e =rw i T

S py et

Top 10 Developers Tramo

el T S T

Ty py e

=
wx

TS oy Dvalapar

e e

® Top 10 Proxies Traffic

API Proxy DERIC RS0 1« v I8%ZR K UET,
® Top 10 Apps Traffic

Aop DEZRIE RS D1 v DI8ZRMUET,
® Top 10 Products Traffic

Product DERIE 5D 1 wDOEERRULET,
® Top 10 Developers Traffic

Developer DERIE RS T v vOEFRMUET,
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® By Dimension &Y

By Dimension] MYV ZBRIDE. APl Proxy. App. Product. Developer ZN2NICxiLTRUJJL
AV ORERBEBNIRISNET,

Traffic Composition cezn mee

Overven | By Dimension

Dimenslon | Fraxes - |1 [ AN @) -

Trammt Comp

.
i
g
i

Tramy O
[}
Ne
B 0% 8
w T
& -4
<

December

'S
4

B Dimension

Proxies AP| ProxyBD 520« v DO8&RHR LK T,
Developer Apps PIVBORS D1 v OERTLUFET,
Developers PITUBREBORS D1 vIEZRTULET,
Products ProductBD ~527 v v OE&RHRULET,

B Traffic Composition

bS50 4 v D8NG ERTLUET,
B Top 10 Monthly Composition

APl Proxy BID ST« w8 Top10 ZAT S I TEIGRTLE T,
B Traffic by Dimension

AP Proxy DZRINRISNE T,

105
Copyright 2016-2024 FUJITSU LIMITED



3.4.8. Devices

APl ZXT DD EZRTTDT/INA R

5% (Platform. Agent. Device Type. OS Families) Z&s5 C=DE

BCTI, FZ. RMUTNDT/\A RIEFRIE. APl Proxy TRUILI DY FTRICENTEET,

Devices teommoe
From Mon Aug 03 2015, 12:00
Hour | Day | Week | Custom | 70 .m:mg 112015 1200 am | & || Combinedcsv &
Dimension Proxy: | All (6} ~
Top Platforms Top Agents Top Device Types Top OS Families
- IE == Browser == Personal computer = Windows
1,455 1,651 1,651 1,651
a (not s&t) - (not set) a (not set) am (not set)
201 20 2Mm 201
am Firefox a Other & Other = Other
196 0 0 0
Other
0
Cick and drag In chart b 200m . Traffic by Platform
ALL PLATFORMS TRAFFIC 1,352
E
£ 0 1,435 ~
2 -
z 201
g =0 = Firsfox
£ 196
5 . : - ! . L ; . . . . : . . Otner v
Aug 4 12:00 Aug 5 12:00 Aug 6 12:00 Aug T 12:00 Aug & 12:00 Aug 9 12:00 Aug 1 12:00 0
Cick and drag In chart ko zocm . Traffic by Agent
ALL AGENTS TRAFFIC 1.852
£ @ Browser
g 500 1,651
< -
=
s 201
g 20 = Other
= 0
! Aug 4 12:00 Aug 5 12:00 Aug B 12:00 Aug T 12:00 Aug & 12:00 Aug 9 12:00 Aug 1 12:00
Click and drag In chart %o zoomin. Trafﬁc by DEVICC T)"pe
g ALL TYPES TRAFFIC 1,852
2 & Personal computer
g 500 1,651
H -
e 201
& 50
o & Other
g
il
= [
Aug 4 12:00 Aug 5 12:00 Aug 8 1200 AugT 12:00 Aug B 12:00 Aug 9 1200 Aug 10 12:00

® Traffic by Platform

PO ZTHFIAB L TUD Platform (Google Chrome. Safari. FireFox. cURL.

SEXRMUIET,
® Traffic by Agent

POEZTHRIAB LTINS Agent

ES ER3T71wvD

(browser. robot, lbrary%) ST 1 v O8EFRR”UET,
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® T[raffic by Device Type

PO 27HRIA L TLB Device Type (Personal computer. mobile device 55) &S50« wOE%K
ﬂ_—\ bigo
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3.4.9. Reports Pro DIVPFIUF DR

Custom Report D—&BE CJI,

Custom Reports

Search | A= 1-1af1 £ > + Custom Report

Report Name Enwvironment Metric and Dimension Description Last Modified v Actions

Metric: Sum of Traffic
test prod, test Mo 13, 2020 2:22:2T BM » Dalets || Rolas
Dimension: Day of wesk

® + Custom Report 5>
4+ Custom Report] MY VEIBRIDE. 3491 New Custom Report DBEZFRK™LUET,
® Report Name

Custom Report @ Report Name Z2'J) w23 3B E. Custom Report DT ST EZRRKLUZET,

testLine Lezm maee
Chart | Table Thu 10 Nov 2016 00:00 = Fri 25 Nov 201600:00 | 2 Combined CSV & 1—100f 13 Edit |~

Dimension
Response Status Code | All ~

Proportion Cickanacobmnto sl dommoni. g e
10k - 200 o
8,500 3
g - 304 3
2,897
B s« - 201
H 2,056
H 401
34 L
Ok
Dispersion g G onscoumm o anT Nt pueraoe ot Target Response
F 75k Time
\ﬂ] H - 200 pr
g 3,002.1 D
sk ok 7k sok 7k @ % - 304
A 8,798.7
Range  0.00-54,627.18 - - 201
Quartile 1 1,254.19 = 35422
Median 271679 H 401
Quartile 3 8,164.21 [ E—— | — 2431 49 -
1
Dispersion ' G anscoumaoaml s on o o of Target Response
>—; 5k Time
g 54,833 D
25k ok 25k sok 75k & K ® 304
g 55,000
Range  0.00-59,939.00 E o - 201
Quartile 1 7,896.00 % 54,236
Median  47.931.00 £ 401
Quartile 3 54.833.00 S [r— 47 990 -
k
Summary
Response Status Code Sum of Trafficv Average of Target Response Time Maximum of Target Response Time  Actions
- 200 8,500.00 3,002.10 5483300 | Analyze
- 304 2,897.00 8,798.70 55,000.00 | Analyze
- 201 2,056.00 354.22 54,236.00 | Analyze
401 634.00 2,431.49 47230.00 | Analyze
- 504 249.00 5462718 59,939.00 | Analyze
- 404 37.00 1,565.39 4863200 | Analyze
202 58.00 8,164.21 4394500 | Analyze
400 52.00 1,254.19 7,296.00 | Analyze
- 503 15.00 0.00 0.00 | Analyze
- 500 500 5,025.00 6,123.00 | Analyze
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B Edit /RS

[Edit] MY VZEBTRIDE. Custom Report DiEBEEERTLUET,

testLine

Basics
Report Name | festline
Report Description
Chart Type @ Column (O Line

Faor Column charts, the x-axis represents groups designated by dimensions. For Line charts, the x-axis represents time.

Metrics

The y-axiz represents metric values.

Metric Aggregate Function Actions
Traffic [v] @ Sum (O Average (O Min () Ma X Delete
2 Response Processing Latency ﬂ O Sum @ Average O Min O Max * Delete
+ Metric
Dimensions

Dimensions have two purposes:
1. Initiglly, the dimension is used to group data, similar to the GROUP BY clause in QL.
2. Once a dimensicn is selected, it becomes a filter, similar to the WHERE clause in SCL, working as a drill down, and the subsequent dimensions becomes the grouping

mechanism.
Dimension Actions
Proxy Client IP [v]
+ Dimension
FI|TE.‘F Basic | Advanced
Filter Conditions

Connector = Name Operator Value Actions

+ Filter Condition

cacs | (D
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B Analyze W9V

EBIRUIZ Dimension D05 2ZXRnT~UET,

testLing tesmmoe
wed 14 Sep 2016 00:00 — Thu 15 Sep 20160000 | @ | | CombinedCsv & % Back

Metric | Sum of Traffic = | over Proxy Client IP-  172.23.131.238

Compare to Metric |Average of Response Processing Latency -

oy Metrics

& Sum of Traffic
324

& Average of Response Proce. .
0.76

affic

Sum of Tr

3
01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 03:00 10:00 11:00 12:00 12:002
E

Compare to Previous Period
Sum of Traffic

a Current Period

324
Previous Period
873

12:00 12:00

Anomalies

Sum of Traffic

Analyze Anomalies

TOTAL ANOMALIES 1
& Sep 142016 13:00
12

Sum of Traffic

B Metrics

Custom Report Z1ERX T DIRICEIR LI Metrics RSN E T, Metrics DEFBIE. 3.49.1 New
Custom Report 2B LT IZE0),

B Compare to Metric

Metrics & Compare to Metric TEIR UTZ Metric DO S D ZENRTERMRUE I, Compare to Metri
cs T None ZZRUIZBEIR. BIRDD Metrics DTS TDHERRZUET,

B Compare to Previous Period

BEUCHEOISIE, —DRIOBEOT 57281 TR LUET,

B> 11 811 BDO000~2359 X TZHMHEE U TIBELULZHEEG. Fe20357%
ENRTERHLET,
+11 B 10 B®MD 00:00~2359 DTS2
11 B 11 BD 00:.00~2359 NTISD

B Analyze Anomalies

BEIRUIZ Metrics DTS5 2(CXI LT, FEBEORD ERRERI KBOBTEENQTRHRLET,
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3.49.1. New Custom Report

Custom Report DIYERRBIE T, Y #7852 Metrics & X B 75D Dimension 2 33EEBEHICEIRL
TOSDEERTDCENTEZT, F/2. Dimensions IFEHEIBFEIDCET. RUIS DI YN TEETT,

New Custom Report

Basics
Repart Mame
Report Description
Chart Type (8) Column  (7) Line

For Columa chans, tha x-3xis represents groups deelgnated by dimensions. For Line charts, the x-axls represents time

Metrics

The y-axis represents metric values.

Metric Aggregate Function Actions
1 Salect . ﬂ ) Bum (O Average (O Min (O Max
Dimensions

Dimenzions have two purpozes:
1. Initizlly, the dimension is used to group data, samilar to the GROUP BY clause in SAL.
2. Once 3 dimension ks selected, it becomes a fiter, simdar to the WHERE clause in SCQL, working as 3 drill down, and the subsequent dimensions becomes the grouping

mechanism.
Dirnension Actions
+ Dimeneion
Fi|‘ter Baslc | Advanced
Filter Conditions o bor | Mame Operator Value Actions

+ Fiter Condifion

CanGEI m

® Basics

B Chart Type

Column TS57D x #EISFE UIZ Dimensions TR LE T,

Line T30 x @zl TcRnRLET,
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® Metrics

B Metric

Average Transactions per Secon
d

1RBZODIVDIRASEVZARNY 2O ZRTLET,

Cache Hit

Fryyalley FURUDIR M ERTLUET, Fry¥a
Ey FURUDIREEINYDIY R —ERICEmESNFEE A,

L1 Cache Elements Count

SO YIVPICRITD L Fry Y1 EOBROHZRTL
F9.

Policy Errors

Policy CTS—&RB2IE DT RA O HERRLE T,

Proxy Errors

Proxy CLS—&ERSIEUDO IR OHHZERILET,

Reauest Processing Latency

Proxy DO IR+ 2B T SE[ERTLUE T,

Reauest Size

OTIRARDT—I9Y1 X (KB) 2R ULET,

Response Cache Executed

Response Cache Policy D78 =R~ LUE T,

Response Processing Latency

Proxy DU MY 2B T DiFEERTLUE T,

Response Size

LARYZADT =91 X (KB) 2R ULET,

Target Errors

N DTV RS —ERXTIS—EBEUDIR OBHZRTL
EC

Target Response Time

Proxy ’\w O ITY RO —ERICUDTIZAREEELTHST ST
PYRICURRNY 2R UIEH DX TOREEZERR LI T,

Total Response Time

Proxy OS54 PV DS UDIZARZTEROTHSU RN Y A%
BUIBHDE TOREERRLUET,

Traffic

OTRAREVRARNY Z2OHHZERTLUET,

B+ Metric hN9 Y

4+ Metric] MY VEBRIDE. Metric &= 1 7BIILE T, Metrics [FEEEETEI D ENTRET. RE

UIZHED DI S INBRICRRSNE T,

® Dimensions

Access Token

OAuth D PO =2 (OAuth Policy R LK) %=
®XnLUET,

Developer App

O IR ETOPTIOBEIERTLUET,

Developer ID

UOIRTOPTIBEREERTLET,

Flow Resource

UOIRARMERONYDITY FY—EADIUY —R 2R K UE
g-o

Proxy

AP| Proxy OD&gi=axRnLE T,

Proxy Client IP

APl Proxy D IP 7 L RZRTIULET,

Proxy Path Suffix

APl Proxy URI DX—=X/NZAKDESDNFHIZRRLUET,

Request Verb

UOTIRAEXYy FERRLUET,
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Response Status Code

LAMRY A3 —REaRRLUET,

Target Resonse Code

Ny DTV R —EROURARY 23— FaRHmLET,

Target URL NV DT FY—ERD URL ZRHAULET,

User Agent User-Agent N\ —DEZRTLET,

X Forwarded For X Forwarded For A& —DEZXRTLET,

API Product DT R ZEZITEDZ APl Proxy & X >/NICED Product

aRmLUEY,

Business Unit ID

BEDEXRILET,

Cache Key

Cache Key &&xmULE T,

Cache Name

Cache Name &&Xm L&,

Cache Source

Cache Source &XmUE T,

Channel ID

FPRIVID ZXHULET,

City

UOITR hEfhEaRknLE T,

Client Application Name

DS5APYEPTIDBEIERR LI T,

Client Host

DSAPYRPTIERRAT YT LUTNBDIVELI—-SIDE
RIZRMUET,

Client ID

APl Key & LUE T,
X Developers BIE CHEITUIZ APl Key TY,

Client IP Address

UOTIRARTDIP P RURERTUET,

Client Organization Name

D247V OB ERTLUE T,

Client Request ID

DSAPYEOIDIRAID ZRRUET,

Continent UOTRATTOKEZERTUET,
Country JOTIRTTOERERRTLUIET,
Day of week DOIRAUEEBEZRRUET,

Developer Email

RRESEDODAXA—=IL PP RURERILET,
*Developers BIE C& &k LIT Developer DX —)LJ)? FLU AT
g_o

Device Category

FTINA 2ADFi&E%E (Personal computer &) Z&xnLUE T,
*User-Agent ICSFENDIBHRTI,

Device ID

TINARID ZXmULET,

Environment

AP| Proxy D' 7041 =N TNDEBEDER] (test. prod &)
=R UFET,

Flow Name on Error

IS—NPREUZDO-BERTLET,

Flow State on Error

IS—HMREULZIO—DREZRTUET,

Gateway Flow ID

T—kDOz420-0DIDERRALZET, (VM-8D5-S-0011_
BTnU7OVE_RouterProxy-8-1047_6 %)

Gateway Source

7— kx4 (router. message_processor &) R ULE
9,

Geographical Region

RIS ERT UE T,

Market ID

N—="Tv kD ZXRRUET,
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Month UOTIRSUEAZRRULET,
OS Family OS mDig$s (Windows) Z2&xRmUET,
¥User-Agent [CEFN TN\ DIEHR T,
OS Version BHITD OS /N—=Y 3V ERRLET,
B 6.1 (Windows7 @I—F/N—=Y3)
XUser-Agent [CEFEN T\ DIEHRTI,
Organization e ERTLET,
Partner ID IN=btF—IDZEXRTLFET,

Policy Name on Error

TS —1%HSE UIZ Policy D&RIZRT LE T,

Proxy Base Path

AP| Proxy @ Base Path ZXRnmUE T,

Proxy Revision

AP| Proxy @ Revision(1, 2, 3 + + « &) X ULZET,

Referred Client IP

SRSNEDISA TPV EIPZRRILUET,

Region WEZERTLUET,

Reguest Path JOIZEUR DINZEDZER™LUET,
Reauest UR UOTZ b UR ZRHRUET,

Session ID tyy3vIDERTLET,

Target Target Endpoint 8&XRnR™LE T,

Target Base Path

NV DTV RS —E XD Base Path Z&RRLUE T,

Target Host

Ny DITYRY—ERAD XA YBZRTUET,

Target IP Address

Ny DITYRY—EZADIP P U RZEXRRLUET,

Time Zone

UDOTRARTDIA L=V ERRUET,

Time of Day

DO TR sRERRUET,

Traffic Referral ID

SRTOID Z2XRUET,

User Agent Family

VY OHFTI3) (Chrome. E &) ZXRnmUET,

User Agent Type

User Agent Version

I_

I—YxYEDE (Browser &) Z&XnUET,
I—YxYtDO/IN=Y3Y (Chrome—430. IE=110 %)
=R UFET,

Virtual Host Virtual Host 8 & LE T,
Week of Month DOITRAUREZRRLUET,
ax_isp ax_isp &R LUET,

® [ilter

Metrics /213 Dimensions DREEIBREITDCET, IS IICKRRNIDT—AIAET 1 IV I VYT LET,
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3.4.10. #frsHEIRISA WebAPI

WebAPI| ##8EZ {55 C & Ty APl Proxy KU Publish 188 (Products. Developers. Developer Apps)
DREHBRZENS I D ENTEET, F4BE. UK TAPI Management WebAPI U 2D 7L YR ] &ZSR<
Eé(’ \D
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3.5. Admin
3.5.1. Organization Users
35.1.1. List

1-Y-D—8EAECI,

Organization Users
Search  All ~ 16of6 ¢ » + User
User a Email Roles Actions
a-test@example.cojp a-test@example.cojp all ok Remove
® User i

User @D VDD )y D 9dE. A—Y—DFMBENARTSINE T,

4 Edit Remove

Email a-test@example.cojp
First Mame
Last Mame

Reolez  all ok

B EdithdY
[Edit] MYV ZEBTRIDE. First Name. Last Name. Roles @ 3 BBNYEIEQIREIRIRREICIRNF T,
® Roles ¥
D& wD3DE Role DEFMBEARICINET, 1—T—([CEIDHBTSNTLNDO—)LDFELE
(Built-in Role & Custom Role) [CXKo>T. RmanNdBEAZNHNFET, O—ILOBTEICELELUTIE.
3.5.2 Organization Roles 8B L T2,

B Built-in Role DB&

Organization Administrator

Permissions Resource Path . Operations

Organization resource /
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B Custom Role D&

all ok

API Proxies
All API Proxies

Specific AP| Proxies

Deployment Status

Environments
prod

fest

Products
All Products

Specific Products

# Edit

« Create «#"View « Edit «" Delete

API Proxy *  Operations Environment Operations

" View

AP| Proxies «* Trace «' Deploy
All Caches « Create «F View « Edit « Delete

Specific Caches

Cache “* | Dperafions

APl Proxies « Trace « Deploy

All Caches «f Create « View «F Edit « Delete

Specific Caches

Cache “*  Dperafions

# Create + “iew « Edit « Delefe

Product “* | Operations

Developers and Apps

Developers
All Apps
Developer Apps

Company Apps

Reports

All Reporis

Specific Reporis

o Create « \iew « Edit « Delets

# View

«" Create « \iew « Edit « Delefe

o Create « \iew « Edit « Delets

o Create « \iew « Edit « Delets

Report *  Operations

B Edit /RS

TEdit) RYVEIBTRIDE, SEEDERMNMREIRERIAREICSZDET,
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3.5.1.2. New User

A—Y—DEXREECTI.

New User

Email test-usen@example cojp

Roles » Business User

oo | (D

® Emalil

dA—Y—0 Email Z/ELET, CCCTHREUEZ Emal P RURSEIC, A—TF—DPOFT 1 R—=y3 X
—)LNEEESNZ T, X=)UICR>TCA—YT—DPIOFT A R—=Y3VZaRIIEDCET, AY—ERICOT1 Y
TEBLOICBEDFET,

Email 7 FLUXE U TERIERXNFIEREEDERN T,

> EHF ([a-z][A-Z]1[0-9))
> ~(NAFR), _(PYF=227), (EUFAR)

® Roles

A—H—[CENYTRO—ILEEBELEIT, AOBICO A —H2AHBEDE., O—)L—& (Built-in Role &
Custom Role) D'&RRINZET,
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3.5.2. Organization Roles

352.1. List

Built-in Role & Custom Role D—&MN&RNREINZFE I, Custom Roles (3. 810 « {E1E « BIBFHYIEETI N
Built-in Roles (33810 « {Z1E - BIfFH  CTE=EKE Av.

Organization Roles

Built-in Roles
Role . Users
Business User
Operations Administrator
Organization Administrator admin admin
User
Custom Roles =+ Custom Role
Role . Users Action
esl ¥ Delete
C'1|'_-' cusiom roles with no users can be deleted.
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® Built-in Roles

YRFATHESINTND, TI224)FDO—-IUHhRTSNZ T, T4/ FO—)LDERIE. FRREZSRKRL
T<rEEy,
IR T2V 0O—)LOMERIZE. B0, B8, HIEHNTEE A,
test IRIE prod IRiE ZDi
513 |5 122|255 T2 |2|g|g|? 8|k |H
AR S R AR ML A AL AR
2 e
gl l8 ||| |8 |8 |88 gl |2|2|2 |8 |8
S|lols |l |&|& ||| |l |& | & |5 |8 |3 |38 |=
@ (NS gl || E (NS |2 |8 S| |®|®
g lg (w9 |H|@ | |2 |U | |H |@m |2 |2 |9 & | .
Slo 2|9 g|lg | Yo 92|82 |3 S | ®
§ N | S g A | B - 3"“, o og'" & %*
® W = S
: H . H s | 2 T
i3 . i3 . \ g 3 N
5 = |B E dlE z |
% % :u_} ] S
% @‘I
Business User (@) X X (@) O O O D3 X X @) (@) O @) X X X
Operations
O X O O O X O X O O O X O X X X X
Administrator
Organization
O O O O O O O O O O O O O O O O O
Administrator
User (@) @) O O @) X O DS X @) (@) X O X X X X

X FTTOASINTUND APl Proxy [SBIECEFATEEL B, PYTTO1IDTET. BIECHIFHTIEE
[CEDET,

® Custom Roles Roles

YER UIZO— LRI SINTE I, O—JLOERBEEICDUNTIE. 3522 New Custom Role 288 L T<L
Eé(’\o

® + Custom Role MYV

4+ Custom Rolel MAVEIBTRIBDE. 3.52.2 New Custom Role DBEZEHR™LE T,
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3.5.2.2. New Custom Role

Custom Role DEBE CI, FTvIEZANDCET. ZOERENSLET,

New Custom Raole

Role Hame
API Proxies

Specific AP| Prodes
API Proxy

Deployment Status [ View

Environments
prod AP| Provies
All Caches

Specific Caches

fest APl Proxies
All Caches

Products

Specific Praducts
Product

Developers and Apps

All Apps [ View

Reports

Specific Reports
Repart

Specific Caches
ca

Al APIProxies ) create []View []Edit []Delete

“ | Operations Envirenment Operatione | Actlona

Parmizsion

[ Trace [] Depoy
[ Create []View []Edit ] Delete

All Praducts [ Create []View [] Edit [] Delete

Developers [ Create []View [] Edit [] Delete

Developer Apps [ Create [ View [ Edit [] Delete
Company Apps [] Create [ View [] Edit [] Delste

All Reports [ Create []View [] Edit [] Delete

“  Operations Actions
Permizsion
[ Trace [] Deploy
[ Create []View []Edit ] Del=te
+ | Operations Actions
Permizsion
+  Operations Actions
Permizsion
“ | Operations Actiong
Permizsion

® API Proxies

API| Proxies ZX1%R(C UIZHERDRENTRET T,

All APl Proxies

ETO API Proxy [CXTLT. FzvPOZEANICIEE (Create. V
iew. Edit. Delete) MMERZRTELZE T,

Specific API Proxies

BEIRUIZ APl Proxy ICXi LT, FxvO&EANLIRIE View. E
dit. Delete) OIERZERELZX T, F/2. IRIEEIC Trace & De
ploy DERTHERZREIT D ENTRETI,

Deployment Status

FrvDIOEANZNEE. 3.2.1.1 List ® Environment f#@ICY
2OV ZET,
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® Environments

IRE (test. prod) BIC. API Proxy @ Trace X® Deploy. Cache DMEREZREI D ENTEETI,

APl Proxies

Trace & Deploy DR1TIEREZRELE T,

All Caches

FTCD Cache [CXTUT, FxvIEANLCEE (Create. View.
Edit. Delete) OIERZRTE LXK T,

Specific Caches

BEBIRUIZ Cache ICXT LT, Fx v OZANZEE (View, Edit.
Delete) DIERZRELZE T,

® Products

Products ZX1&IC UIZHEBRMDIZENTIA

—C_‘g_o

All Products

FTCOD Product ICXILT. FxvPI&EANCERIE (Create. Vie
w. Edit. Delete) DMERZZRTELE T,

Specific Products

BEIR U Product ICXT U T, FxvO&ANLIRIE View, Edi
t. Delete) MMERZRE LXK T,

® Developers and Apps

Developer & App ZXTRIC UIZHERD

REN'TRETT,

Developers E£TD Developer [CXt LT, FrvPIaANCIRIE (Create. V
iew, Edit. Delete) MOMERERELET,
All Apps ETD App ICXTUT, BIEF View) DMERERELET,

Developer Apps

Developer App ICxt LT, FTvDOEANLCIEE (Create. Vie
w. Edit. Delete) DRERZZRTELE T,

Company Apps

AR TR — FXIRINTT,

® Reports

Custom Reports ZX1&R(C UIZHERDE

SENTRETT.

All Reports

£7TO Custom Report [CXI LT, FwvIEANIZIERIE (Crea
te. View. Edit. Delete) MIERZERELEI,

Specific Reports

BEIRUIZ Custom Report [CXTLU T, FxvOEANCIRE (Vi
ew. Edit. Delete) DIERERELZ T,
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3.5.3. TLS Certificates

TLSFBRZNEEm TI., BEAAICE. AT —ERICERINTUDREDYV ) — BEGRAICE. &
BlOW) —TTREIRESN T\ DEBBEDIEHR (Subject. Issuer) HERRSINZT,

TLS Certificates test -

Indicate certificates expiringin = 10 Days ~|

“ P4 Keystore service-ks
“[E] Truststore ServiceKS-cert
L [E] DigiCert SHA2 High Assurance Server CA
LE "pu ae sl bl Ifom
4 YA Keystore mySAMLKeystore
4[E] Truststore cert.pem
L E] ksApiSAML
< 4 keystore onelogin
4[E] Truststore onelogin
- EiQ

TLS Certificate Details

Status

Valid From

Expires

Basic Congraints
Senal Mumber
Signature Algorithm

Public Key

Subject

Common Name
Alternative Names
Organization Unit

COrganization
Locality
State/Province

Country

Issuer
Common Name
Organization Unit
Organization
Locality
State/Province

Country

+ Valid

Sep 19,2016 11:02:21 AM

Sep 20,2021 11:02:21 AM (in 4 years)

CAFALSE

d.nle® W Tea L= B e LT
SHATwithRSA

RSA Public Key 2048 bits

Onelogin Account 92271

Onelogin IdP
T=e .M 4
us

Onelogin Account 92271

Onelogin 1dP
= -enm = S
us

® TLS Certificate Details

SIS DIRREOBERHAIR. EFaUT+ (BRWY/\vYaH) OBEBRIRRINET.

® Subject

SEBAZDFTAIBER GHRIER) NERRASNZET,
® |[ssuer

LA DETEER GHRIZ) NERISNFT,

123
Copyright 2016-2024 FUJITSU LIMITED



3.5.3.1. SIBAZEEIERA WebAPI B— Tk Ny DIV REFaPEsE

WebAP| ##Ee&{E S5 C T, TLS SEBRZEM Keystore/ Truststore D—&EUSXOERK. Cert 7 71 JL/JAR
D71 ILDOP v TO— REENTEETT, $4BIE. Bl TAPI Management WebAPI U 7L YR ZCSHR
<1Z&N,
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3.5.4. Organization History

R I DBRIFBEENRTISNE T,

Organization History Sep 7, 2016 - Sep 14, 2016 [chanae
Search | All - 1-200f 102 £ >
Operation Time » User Status

Create report Details 9{”_“'3 T4 P admin admin 201
37 minutes ago

Create report Details Sans 121 P admin admin 201 o
an hour ago

9114116 5:41 AM

Create permission Details admin admin 201 «
@ hours ago

Create permission Details S14716 240 AM admin admin 201 &
8 hours ago

Create permission Details SI14716 5:40 AM admin admin 201 «
& hours ago

5
Create /v1/organizations/scenariofenvironmentsitest/apipatterns Details ?':1';?;:? :;E.I P admin admin 201 #

® Details

Details U D=2 ) w2 T BDE. Operation DEFENRISNT T,

Create report

Operation

Time  9/14/16 1:46 PM, an hour ago
Request URI fy1/organizations/scenariofreports/31db0a13-9932-46ca-afal-a15082edfard/
User  admin admin
Response Code 201

Reguest

"geenario™

Close
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4. Policy — &

CC T3 & Policy ICDWWTERBLE T,
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4.1. TRAFFIC MANAGEMENT

APID 2D« v DICEET DR CREFIR. FvvY1MREF) 2R 8D Policy TI,

IBREOEN (B, B, BB D) COMELBEIDCET, PTUD
B Quota DT FESESRUET,
PTIUDSNY DI RY—ECXIT D, WEHZDDIDTR
. MMEEEIEE LU CHIBRLUE T,
Spike A t
@ Soie Arres B 5 30 # (30pm) HTTBBEIC LIRS, 2 WEIC 1 #
HFOLET, 2WUANIC 2 HREZHEES. 2 HBIFVEBESNEE A,
8 Corourront Rate Limt Ny DIV R —ERCHBRGTSE 7T ORERRLET,
Fesponse Cache Ny DIYRG—ERDSOLRARY2EF v vy L&,
Lookup Cache Populate Cache TF+vwv¥a LT —dZRELET,
Populate Cache tw Y3 D ORIHERS. AROF—S&F vy Y1 LED,
2 (=1} o > — = NS
Invalidate Cach ZHEEIBTE LT Populate Cache T v vy a Ul —9Z&HIbR
(3 Invalidate Cache gty
Quota THO YV RURUODIZAMMEEN. BEULLEICELUZRS
B Fosor Quoca paE ) 2y FLET,
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42 SECURITY

APIDOEF 25« [CEET Dl (GREE. MEISMHEXIRSE) ZHR 8D Policy TI.

0 Basic Authentication

Basic 59:F (Base64 DIV I— RFEEIETI—R) DEFE
N TEET,

[ XML Threat Protection

XML D8 ICx I B ZHEBENTETE T,

() USON Threat Protection

JSON DiES8MHICXI T RRBZHEENTETET,

D Regular Expression Protection

ERRIRCTUIIRAZEESIDCENTEET,

OAuth v2.0

OAUth20 DIV R+ Y FICXIT D&RE (PO =D
YDERDF TV OE) HTEFET,

) Get OAuUth v20 Info

OAUth2.0 DPD R ~—=D VDREED— FEDBIRZINS
IBDCENTEFET,

) Set OAuUth v20 Info

OAUth20 DDA =D VICBENMITONIZEARYI LR
&8N0 « BH I D ENTEET,

) Delete OAuUth v2.0 Info

OAUth2.0 DD LR +—=2D V00— FEDIERZHIEF
FRDCENTEFET,

OAuth v1.0a

OAuth1.0a DIV FiRA Y FCHTDRE (POERA =D
YOEBRTF TV IE) NTEFEI,

) Get OAuth v1.0a Info

OAuUth1.0a DPO R ~—=D 0D — FEDIBIRZENS
IDCENTEFET,

) Delete OAUth v1.0 Info

OAuth1.0a PO TR == X056 D — FEDIBRZHIGR
IBDCENTEFET,

Verify APl Key

PORZAZEHTTD APl Key ZRETDCENTEET,

) Access Control

PRURICKDPOERFHT « BEREN TSI,

LDAP

LDAP SREEDRENTEE T,

a Generate SAML Assetion

XIE9 D XML Reguest IC SAML Assertion &8N0 L
ER

Validate SAML Assertion

=15 U1z SOAP Request ICHMY =N TLYD SAML Asserti
onzaFrTvIl, BRPEX v E—IDHBEIFIESLET,

Generate JWT

ZEENE IWT ZERT DT ENTEET,

Verify JWT

BENET IWT ZRFALITDCENTEET,

Decode JWT

EBNE IWT ZRIACFICT I—RIDCENTEET,

Generate JWS *1

EZNET IWS ZERT D ENTEET,

Verify JWS *1

EEZNE IWS ZIRFLEIT D ENTEET,

Decode JWS *1

EBNES IWS ZRIACBFICT I—RIDCENTEFT,

*1 RBAU—-Y3Y 3/BER)—Y3Y 3DOHFEATRE
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43. MEDIATION

APl DT =ML (FRE#. Xy E—IEIEFH) Z2HT8D Policy TY,

JSON fEV&E XML FERICEBLE T,

' JSON to XML
ML to JSON XML F=h%& JSON FRICE ]’ LE T,
% Raise Fault 2F—HRI— RCBUTARY LAYy Z—IDBNT=ET,

1 XSL Transform

XML ERZE HTML 0T U —YFTF R EDRID # =V ~CE
BMmUEd,

1 SOAP Message Validation

2EUIZ SOAP Xy 2—IN XSD RF—VHZIE WSDL I
FER LU TVVSVEEIFIES UET,

<1 Assign Message

HTTP Request &7z Response X wZ—IDIERK « IE1IEH
EECERN

-! Extract Variables

O TR RFERUARYZHYEFE Uz (URI Path X0 Qu
ery Param
£ E-HULIHES. BHEEELCBINTDCENTEFET,

1 Access Entity

APl Management DT —45 2 L PHSEESURIEER (37T,
API Product. Developer &) ZZHICERELZET,

& Key Value Map Operations

PUT. GET. DELETE XV v T Key/Value DX PZRF
RZR » BIfF g 2 ENTEFET,
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44, EXTENSION

2OV TEOERTOX Y Z—IRNDT —FNE, OT5HEZHBED Policy TI,

Java 2217 U&7,

2 Java Callout
- KEFABIZ 4.4.1Java Callout Policy Z58B LT IZE0),

A Python Python 5%?& L/gg-o

15 JavaScript JavaScript 2217 L& T,

Service Callout ABT—ERZIRVE LT,

Flow Callout Shared Flow 5U¥UH:'J L/gg-o

Analytics BICX v EZ2—IRDFT—4 (Product ID. {fitg&. 54—
v kURLSE ZINETDCENTEZT,

Statistics Collector

syslog U—/NICA v EZ—Y 0T &3HRITDENTEET,
XO—NILT « AONDORER>CRBNERTEE A,

ﬁ Message Logging
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4.4 1. Java Callout Policy = T A sk INY DT Y R4 0 PR
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