FUJITSU Hybrid IT Service Flcloud-0

APl Management

I—Y—-XHAF

~I1— R — R~

2 1.3 1R

=L EKRART

6]

1
Copyright 2016-2024 FUJITSU LIMITED



FUJITSU Hybrid IT Service Flcloud-O
APl Management 2 —H%—XHA F ~2—XF5—XfF~ F 13k

F1TH 2024 £ 10 A
All Right Reserved, Copyright®© E+@HXatt

OKZDEMES - BHEELXT,

2
Copyright 2016-2024 FUJITSU LIMITED




BB

hREK ERH BHAR
1.0 2017/5/18 HARERR
11 2019/12/2 REAXY—Yar3, BAEAY -3 Y 3XITICH S EHR
1.2 2020/8/13 Y- R EEE
1.3 2024/10/17 W= 30Ty FITHES EEEDEH

3
Copyright 2016-2024 FUJITSU LIMITED




L UDIC

AZ(F. FUJITSU Hybrid IT Service FJcloud-O APl Management (MR, AT —E2) MEHTD
API| Proxy @ {ERFIEEBBBICESEH Lz —RT—R&E (U, A¥ZaP)L) T,

KA —EXOBERFENTTICDNTIE. TFUJITSU Hybrid IT Service FJcloud-O API
Management 11— —2X/J+1 B ~Aifj~1 2SRRI,

AT—ERCIF. UTD 4 DD Policy B¥NARSNTNET,
API Proxy IC Policy ZBARATCE T, JOJSAT—REGRNRITDCERLS APl DIRDENE
TS ENTEXT,

® TRAFFIC MANAGEMENT (~32+ vDEE)
APl D27« v DICEET DWE CREFIR. FvvY1DERESF) ZHED Policy TY,
® SECURITY (£FaUF )
APl OEF2) 7 1 ICRET DhliEl (FREE. MESsEXIRSE) &R D Policy T,
e NMEDIATION (F—4N0IL « Z#)
APl OF =91 (BHREH. XvE—IBIEE) Z2H8D Policy TI,
® EXTENTION (3R
2DV T EORTOXy Z—IADT—FNE, OTkHERTED Polcy TT,

AETIE. SECURITY. MEDIATION. EXTENTION D—&B®D Policy Z{EA LU CIUTNDMEEEEIRT
2 APl Proxy OERRIIBIC DN TERBALE T,
% O AIE. ECEATID Policy BE#Z2XRLUTCUNET,

® EREF (SECURITY)
o APIVwYa7PvT (MEDIATION. EXTENTION)
e T (MEDIATIOND

O KEDABICDODNWTHFESELERBZRCREDCENDDIET,
OAETCERALTNBDNYIITY FY—EX (APD OERICDNT, FTEEIEES
NJBCENBNDZFT, Fe. APl ZERIDCETEURZVNHZDIEEE—LIDEE
zB8\FBA, BEOEFEDLETHERALUTIZEEL),

O KETHERLUTCNDEE A X—Y., ZTHIFEE. RFREDEDEEFERDCEN
DOFEIDTCTELIZELN,

4
Copyright 2016-2024 FUJITSU LIMITED



ARFa—bUTLTH TN ELTERLTEY £9 [livedoor KR FR API 1.
2020 &£ 7 B 31 HTHY—ERAPERTLE L,

- —EREmE AR T ENTLS Node.js App @ AIPI Proxy |£3R/8—< 3 > TIZ{ERL T
TEHTADT, TTAELLIZZL,

REPNUCDEFL TR SEFIRE LCZEVWZTET L . BEVBELETES,

5
Copyright 2016-2024 FUJITSU LIMITED




BX

L B BIE ..o es s8R 8588888 8
T AP FE BRI ..ot R R 8
LR O T R g A =TT 8

1 2, TN B eSS s 9
1.2, QAU 2O BREIE ..o seseeeee e sssssess e ssssssss s ssssssss s ssssssssss s ssssssssesessssssssssesessssssssssesssssssssssseses e 29
121, APIFREE (QAUNZ2.0) TR ..o esssese s sssmsssessssssssssssssssssssssssesssssssssssssssss oo 29
LI R K e =TT 30

2 C T OSSOSO 33

2\ o RS e 1 2 TS 76
b2 DR o e B B B T 76
2AA. DL ZRT 28 B .o s s e 76

20 2. TN e R 78
2421, INYDITY P —ERDEITIERIIEG ....ooooeeeoeeeeeeeseeeesseesssssessssesssssesssssesssssessssssssssssesssssessseees 78
2122 N DOITYRS—ERADETRBREIITINSA—S—-ELTHSLENY DI Y FY—ER

D TITES U oo sseee s ssssssessessessesssse s sssss s s esssses s ssssese s sssses s sssess s ssssss s ssssss s sssesssssnsesssssnssesess 94
2.2. Javascriot TDNY DT Y THUBR ..o ses s sss st 104
22, LT 2B B ..o s e 104
222, TR AR AR AR 106

B BB oo eR R8RSR R85 126
S AL HTTP XU B oo sssses st ssssessssss s sssses e 126
BA A LT 28 B ..o s s 126

B 2, TN e R AR AR R 127
B2 DT BOUY BRI ..o seeeesssees e sssssesssssesssssessssssssssssssssssesssssesssssesssssessssssesssssesssssesssssssssseeses 144
B2 A, LT 28 B ..o s e 144
B22.4. XKML = USON ZEIBL.......ooooeoeoeereeeeeessesssessesessssssssssessssssssssssessssssssssssessssssssssssesessssssssssessssssssssssesssssssssssseoesss 146
3222, JSON = USON ZHE (FEmZEEE) ooooeeeoeeeessoeeessessees s ssssssssssssssssssssssssssssssssssssssssssssssssssssses 161
BB UZATRY ZZBOAY ZEH ..o sssse e ssse s sssessssessssessssessssssssss s ssssssssessssesssses s 170
BB LT 2 B ..o s s s 170

B B 2. T e AR AR 171
BB2.4. ISON 2 XML ZEH ..o seosseeeesesssssssssessssssssssssesssssssssssssssssssssssssesessssssssssessssssssssssessssssssssssssesss 171
B.B.2.2. JSON 5 HTIML ZEIBL...ooooooeoeoeeeeeeeeee e sessessemesssssessesessssssssssssesssssssssssessssssssssssssssessssssssssssssssssssssnnnes 182

AL TR e eSS RS S R R S R R R R R R R 190
AT LU SECURITY .oooeeeeesevvveeeeeeeseesssssssssssssssssssssssssesssssssssssssssssssssssessssssssssssssssssssssssesssessssssssssssssssssssssessssssssssssssssssssssssseesessssssss 190
AT VEriTY APLIKEY XML AEER ..cccooveeeeeeeereeesesceeesesesssssseeessessssmsssssssssssssssssssssssssssssssessssssssssssssssssssssssssessssssssseee 190
A1.2. OAuth v2.0 (GenerateAuthorizationCode) XML AEER.......oeeeeeeeseceeeeeeeessseeeeeeeessssseen 190
A1.3. OAuth v2.0 (GenerateAccess ToKeN) XML FEER......c..oooeceereeeeeessseeeesssseeessssseeessssseeesssssseeees 191
A1.4. OAuth v2.0 (RefreshAccessToken) XIVIL AZER.......oeeeeoeeesseoeeesssseeesssssese s esssseeens 193

6

Copyright 2016-2024 FUJITSU LIMITED



A2, IMEDIATION .....ooseereteereseeeeesseseessesesesseseessessessesseesessesssssse s 2es 5525555555855 195

A2, ISON 1O XML XIMIL AR .o sssssssseeessessssssssssesssssssssssssssssssssssssessssssssssssssssssssssssssesssssssseeee 195
A2.2. XML 1O JSON XIMIL AR .ooooeeeeeeeereeeeeeeessscssseeeessssssssseeessessssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssessssssssseeee 196
A2.3. ASSIZN MESSAEE XML ALER ......ooosoeeeeeeeveeeesssseeeesssseesessssssesssisssssssssssssssssssssssssssssssssssssssssssssessssssesssssssseees 197
A2 4. EXtract Variables XML LR .........oeeeeceoeeeeeessseeesssssseessssssessssssssssssssssssssssssssssssssssssssssssssssssssesssssssseees 200
AL EXTENSION. ..o ssssesssssesssssssssssssssssessssssesssssesssssessssssesssssesssssessssssssssssessssesssssesssssses oo 202
AS.1. Service CalloUt XML AEER........oooeveeeeoeeeeessiseeeessssseessssssssssssssssssssssssssssssssssssssssssessssssssssssssssesssssssssssssseeees 202

7

Copyright 2016-2024 FUJITSU LIMITED



1. Bl

AU —ERX T, BEIEEEFLERVEEFEDO/NYDOIY RY—EXR (APD [ZxtLT, JOJSAD—REE
FIDCEBLDEEREENMNTDCENTEFXT,
CC—C\‘IJ\ SECURITY ®D PO]IC}/ §1§}EH L/E FAPI :F uIL;\nEJ FOAuth 20 nlu\nEJ 'L_D{I\—CDEBE L/é:’—g-

1.1. APl 55

APl F—8REETIE. Ny DTV EFH—ER (APD OIFUHUDIRIC, APl F—ZEA UCEREEZTINE T,

APl F—8RSETIF. APl ZIHUHEIFRD URL X0 HTTP UOIRX DA YS - EICHEESINIS APl F+—
ZIREEIDCET, UDOI R FDOFREEZTINET,

APl F—=DERESNTUVVRWI D IR HE APl ZIEUEIRICRIEL S —E80. APl CPOERATER
V2D, RERBRPDOECIANSREITDICENTEET,

111, -T2

CCTlE Wy DTV RY—ER (APD ZIFOEIRED URL (DTU/INSX=5—) [CIBESNZ AP+
_5$§§E Ly U DIZ FéolunEgg AP Proxy 7&;% L/gfg

DTIUNSA=F—[CIEULY APl F—DERESNTUNDHZEDH. APl ADPOEREHFI L. ZOHDE
Bld. TS —DUARYRZERHNUET,

Ny DIV RY—ERELT, RRBERZIESITD APl ZFERLET,

DTVI)INSA—H—ICHHI—RZEBEITDE. BESNCTEHHDORIIBHRZIE LET,

LNV ZT—=8 (R&IBHR) (& JSON FER TRANENET,

API Proxy MOEZEIO—IFIUTDEND T,
1) APl Proxy DERX
1-1) API Proxy MERK
1-2) Conditional Flow (GET) MDEEk
2) Product MYEEK
3) PTUREZE (Developer) NDE%
4) 771 (Developer App) DEFE
5) APl F— (Consumer Key) D&
o) ern‘y APl Key Y —D1ERR (APl F—DER3E)
7)

{EAID Policy [FMTDEOTY,

Verify APl Key 13—

8
Copyright 2016-2024 FUJITSU LIMITED


http://weather.livedoor.com/weather_hacks/webservice

112, F

&

1)  API Proxy OYERK
APl Proxy Z1EEXLZE T,

1-1) API Proxy DERX

BELIED TAPIs] XZa—=%&2') w2 U, APIProxies BEICE® LET.

APl Management

Dashboarg ﬂ_ QOrganization_Administr... = FUﬁI’SU

Proxy Traffic

See more details in Proxy Performance

Developer Engagement

See more details in Developer Engagement

Traffic Level

Hour | Day

. From Fri Mar 10 2017, 10:00 am Y -
Month = Custom To Fri Mar 17 2017, 10:00 am By Hour

No traffic in the selected date range.

Developer Apps

See more details in Developer Apps

No traffic in the selected date range.

Organization ope

APl Proxies BB C. + APl Proxy] MA>Y&21) w2 LET,

APl Management Dashboard Publish | Analytics = Admin Organization_Administr... = FUJiTSU
Dashboard | APl Proxies Organization ope

APl Proxies

List Analytics

Search | All ~

AP Proxy

handson-api20160217020

Hello-World-Nodejs-2

Hello-World-Nodejs

Environments
test
test, prod

test, prod

1—3 o + API Proxy
Metrics for Last 24 Hours (prod)
Traffic Message Trend by Hour Avg Time Emor Rate  Modified i Actions
1 1 8029.00ms 100.00 % 3 hours ago X Delete | Roles (1)
3 L 37.00ms 0.00 % 19 hours ago % Delete | Roles (1)
o aday ago ¥ Delete | Roles
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> Build a Proxy (TYPE)
Reverse proxy (most common) ] ZEIRL. Next] MIYVED ) v I LET,

Build a Proxy

» Reverse proxy (most common) I

Use OpenAPI = Optionally associate the proxy with an OpenAPI| (Swagger) document

Node.js App

Create a new app in JavaScript and optionally add policies.

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

No Target

Create a simple API proxy that does not route to any backend target.

Proxy bundle

Import an existing proxy from a zip archive.

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

Exit Without Saving
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» Build a Proxy (DETAILS)

APl Proxy DIBHRZAD UL TNext] MAYZED v O LET, URIFADBITT,
+  Proxy Name : apikey-auth ((ERD&#0)
+  Proxy Base Path : /apikey-auth ({ERD/\Z (BEIAD)
«  Existing API : http://weather livedoor.com (ER®D APD

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name * I apikey-auth I

Valid characters are letters, numbers, dash (-), and underscore (_).

Proxy Base Path* I /apikey-auth I

A path component that uniquely identifies this APl proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this API

proxy is deployed, and this Proxy Base Path. Example URL http://test-sandbox-test apigee net/apikey-auth

Existing API* I http://weather.livedoor.com I

Defines the target URL invoked on behalf of this API proxy. Any URL that is accessible over the open Internet can be used. Example: https://api.usergrid.com

Description

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

—m Exit Without Saving
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | @® Pass through {none)

APTRey
OAuth 2.0

Browser [ Add CORS headers

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

LY PE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== —— = 10080
¥ default

test http:/[——————— =um:10080

prod https:// - ==m:10443
¥ secure

test https:/————— == 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

You are ready to build and deploy your AP proxy.
Deploy Environments [ prod @ test
Proxy Name  apikey-auth
Proxy Type  Reverse proxy
Virtual Hosts  default, secure
Security None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

N o | Exit Without Saving CTERIUYS I [ suitd anaDepioy |
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> Build a Proxy (SUMMARY)
APl Proxy OERDSE T UTIZo. APl Proxy DJYDO&EDV) w2 ULET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

+" Generated proxy

+” Uploaded proxy

«” Deployed to test
mi apikey-auth pfoxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (GET) DERK
N DTV RT—ERCHITDIY—R/NREWE (HTTP Method) DEZRZETTINET,
DSAPIYRDEDIDITZANNCCTEREULS/NS =V E—HTDBEIC, APl F—D5REIE (F6) Verify
APl Key MUY —DERK] THRE) Z2RTLET,

DEVELOPJ A 7%&21) w2 L. APl proxy editor ZB=Z79,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr... = FUﬁTSU

Dashboard |/ APl Proxies | aplkey-auth / Overview / 1 Organization ope

ACCES Skl RSION OF PROXY EDITOR

aplkey—HUth RVIE] DEVELOP TRACE PERFORMANCE

Project | Save | Revision 1+ Deployment »

Revision 1 Summary

Created: 4 minutes ago, Updated: 4 minutes ago.

Deployments

Environment Revision Status URL

test 1 @ httplee————— —— = +|

Expand All | Collapse All

Proxy Endpoints

Name Base Path Target Endpoints

* default fapikey-auth default
Target Endpoints Expand All | Collapse Al
Name Target Used by Proxy Endpoints

» default http://weather.livedoor.com default

© 2017 FUNTSU LIMITED Al rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... v Fuifrsu

Dashboard / APl Proxies / apikey-auth / Develop /1 QOrganization ope

ACCESS THE CLA RSION OF PROXY EDITOR

C VE

apikey-auth s cewn e sox oo OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Project v v Revision 1+ Tools + Deployment v Help for Selected Flow Search
Navigator <« Flow: PreFlow a Property Inspector PreFlow »
@ apikey-auth ~ PreFlow
- Policies + name PreFlow
3 = Reguest
* Proxy Endpeints + + =g
Step Response
~ default i step
PreFlow
B rostFiow
= Target Endpoints + Request
3 I
I PreFlow .
I
W PostFlow Code default 3
= Seripts + 1  <?xml version=" ., 8" standalone="yes"?> -
2« T
3
4~ names="Pre
5
]
7
8
9~ nam
1@
11
12
13 ~ Xy
14 /apikey-auth =
e AP

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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Flow DIEHRZAND L. TADd) MY VZED ) v D LET, MTIEIADBITY,
+  Flow Name : APl F+—35R3F (EFEDBED
+  Condition Type : [Path and Verb] Z#&iR
« Path : /forecast/webservice/json/v1 (ERD/ V)
« Verb :TGETJ Z&EiR

New Conditional Flow

Flow Name | AP —5I @

Description
Condition Type ) Custom O Pah@nmwm

Path | forecastwebservicefson/vi ®

wmseT@

Optional Target URL

Ohihe /778

16
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2) Product DYERK
Product Z{FRXLE T,
Product &I, fEBULIZ APl Proxy &J)L—ELIEEDTY.,
AP F—8EEEDEF 1T 1 REF. YEKUIE Product I CEIEITDCENTEFET,

BELEEO MPublishl XZa1—5D'5 Products] Z2'J w2 LT Products BAEICE#® L. [+ Product]
NI ED )W DI LUET,

API Management Dashboard [EVEM Publish A - 1w ] Organization_Administr... ~ Fuﬁrsu
cC w1
Dashboard / APl Proxies / apikey-auth / Develop / 1 Products Organization ope
k th Developers CESS THE CLASSIC VERSION OF PROXY EDITOR
apikey-autn v e —— - — .
Developer Apps OVERVIEW DEVELOP TRACE PERFORMANCE
Project v | Sav Revision 1 = Tooks ~ Deployment = Help for Selected Flow T
Navigator «  Flow: AP — 521 = Property Inspecior APIF —520F »
@ apikey-auth « Flow
~ Policies + name AP — BT
Description
~ Proxy Endpoints =
- default APl Management Dashboard = APls m Analytics Organization_Administr... = FUJITSU
W FreFiow o .
=B e Dashboard | Products Organization ope Environment | prod =
i
LU PostFlow
* Target Endpoints Products
~ default Li
ist Analytics
XN FreFiow !
XN FostFiow e —— 1w 1
~ Scripts Search All = (g)(_(_,&a J‘Ja 4 + Product
Product Keys  Created Modified
weather-oauth2-prod uct 1 Apr7,20167:26:59 PM Apr 20,2016 2:14:37 PM History || % Delete | Roles
ssl-yamaguchi-product 1 Apr11,2016 4:34:04 PM Apr 11,2016 4:34:04 PM History || % Delete | Roles
handson-user001-product 1 Feb 4,2016 9:18:35 AM Feb 4, 2016 9:18:35 AM History || % Delete | Roles
ssl_test 1 Oct7, 2015 1020:50 AM Mov 16, 2015 2:19:16 PM History || % Delete | Roles
Deployed to prod ZabbixE: 1| Oct22,2015 729:38 PM Oct 22,2015 7:29:38 PM History ||  Delete | Roles
Zabbix 1| Oct22, 2015 709:33 PM Oct22,2015 726:12 PM History || x Delete | Roles
ssl_tesi2 1 O¢t21, 2015 10.56:31 AM Qct21,2015 1056:31 AM History | x Delete | Roles
foo-bar-baz 1| Oct20, 2015 324:21 PM Oct 20,2015 324:21 PM History || x Delete | Roles
Health-Check 1 Sep 17,2015 4:34:35 PM Sep 17,2015 4:34:35 PM History || % Delete | Roles
Test Product 1 Aug7,201510:17:04 AM Aug 7,2015 10:17-04 AM History || x Delete | Roles
rehel7lest 5 Jul 10,2015 3:50:51 PM Jul 10,2015 3:50:51 PM History || % Delete | Roles
key_Manual 5 Jul8, 2015 11:04:45 AM Jul 8, 2015 1:37:20 PM History || % Delete | Roles
sanolest product 4 Jul6,2015510:15 PM Jul 7,2015 3:15:26 PM History || % Delete | Roles
ZabbixGroup 4 Jul1,2015 2:35:55 PM Jul 6, 2015 4.59.05 PM History || % Delete | Boles
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Product DIEFHRZEAND L. [Savel MYVYED DO LFET, UTRIEAHBITI,
< Product Details
+  Name : apikey-auth-product ((EED&FD)
+ Display Name : apikey-auth-product {ERDOEFT (BEAN))
«  Environment : ltest] , MNprod] Z#EiR
«  Access : Public] Z#EiR
+  Key Approval Type : 'Automatic] ZZIR
< Resources
« APl Proxies : apikey-auth (I'1) APl Proxy MYER] TIEBULIZ APl Proxy Z&ER)

API Management Deshboard = APls m Analytics = Admin Organization_Administr... = ru'||\m1

Mew Product Organization cpe

NEW PrOdUCt Preducts give developers access to your APls

Product Details

Nare |apikey-auth-product * Name : lapikey-auth-product] ({EE=M4&a1)
Display Name  apikey-authproduct - Display Name : (20481 (BEAHD) )
Description / * Environment : ltestl, [prod]#;#&iR
Ervionment @ test @ test2 @ pod * Access : [Publicl&&IR

| * Key Approval Type : [Automaticl%#IR

Access ntemal only — Visible only to developers at ope during app

Private — Visible only to exten mlopers with explicit pamissioh

® Public — Visible only to any registered developer during app registration
Key Approval Type @ Automatic Manual
Quota requests avery Select... ¥

fllowed OAuth Scopes
araled scope names.

Resources
API Proxy Revision Resource Path

Select... v Select.. ¥ Select v Import Resource

Paths Resource Path Actions

- Tapikey-authl®&iR
X@,ODFFEEIRT CE TIEBOAPIProxy 2 B3 &9

AP| Proxies API Proxy

=
I apikey-auth ® v I % Delete

+ API Proxy

Custom

Attributes Name ~  Value Action

+ Custom Attribute

10 @ccEIUYS )

© 2017 FUNTSU LIMITED Al rights reserved, Version 4,16.01.04

Cancel
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3) PTUERZE (Developer) ME %
Developer &% LE T,

&R UIZ Developer (3. ROFIETFP T (Developer App) ICEINHTET,

BE LEEDIMPublishl X — a1 —5H"5MDevelopers]Z&2') w2 LT Developers B@EICER L. [+ Developer ]
NI ED )W DI LUET,

API Management Dashboard = APls Analytics = Admin Organization_Administr... = FU'I:I‘I‘SU

Dashboard / Products rganization cpe Environment | prod ~

Products
Developer Apps
List Analytics

Search  All = + Product

Product Keys Created [ * Actions

apikey-auth-product 0 | May 24,2016 3:34:30 PM  3:34:30 PM History || % Delete || Roles
API Management Dashboard | APIs Organization_Administr... ~ FUjiTsu
Dashboard / Developers Organization ope Environment | prod ~
Developers

List Analytics

@ Dev Portal

Search Al =
Developer Usemame i Keys Actions
Pending = |  Delets
2 | x Delete
1 test s81_lest 2 2 | x Delete
https://192.168.1.19:94- |test2 ssl lostz 1 1 [ x Delete
test 1 test @test lest testl 6 Pending = | x Deiete
test sano s akihiko@jp fujisu com sano 1 1| x Delete
tes test@example co p test_user 1 1 | % Delete
test lest test 2 2 | x Delete
yuuki taki lestiDiestest test taki2 2 2 x Delete

8 2017 FUNTSU LIMITED All rights reserved. Version 4.16.01.04
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Developer DIEHRZEAD UL Savel MYVYED ) v D LET,

APl Management Dashboard | APls m Analytics | Admin Organization_Administr... ~ Fu]TTsu

Dashboard / Developers / Mew Developer Organization ope Environment | prod ~

New Developer

Developer Details

First Name  Z@p . .

g - J#EZBFist Name,Last Name,Email,Username
Last Name | ] Elj] l}*a-
o
Email | fj-taro@example.com

Usemame  fj-taro
Custom Attributes
Name « Value

Actions

4 Custom Attribute

=

© 2017 FUNITSU LIMITED All rights reserved. Version 4.16.01.04
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4) 77 (Developer App) DS

Developer ZZ|DHT2D Developer App ZEKLZE T,

Developer App [C Developer ZEINHTDCET. BBD APIKey DMERBSNE T, UDOIT X RDIRIC
CD APl Key ZFIFALT APl Product [CPPOEZRE=EDCET. Developer MDEFEEZF 11T v DIER
HTU\ET,

1 DD Developer App ICxTLTIE. 1 AD Developer & 1 DM ED Product ZE0HTIDIUENHD

EXR

4

BIELEED Publish] XZa—h'5 Developer Apps] Z2') w2 LT Developer Apps BIEICETR L.
[+ Developer Appl MIV=ED v LET,

API Management Dashboard |~ APIs m Analytics  Admin Organization_aAdministr... ~ FUiflSU

Products Organizaticn ops  Environment | prod =

Dashboard / Developers

Developers

Developers

List Analytics

@ Dev Portal

Search Al + 1=10 of 10 Export = + Developer

APl Management Dashboard = APls Organization_Administr... = ru]“fm

rd | Developer Apps Organization ope Envirenment | prod »

Developer Apps

List Analytics

@TTRIVYY |

App Developer App Family = Company Key Traffic Error Rate (%) Regisiered Adlions

Search All~ Al | Pending Revoked | Approved

Maetrics for Last 24 Hours

sl test default 1 Apr 11, 2016 436:51 PM % Delete

hitps://192.168.1.19:94
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Developer App DIEREAND L. [Savel MIVED) w2 LET,

APl Management Dashboard = APIs Analytics ~ Admin Organization_Administr... ~  FUJiTSU

Dashboard | Developer Apps | New Developer App Organization ope

New Developer App

Developer App Details
Name | apicey-auth-app » Name : [apikey-auth-appl ({FED&HI)
Display Name  apikey-auth-app ® ] + Display Name : BEAhENFT,
Developer | 25 E-L:E (Haro@example... |n * Developer:E®#UJDeveloperZEiR
Callback URL

Salback UBL s ool requred for Soleaged QAU

Notes

Products

{1t Consumer Key Consumer Secret Actions
ap:key-auth-pro@ v o=

Alleastone productis required

@CTc'®IVYI )
« lapikey-auth-product]&#&iR

Custom Attributes

Name - Value Actions

+ Custom Attribute

@cceIVYI !

© 2017 FUJITSU LIMITED All nights reserved. Version 4.16.01.04

5) APl F+— (Consumer Key) DiER
Developer Apps BED P JU—&IC, EFRLIEPTIHBINEINET,
BIESNEZPTUEEERL, ERISREERLET,

API Management Dashboard = APls m Analytics | Admin Organization_Administr... ~ ruﬁTsu

Dashboard / Developer Apps Organizatien ope Environment | prod =

Developer Apps

List Analytics

Search Al - Al | Pending | Revoked | Approved 1—22 of 22 + Developer App

Metrics for Last 24 Hours

App Dew

apikey-auth-app #

Company Key  Traffic Error Rate (%) Registered Actions

1 May 24, 2016 4:59:05 PM x Delete
ssl-yamaguchi-app alaul 1 Apr11, 2016 4:36:51 PM x Delete
weather-cauth2-app dev_admin dev_admin default 1 Apr7,2016 7:28:14 PM % Delete
handson-user001-app dev_admin dev_admin default 1 Feb 4, 2016 9:26:00 AM x Delete
ZabbixApp ops user default 1 Oct 22, 2015 7:32:37 PM % Delete
Zabbix ops user defaull 1 Ocl 22, 2015 7.2521 PM » Delete
ssi_test_app? ssl lest? default 1 Oct 21, 2015 10:57:13 AM % Delete
AAAAA dev_admin dev_admin default Pending Oct 20, 2015 3:25:26 PM x Delete
ssl_test_app ssl test default 1 Oct 7, 2015 11-0903 AM ¢ Delete
Health-Check testtest default 1 Sep 17,2015 43628 PM » Delete
Test App testtest default 1 Aug 7,2015 101737 AM ¢ Delete
test app3 dev_admin dev_admin default 1 Jul 28,2015 239113 PM x Delete
lest app2 test 1 default Pending Revoked Jul 28,2015 2:38.43 PM * Delete
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Consumer Key 8D Showl MAVZED ) wDIIDE. APl F—DRRSNFET,

APl Management Dashboard | APls m Analytics | Admin Organization_Administr... + miflsu
Dashboard / Developer Apps | apikey-auth-app Organization ope
apikey-auth-app X Regenerate Key || # Edit | X Delete

Developer App Details
Name  apikey-auth-app
Display Name  apikey-auth-app

Registered  May 24, 2016 4:59:05 PM

Developer 87 %-4& (fjtaro@example.com)
Callback URL
Notes
Products
Product Status Consumer Key
apikey-auth-product Approved

Custom Attributes

Name « Value
© 2017 FUNITSU LIMITED All nights reserved. Version 4.16.01.04
Products
Product Status Consumer Key Consumer Secret
apikey-auth-product Approved pXBPKIevGJZKSWOQIRFHBIvLATGNmMA TAD Hide Show

6) Verify APl Key IR ¥ —D1ERK
AP| F—DIEEE « SREINIBETTD Verify APl Key MUY —&8NIULET,
BRIICERSINZEPTIUNDSDI DT RDH. APl NDOPDOEREHAIITBRIDICLULET,

23
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AP| Proxies BEICB®E L. 1) APl Proxy OER%] THERKLIZ APl Proxy &&EIRUIIC#E. TDEVELOP
BNIT&D1) w2 LT APl proxy editor ZBEZE T,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

Add Policy

g o e

[ Get OAuth v2.0 Info
[ 5et OAuth v2.0 Info
[E) Delete CAuth v2.0 Info Display Name [ Verify AP Key
] CAuth v1.0a
Bl CAuth v1.0a
[E) Get QAuth v1.0a Info

Policy Type  [f] Verify API Key

@

Name [ Verify-AP|-Key

DTT'RIVYY |

B Generate SAML Assertion
[E) Vvalidate SAML Assertion
MEDIATION

| NI ARV YT

©htt 7D P78

MVerify APl Keyl Z2D Uy D%, MU)Y—DBEHREAND L. TADD] MEVED ) v D ULFET, MREAD
BITT,
+ Display Name : Verify APl Key (ERDB8D)
+  Name : Verify-API-Key (EFRDBED

Add Step

[ Get OAuth v2.0 Info
[E]Set OAuth v2.0 Info
[IDelete OAuth v20 Info Display Name _Juenty AP1key

] CAuith vi.0a Name [ Verify-APLKey ®
[ CAuth v1.0a

[E) Get OAuth v1.0a Info

Policy Type [B] Verify API Key

(/DN

uGu'uruh SAML Assertion
) Validate SAML Assertion
MEDIATION

| NTa YRR Y]

©haut /PN
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BN0LIE Verify APl Key MUY —DiREBEZRTSNE T,
MEICI U TR Y —DEEZRELE T,

APl Management Dashboard ﬂ Publish = Analytics =~ Admin Organization_Administr... ~ ru]‘frsu
Dashboard / AP Proxies / aplkey-auth / Develop / 1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITCR

aplkey-aUth OVERVIEW DEVELOP TRACE PERFORMANCE

Project v @ Revision 1+ Tools * Deployrm
Navigator <« Policy: Verify API Key <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

@ apikey-auth . m Verityd <VerifyAPIKey async="false" continueOnError="false" enabled="true" name="Verify-API-Key" >

e i : : -
* Policies ¥ w <FI?|sp|ayI:\Ja?'1e>VenFy API Key</DisplayName>
z <Properties/>
Verify AP| Ke! " 1 —
pﬂ E T bt ¥ m Display Name | Verify API | <APIKey ref="request.queryparam.apikey"/> | API+—OHUSERISE
* Pre n N
Y AL LD 7 VerityAPIReY
- default + ) ’
. Name  Verify-API-|
B PreFlow V4 Properties
. P B
API-—3BAE Coce il iR ey APIKay
1 | k?xml version="1.6" encoding="UTF-8" standalone="yes"?> - —
W PostFiow 2 async="false" continueoOnError="false" enabled="true" name="verify-API-Key"> =y equest.queryparam apikey
~ Target Endpoints + 3 verify API Key
4

~ default + 5 ref="request.queryparam. apikey"

B PreFlow &

Xl PostFiow
~ Scripts +
Deployed to test

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<VerifyAPIKey async="false" continueOnError="false" enabled="true" name="Verify-API-Key" >
<DisplayName>Verify API Key</DisplayName>
<Properties/>
<APIKey ref="request.queryparam.apikey"/>

</VerifyAPIKey>

KEBEITOEEDNT Y ~ERDBEAERF TR UTNET,
KEZNBOFFEMIE. TA11. Verify APl Key XML Tk ] Z2TSRIIES0N,

[
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)

L
DN

—DicE

o\

D, YERRUIEM Y —ZBE L. [Savel MYVZED v D LET,

API Management

Dashboard ﬂ Publish | Analytics | Admin

Organization_Administr... ~ FU]?ISU

Dashboard / AP| Proxies / apikey-auth / Develop / 1

apikey-auth

Proect v | EEENE I

Tools v Deployment v Help for Selected Flow
Navigator % — 52
apikey-auth
- Policies +
|1 verify API Kev |\*
~ Proxy Endpoints + m

- default

B FostFiow
~ Target Endpoints
* default

Xl PreFlow
X PostFiow

= Scripts 4

Request

Response

Step ]

Deployed to prod

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

Crganization ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

OVERVIEW DEVELOP TRACE PERFORMANCE
Search
[=]1F- Property Inspector APIF — BT »
Flow
name AP — 2311
"4 Description
Step | |_Request
. < Step
Name Venfy-AP|-Key
Response
Condition (proxy pathsuffix MatchesPath “fo

26
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8)

ENIFHESR

TER UIZ APl Proxy OEWFIERZTTUVE T,

(APl F—ZIBEUCHEE

MTRDBIDLDIC, URL APDOERIDE JSON FERADT —HMRASINZ T,

http://{FQDN}:10080/apikey-

auth/forecast/webservice/json/v1?city={CityCode}&apikey={ConsumerKeys}

¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: API Proxy MIERBSICERSNTIZ URL O 8 (FQDN) ZIBELZXT,

¥{CityCode} &, EFRDEHI— FICBESHMATIIZEL, (Bl : 400040 73&E)

*{ConsumerKey} [&. 5) APl F=— (Consumer Key) DR THESR LIZ Consumer Key [CBEE#Z
T<rzZEh\,

[

-0

link:
name:

- pinpointLocations: [

"hitp://weather.|ivedoor.com/area/forec

ast /40202007,

T

http://weather. |ivedoor.c
7

om/area/forecast/4020300°,

ink: "http://weather.|ivedoor.com
|

/area/for ecast /40207007,

r.com/area/forecast/4021000",

ink: “http://weather.|ivadao
e

com/area/forecast/4021100°,

1%

ink: “http://weather livadoor.

“hite://weather, | ivadoor

con/area/forecast /40212007,

“E"

: “hitp://weather,|ivedoor

on/area/forecast /4DZ1600",

"iE

: “hitp:/fweather. |ivedoo

r.com/area/forecast /4077500",

“hitp://weather | ivedoor.com

Jarea/for scast /40228007,

TR

m/area/forecast A4022600",

“httei/fweather, |ivedoor co
"aeEm

ink: “http://weather.|ivedoo

r.com/area/for ecast/4044700",
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(APl F—ZBE LRSS
UTRDBIDEKDIC, APl F—ZBEULRNBESIERELS —ERDFT—IZEB TESR\TH, RIERFPOE
ANBRETDCENTEET,
http://{FQDN}: 10080/ apikey-auth/forecast/webservice/json/v1?city={CityCode}
¥htto 70 D)L CTOEMERERBITT (R—~EFESIE 10080 TI),
*{FQDN}: API Proxy MIEBSICERSNIZ URL DM 8 (FQDN) ZIBELZE T,
¥{CityCode} [&. EFRBDEHI— FICBESHMATIIZEL, (Bl : 400040 73E)

[
= fault: |
faultstring: “Failed to resolve AP Key variable request.queryparam.apikey™,
- detail: |
erro

28
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12. OAuth 2.0 3t
121, APIFEE (CAUth2.0) M
OAUth20 [ Ry RO =D LDV - UTRER P I ZRERIRSEBILTHDTO FIUVERRTT,

COT70ORIDIVERRIZE. RFC 6749, “The OAuth 2.0 Authorization Framework” & U TEZRSINTUE
g-o

AT —EXTE MIY—EFAIDCET, OAuth 20 EFERLIE APl ORYEREITDICENTEZ
ER

AY—EXR(L OAuth Service Provider CUTOHEEZB L THRND. ~—0YDINE UOBERHIRDE
BrE, BREER#EIDCEE< OAuth 20 DEHHEAERIAI D ENTRETY,

F2. CAUth 20 DEZRT DUTD 4 DD PO CRAERNS IO -5+ T (Grant 1&B8I) £TICXIi L CuL)
ENC

Eall MRY—Y

Authorization Code Grant (REBHRN\D) RHEICNIZDP O ANMER. —/\T A
FWeb 771) (Web H—/\)

Implicit Grant —BR PO EIDNER, Web TSOY L TEMEFIT DD S

1PV RTA R Web P71

Resource Owner Password Grant | UV =X —F —HW'BEESNILUT VY v ILEREFT D.
Web TS5OUDMANTEMNFI DD S P b+

Client Credentials Grant BoB8NUY—AA—F—ThHD KIZIEBIDFERTIY—
AA—=FT—DEFFICPOECIRISINTND, Web T35
YA TENEIT DS AP+

ARA—RT—ZTld. 4 DD Grant FERIDD5. Authorization Code Grant ZFIALIC APl OFRTICD
L CERBBLE T,
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https://tools.ietf.org/html/rfc6749

122, A—XRT -2

CODIA—RT—RATIE. AU —E&ERHULIZ OAuth 2.0 Authorization Code Grant Mft#d (GREE «
oo 0—) ICDU\TERBBLETD,
FEO—)UVEUTOENTT,

mElY; wE

AP {2HE APl DBERETY,

API RIFEE D2A4PY~ (PTU) OREETT.

N =R A—F— A—-Y—F—=5 (UVY=2) OFRBBCHD. DS54 PV b~ (PTU) ICPD
CRARIYE5ZDFETI,
DS5A4PY K~ (PT)) Z2EAIDIY RF1-Y-TT,

DSA4PU~ N —=RAPDORAORAEZZTDIT—R/IN—=F1PTITT,

SREETF—/N\ AR ZET DY —/NTY,

Y ==/ Y —R=ERFI DY —/\TT,

A-—Y-TI-IxzVhk | UY=RZ—=F—D Web TS5TYTT,

FUJITSU Hivborid IT Service H—ERTONAST—-E U THELTT, RIYWEZETTL). Authorization

Egrﬁ:nagemem Code (8@ 3—F) ® Access Token (POEBA—=DYV) ZHTLET,

AT —EREEFBUIZ OAuth 2.0 Authorization Code Grant 20— TD®@ND T,
HKIEEZROEIEDO—TY,

*  Callback URL <

FIVEE
APTHIEBH hhﬁ’a’ﬁ‘“m., . PEeIOuRr APTZHH
1-¥-I-yIvh VERPOL ax  _—  \
(F'594) (77V) _— \ mm-mmm
ZAEERS . — \
g — FEE

Login App:Login a,';—&ﬂ._}r_
SRE-SBRUITANER

——r
SFRIVOIA NEST @A

Authorization Code '
Login App:Content Form

RITER

Authorization Code

Yy—2A-F-
(2-%-)

2
T
-
=
)
3
D
Q
)
3
D
3
~r

DY-24 —{ -
Access TokenR{TER (APIH—){-)
(Authorization Code)

Access Token${T

L P

JY-ER
(Access Token) =i '

v
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J0-—

XNIRE J0—#H2
BS

©) AP| I2tE Y —/N (OT1 Y PTU) U= —-NZARLET,

@ | APl 2B AT —EZEIC OAuth 20 R Y—&BALIZ APl Proxy &fEskLE
g, (X123, Flg 2~3) [C5%H)

@ | APl 2B API RIBEN' S DEEE (P78, Callback URL, Scope, I
APl _etc) ICKD. AU —ERICPTUEHRZSRZ LI T,

X2, BEROEICIWNESNIZ client_id, client_secret Z. APIAIBE
([CBRLUET,

AP FIBE BHISN/E client_id, client_secret ZHFHFAAIZP T (DS54 PV
7T EERLET,

@ U —=2A =T — A-—F—I-IT VDDA PV ERBLTARY—ERICTPOER
LEI, COERE. UDITRARERIC client_id, state 25 ULE 9,
state (&, DS54 PYMITAZ—OF—-Z4HK L. By Y3 VICEBIRL
TREFT,

FUJITSU Hybrid IT Service | lient id DYEREANERELET,
FJcloud-O
APl Management
® Ej‘j'TSdU(';Yb”d ITService | ZFEH THNIEL VST LD SCKDREET —/N\ORIMBEEZL—F—
AP| Management I-YxVhCO-RULFET,

® |JY-RF—F— SRITEBEICREEBEREAD L, BT —/\ICRELE T,
KISAPYRORY —ERZRBET. BERMET —/IN\PIOEIALT
A ESITET,

SREEH —/N ST ERIBREE EICRIELE T,
L, FYUOIIR +EREEREZI-Y-I-YTVHIO—FL. U
V=RA=F—ICDOSA PV RICRKDIY—AND PO RABRDFFOZ
BNSHEFT,

U —=2A =T — BUEDECH L. POERBREZHFILET,

@ | WEEY =/ PORIABRDFISNTCZIBEE. AT —ER(C Authorization Code M
HETZ22RLET,

Egﬂ'TSdU(';Yb”d IT Service | Authorization Code DT, USF 1 LD H URl ZFRIEY —/N\ITEE

APl Management L&,
¥ Authorization Code. state U1 L2k URl RICEFNFET,
SREE T —/\ STRoEUFILUO UR ZANT, - —I—-Y 1V FEEBES
Nz (O34 PR ICUF1 LD EULET,
© | O31PYE TyYy3 vV ENAZ—DF—& state /NS X =5 —DENE UHHERLE

9., AU THNIE. 'JDOIREHIC clientid, client_secret,
Authorization Code &5 L. A —ERIC Access Token &K
LEI,
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X1-—Y-I—-YxIYVrEREhET. BEAT-—ERE@RELET,

D) FUJITSU Hybrid IT Service | client_id, client_secret TO S5+ 7Y tZ&06E L. Authorization Code
zgm:nagemem EREILET, MBIEHNIE. IS5 7Y FC Access Token E#f3
LET,
an D34 PY

Access Token Z{F>TIUY =G —=/NICJY—ZANDPIOECRAEER
LET,

32
Copyright 2016-2024 FUJITSU LIMITED




123. FR

1) SBEI%EfR
AP BB, Y —/NEUY - —/NZARLET,
FE. WY —/\DSAT —ERICTVIEZATET DR DEMBZEZTO>TCRETEI,

2) Access Token #17 API Proxy DYERX
APl 1RIENERELE T,
Access Token ZF1TI DICHICHEIS APl Z= APl Proxy & UTIERILE T,
AT —EXZRAHLIZ OAuth 2.0 Authorization Code Grant Z0—0D @ H'5 (0 OMIBERELZE

ED

2-1) API Proxy D1ERX
AP Proxy Z1ERR LT,

BELEED TAPIs] XZa—=%&2') w2 L. APl Proxies BBICEB®BLZET,

APl Management Dashboard Organization_Administr... FU'ﬁTSU
Organization ope

four | Day = Week | Month ! F'c;: E;:H:: :‘j’idj ggtj:: By H
Proxy Traffic
See more details in Proxy Performance

No traffic in the selected date range
Developer Engagement Developer Apps
See more details in Developer Engagement See more details in Developer Apps
Traffic Level
No traffic in the selected date range.
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API| Proxies B@E C. [+ APl Proxyl mMA>Y&2') w2 ULET,

API Management Dashboard E Publish | Analytics = Admin Organization_Administr... = FUJITSU
Dashboard / APl Proxies Organization ope
API Proxies

List Analytics

Search Al = 1—3 o e | + API Proxy

Metrics for Last 24 Hours (prod)

API Proxy Environments Traffic  Message Trend by Hour Avg Time Error Rate | Modified Actions

handson-api20160217020 test 1 | 8029.00 ms 100.00 % | 3 hours ago » Delete || Roles (1)
test, prod 3 L 37.00ms 0.00% 19 hours ago x Delete || Roles (1)
test, prod 0 aday ago x Delete | Roles

> Build a Proxy (TYPE)
No Target] Z&IRU. Nextl] MYV ED D LET,

Build a Proxy

Reverse proxy (most common)

Route inbound requests to backend services.

Node.js App

Create a new app in JavaScript and optionally add policies

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

= No Target

Create a simple API proxy that does not route to any backend target.

Use OpenAPl | Optionally associate the proxy with an OpenAPI (Swagger) document

Proxy bundle

Impoert an existing proxy from a zip archive.

Exit Without Saving
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» Build a Proxy (DETAILS)

APl Proxy DIBHRZAD UL TNext] MAYZED v O LET, URIFADBITT,
«  Proxy Name : cauth ((EEDE#D)
»  Proxy Base Path : /oauth EBD/\Z (BEAD))

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name * I oauth I

Valid characters are lstters, numbers, dash (-), and underscore (_).

Proxy Base Path ™ I foauth I

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this API

proxy is deployed, and this Proxy Base Path. Example URL http://test-sandbox-test apigee net/oauth

Description

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

Exit Without Saving Next
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

TYPE DETAILS SECURITY

Secure access for users and clients.

Authorization I ® Pass through (none) I

AP REy

) OAuth 2.0

Exit Without Saving

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)

BREEZZTIC [Next) MRYVED v D ULET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== — ==m:10080
¥ default

test http!/——— E=um: 10080

prod https://: —— ==m:10443
¥ secure

test https /= —=———————=—:10443

Exit Without Saving

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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> Build a Proxy (BUILD)
BREZZZTFIC [Build and Deploy] MY >VZ=20' w2 UZET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.
Deploy Environments () prod @ test
Proxy Name  oauth
Proxy Type  No Target
Virtual Hosts  secure, default
Security  None

Browser Do not allow direct requests from a browser via CORS
© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving

CC'IUYI |

I Build and Deploy I

> Build a Proxy (SUMMARY)
API Proxy OYEED'ST T UIZ5. APl Proxy QU YD&) w2 LET,

Build a Proxy

+" Generated proxy

" Uploaded proxy

J Deployed to test

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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2-2) authorize APl O1ERR (@, ©)
2J20-0 @, © ONBERELFEI,

(1) Conditional Flow (GET) MEsk (authorize T RN > ~DVERK)
NN DT RG—ERICHTBRIY—Z/NZXEE (HTTP Method) DREZE1TULVET,
DSAPIYRHDSDIUDIR DT CTEREUL/INY =V E—HTDIREIC. MIBOFIETEET DNIEEE
FUET,

Develop] 7% w2 L., APl proxy editor ZBEET,

APl Management Dashboard ﬂ Publish = Analytics = Admin Organization_Administr... ~ FUﬁI’SU

Dashboard / AP Proxies / oauth / Overview / 1

Organization ope

ACCE o 5T =]l MellERSION OF PROXY EDITOR
oauth

RVIERV DEVELOF TRACE PERF ORMANCE

Project = | S Revision 1+

Deployment +

Revision 1 Summary

Created: 5 minutes ago, Updated: 5 minutes ago.

Deployments
Environment Revision Status URL
test 1 @®  hitpili= = [+]
Proxy Endpoints Expand Al | Collapse Al
Name Base Path Target Endpoints
» default loauth

Target Endpoints

© 2017 FUNITSU LIMITED All rights resenved. Version 4.16.01.04
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default @ +] MOV ZED 1) w2 L, New Conditional Flow ZBEEJ,

APl Management Dashboard m Publish = Analytics =~ Admin Organization_Administr... = FUﬁTSU
Dashbeard / APl Proxies / oauth / Develop /1 Organization ope
DEUth DVERVIEW DEVELOP TRACE PERFORMANCE
Project v Revision 1 Tools v Deployment = Help for Selected Flow
Navigator «  Flow: PreFlow 2 Property Inspector PreFlow
B oauth « | PreFlow
= Policies + name PreFlow
- 1 s  janaes Ri it
~ Proxy Endpoints + P REUES
o esponse
« default o
X Preflow
I PostFlow
~ Target Endpoints + Request
T - =
—
Code default
1 < standalone=" »
2~
3
4~
5
()
7
8
9~ name:
18 t
11 se
12
13 - i
14 BasePath»/oauth</BasePat -
Deployed to test
2016 FLLUTSLL|IMITED Allrinhts resenved \krsion 4 15.07 03

Flow DIBIREAD L. TAAd) MIVED ) wOULET, IMFNIIADBITY,
Flow Name : authorize ((EED&E8D)

+  Condition Type : Path and Verb] Z&iR
+  Path : /Jauthorize (EZD/\)
« Verb :ITGET] &ZZEIR

New Conditional Flow

Flow Name I authorize @ I

Description

Condition Type Custom Path . ath and Verb
Path I Jauthorize| ® I
Verb I GET @ v I

Optional Target URL

&Zc'IUY |

(2) client_id FxwvDWBDEE (APl F+—550 (@)
client_id OF T v ONBEERELFT,
client_id DIEEE « SREEVURZTTD Verify APl Key R Y —Z800LE T,
BRICERSINEPTINSDI DI R EDH. APl ADPIEREZHITITBILDICLET,
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Policies @ T+1 MAY&D ') w2 L. Add Policy ZBRE&E9,

Dashboard ﬂ Publish = Analytics | Admin

APl Management

Organization_Administr... = FUﬁTSU

Dashboard / AP Proxies / oauth / Develop /1

ACCESS THE CLASSIC PROXY EDITOR
OaUth OVERVIEW DEVELOP PERFORMANCE
Project v m Revision 1+ Tools « Deployment v Help for Selected Flow Searc
Navigator «  Flow: rize A Property Inspector authorize »
B ocauth . Flow
~ Policies name authorize
Y W e Deseription
~ Proxy Endpoints + e
Step Request
 default + L Response
m PreFlow Condition (proxy pathsuffix MatchesPath "/a
5l authorize
I PostFlow Request
e . I
~ Scripts + -
Code default ¥
1 <Paml 2" encoding="UTF-8" standalone="yes"?> =
2+ d
3
v
5
6
7
8- o
9w Flow r "authorize™p
18 r r
1
12
13 on>(proxy.pathsuffix MatchesPath "/authorize") and (request.verb = "GET")</Conditic s
14 4 3
Deployed to test
ELO04E FLLUTSILLIMITED. Allriohte resered \ersion 4 15.07 0%

Organization ope

MVerify APl Key) &2 v D%, MUY —DBREAND L, TAdd) MIVED v D LET, UTRIEIAD

pca,

+  Display Name : VerifyClientlD (FED&&1)
+  Name : VerifyClientlD ((FE0DEZ#0)

Add Policy

[ Delete OAuth v2.0 Info -
[ OAuth v1.0a

[ oAuth v1.0a

[} Get OAuth v1.0a Info
[ Delete OAuth v1.0 Inig
[)Access Control
[Loapr

[} Generate SAML Assertion
[} validate SAML Assertion

Policy Type  [F) Verify API Key

Display Name | VerifyClientiD|

Name | VerifyClientD

O VPN

EBJSON to XML
[0 XML to JSON
Bl Raise Fault
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BN0LIE Verify APl Key MUY —DiREBEZRTSNE T,
MEICI U TR Y —DEEZRELE T,

VerifyClientID.xml
APl Management
Dashboard / APl Proxies oauth / Develop /1
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
oauth <VerifyAPIKey async="false" continueOnError="false" enabled="true" name="VerifyClientID">
<DisplayName=>VerifyClientID</DisplayName:>
Project v m Revision 1+ Tools » Prnnprripq'f . .
Navigator «_ Poljcy: VerifyClientic] J<AP]K9Y ref="request.queryparam.client _id"/> i client_idDESHKZIEE
B oauth < /VeryAPIREy

I B VerifyClientlD I

~ Proxy Endpoints

- . MerifyClientlD
~ defaul Display Name | VeerifyClientiD =i sl
efault ! : DisplayName MerifyClientlD
I FreFlow Properties
authorize Name  VerifyClientiD APiKey
I PostFlow ref requestqueryparam.apikey
~ Target Endpoints + Attached to Flows Not used in any flows .
~ Scripts +| Code VerifyClientiD v
1 FoTvercioneTT O encomnEs T N sTondstone Ty
2~ EVeri IKey async="false" continueOnError="false" enabled="true" name="VerifyClientID
3 Disp VerifyClientID</D ame
4
5 ueryparam.apikey"
6

R —EEEm

Depioyed totest

£ 901E FLLITSLLLIMITED Al rinhte recamed \breion 4 1507 03

(E&HI]

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<VerifyAPIKey async="false" continueOnError="false" enabled="true" name="VerifyClientID" >
<DisplayName> VerifyClientID</DisplayName>
<Properties/>
<APIKey ref="request.queryparam.client_id"/>

</VerifyAPIKey>

KEBEITOEEDNT Y ~ERDBAERF TR UTNET,
KEZNBOFFEMISE. TA11. Verify APl Key XML {1k ] Z2TSRIIES0N,

Y
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(B) DITIUNSAX=F =T YI—FT 1 VITWEBDRE (JavaScript) (@)
ZO)T DA IVEER LET,

Scripts D +] MYV ZED ) w2 L, New Script ZBEEJ,

APl Management Dashboard m Publish = Analytics = Admin Organization_Administr... v FuﬁTSU
APl Proxies / oauth / Develop /1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
oauth OVERVIEW DEVELOP TRACE PERFORMANCE
Project v m Revision 1 = Tools v Deployment = Help for Selected m'.':-llf;: AP| Key Policy Searc
Navigator «  Policy: VerifyClientiD % Property Inspector VerifyClientiD »
B oauth u VerfyAPlKey
* Palicies +* async false
[ VerifyClientiD Type m Verify AP Key continueCnError  false
enabled frue
* Proxy Endpoints + NerClientD
+ defaul Display Name | VerifyClientID = = -
efault + B Display Name: MerifyClientiD
X Frefiow Properties
38 authorize Name  VenfyClientlD APIKey
m PostFlow ref request.queryparam.apikey
~ Target Endpoints ed in any flows v
~ Scripts ¥
2 Y Talse" e* name="VerifyClientID
3 VerifyClientID</D
4
5 st. Ly e
6
Depioyed to test
B 16 FLLUTSLLLIMITED Al rinhts resened \ersion 4 1507 03

2DV TEOBEHRZEAND U TADD] MYVED ) v D ULFET, MREIALBITY,
«  Source : [Create new file] ZEiR
«  File Type : [JavaScript] Z&iR
«  Script Name : urlencoding.js (EED&AD)

New Script

Add an existing file or specify a name to create a new file.

Source .lreate new file Import file

File Type I JavaScn@ 'I
3 |
=)

ScriptName I urle:‘:odlng|

43
Copyright 2016-2024 FUJITSU LIMITED



Scripts [CIERSNIER DU T FEERL, AU U T MrEBEERTUE T,
DITUNSA=H-=—DEEHREZBELTCIYI—FT 1 VI LIET,

(&)

var client_id = context.getVariable("request.queryparam.client_id");

var state = context.getVariable("request.queryparam.state");

var scope = context.getVariable("request.queryparam.scope");

var redirect_uri = context.getVariable("request.queryparam.redirect_uri");

context.setVariable("urlencoding.client_id", fixedEncodeURIComponent(client_id));
context.setVariable("urlencoding.state", fixedEncodeURIComponent(state));
context.setVariable("urlencoding.scope", fixedEncodeURIComponent(scope));
context.setVariable("urlencoding.redirect_uri", fixedEncodeURIComponent(redirect_uri));

function fixedEncodeURIComponent (str) {
return encodeURIComponent(str).replace(/[!'()*]/g, function(c) {
return '%' + c.charCodeAt(0).toString(16);
1)
b
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JavaScript 179 328D JavaScript N'J Y —ZE8MUFT,

Policies @ T+1 MAY&D ') w2 L. Add Policy ZBRE&EJ,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... ~ FuﬁTSU
Dashboard / AP| Proxies / oauth / Develop /1 Organization ope
oauth -
OVERVIE!
Project ¥ | | Save | Revision 1+ Tools v Deployment + Help for Selected [l Script Searc
Navigator coding.js 2  Property Inspector urlencodingjs »
B ocauth -
~ Policies
B VerifyClientlD
* Proxy Endpoints
- default ¥ Bundle Path  apiproxy/resources/jsc/urencoding js
m PreFlow
[S38 authorize Used in Palicies Not used in any policy
m PostFlow
~ Target Endpoints + =
~ Scripts +| Code urencodingjs ¥ .
~ jsc 2 war state = context.getVariable("r - Lontentt oL U
L 3 wvar scope = context.getVariable("reg
B urlencoding js 4 var redirect_uri = context.getVariab:
5
6 context.setVariable("url d", fixedEncodeURIComponent(client_id));
7 context.setVariable(” fixedEncodeURIComponent (state));
8 context.setVariable(" fixedEncodeURIComponent(scope));
9 context.setVariable(™urle: ct_uri®, fixedEncodeURIComponent{redirect_uri));
18
11 » function fixedEncodeURIComponent (str) {
12~ return encedeURIComponent(str).replace(/[!"()}*]1/g, function(c) {
13 return '%" + c.charCodeAt(@).toString(16);
14 1 H
15 3 -
Deployed to test
#1208 FLLUTSLLLIMITED &Nl riohts reserved \ersion 4 15.07 0%

[JavaScript] Z22') v D%, MUY —DIERZAD L. TAID) MIVED v D LET,
IMURIEADBITT,
« Display Name : urlencoding ((ERDBE)
+  Name : urlencoding (EEDE&D)
«  Script File : Turlencoding.js] Z&EIR (BHRDFI

Add Policy

BT UIZRD U T R &SRR

[ XML to JSON -
BEJRaise Fault Policy Type [38] JavaScript
EIXSL Transform

) SOAP Message Validation
[ Assign Message

Display Name | urlencoding|

Name [ urlencoding

[E)Extract Variables Seript File
EJAccess Entity
B Key Value Map Operations

& Python
DTTERIUYY |
[@ Service Callout
[ Statistics Collector

B Message Logging -
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4) QA PTIUNDIS A UD FBOEE (6)
O+ Y PTIUNDITA LD FIBERELFT,

HTTP Xvwt—Y%Z1EK T D Assign Message N'J Y —Z8N0LET,

Policies @ T+1 MAY&ED ') w2 L. Add Policy ZBRE&EJ,

API Management Dashboard m Publish | Analytics | Admin Organization_Administr... ~ FUﬁISU
Dashboard / APl Proxies / oauth / Develop / 1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
OaUth OVERVIE DEVELOP TRACE PERFORMANCEH
Project » Revision 1 v Tools » Deployment v Help for Selected [38) JavaScript Policy Search
Navigator %  Property Inspector urlencoding »
B oauth o Javascript

~ Policies

45 urlencoding
[ VerifyClientiD

~ Proxy Endpoints 4 isplay Name | urlencoding
= default +
I PreFlow Name urlencoding
2l authonize
W FostFlow Attached to Flows Not used in any flows

~ Target Endpoints + Code urlencoding

~ Scripts + 1 kDl v

"1.8" encoding="UTF-8" st
lse” continueOnE
rlencoding</Di

ndalone="yes"?>»

v isc 3
E urenceding js

L>jsc://urlencoding.js</ResourcelRL

Deployed to test

[Assign Message] &2 v D%, 1R —D
MRIEADBITY,
+ Display Name : RedirectLoginAPP ({ERD&B&D)
«  Name : RedirectLoginAPP ({ERD&B&D)

async false
continueOnError  false

enabied frue

name urlencoding
timeLimit 200

DisplayName urlencoding
Properties

Resourc eURL Jsciiuriencoding.js

“false” enabled="true” timelimit="28@" name="urlencoding"”

£ 2016 FILUTSLLLIMITED &l riohts resenved \irsion 4 15 07 03

BHRZEAND L. TADd) MYV ZED ) v D LET,

Add Policy

[[) Generate SAML Assertion -
Policy Type Assign Message

[} Vvalidate SAML Assertion

Display Name | RedirectLoginAPP|

[ JSON to XML
[ XML to JSON Name

RedirectLoginAPP

B Raise Fault
B XSL Transform

) Assign Message

[E)Extract Variables
E)Access Entity
B Key Value Map Operations

& Python -

’
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,
MBICI TR Y —DEEERE LFET,

SO REELT, OT1Y

PTUD URl ZEELET,

APl Management

Dashboard / AP| Proxies / oauth / Develop

oauth
Project = E Revision 1 v Tools v
Navigator « Policy: RedirectLogi

B oauth

RedirectLoginAPP
= unencoding

B VerifyClientiD Display N
= Proxy Endpoints e
~ default o N
I FreFlow
3l authorize Attached to F
W PostFlow Code RedirectLogi
= Target Endpoints ks 1

T vers

= Scripts

o

- st

2

3

4

B urlenceding js H
RYL—EREEm ;]

8

9

RedirecLoginApp.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="RedirectLoginAPP">
<DisplayName=>RedirectLoginAPP</DisplayName>
<IgnoreUnresolvedVariables=>true</IgnoreUnresclvedVariables:>
<AssignTo createNew="true" type="response">response</AssignTo>
<Remove>
<Payload>true</Payload>
</Remove>
<Set>
<StatusCode>302</StatusCode>
<ReasonPhrase>Found</ReasonPhrase>
<Headers> —
<Header name="Location"> SR ORIEEODURL
<I[CDATA[http://example.com:8080/oauth2-sample/loginApp-
aa-isf?client_id={urlencoding.client_id}&state={urlencoding.state}&scope={urlencoding.scope}
rect_uri={urlencoding.redirect_uri}]]>
</Header>
</Headers>
</Set>
<!-- Set this flow variable to indicate the response has been set >
<AssignVariable>
<Name>flowResponse.ready</Name>
<Value>true</Value=>
< /AssignVariable>
</AssignMessage>

RedirectLoginAPP</Dis

Assign\/ariable
- Name
» Value

flowResponse.ready
frue

Deployed to test

& 2018 FUJITSU LIMITED Allrishis reserved. \ersion 4,15 07.03
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(E=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true"
name="RedirectLoginAPP" >
<DisplayName>RedirectLoginAPP</DisplayName>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="true" type="response">response</AssignTo>
<Remove>
<Payload>true</Payload>
</Remove>
<Set>
<StatusCode>302</StatusCode>
<ReasonPhrase>Found</ReasonPhrase>
<Headers>
<Header name="Location">
I[CDATA[http://example.com:8080/oauth2-sample/loginApp-
login.jsf?client_id={urlencoding.client_id}&state={urlencoding.state}&scope={urlencoding.scope
}&redirect_uri={urlencoding.redirect_uri}]]>
</Header>
</Headers>
</Set>
<!-- Set this flow variable to indicate the response has been set -->
<AssignVariable>
<Name>flowResponse.ready</Name>
<Value>true</Value>
</AssignVariable>
</AssignMessage>

MEBEITOEEDINT YV ~ERBERERFECHLUTNET,
KEZANBDFMIE. TA2.3. Assign Message XML {11k] &CSRLITIZE),
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(5) authorize APl ADRNJ Y —ER (@, ®)
MUTD@D. TERRLIER) Y —5&FEB L. Savel MYVED w2 ULET,

APl Management Dashboard ﬂ Publish | Analytics =~ Admin Organization_Administr... + ruﬁTsu

Dashboard / APl Proxies / oauth / Develop

Crganization ope

oauth

OVERVIEW DEVELOP TRACE

Project v Tooks v Deployment v Help for Selected Flow S
Navigator V- authorize El| 2 Property Inspector authorize »
B oauth | Flow
= Policies name authorize
RedirectLoginAP| TR Description
R it
4 urlencoding el
= N Step
[+ VerifyClientl D
= Mame MerifyClientlD
= Proxy Endpoints =
~ default Name urlencoding
Request Response
Step
Mame RedirectLoginAPP
= Target Endpoints Condition (proxy.pathsuffix MatchesPath “fa

= Scripts +
Response

~ jst
B urencoding.js

Deployed to test

© 2016 FUJITSU LIMITED Al riahts reserved. \ersion 4.15.07.03
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2-3) authorizationcode APl DYERL (©)
J20-0 ® OMBERELFT,

(1) Conditional Flow (POST) DERX (authorizationcode I RN Y ~DIERK)

default @ M+] MAVZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard m Publish = Analytics | Admin Organization_Administr... = FUJITSU

Dashboard / AP| Proxies / oauth / Develop /1 Organization ope

oauth

OVERVIEW DEVELOP TRACE

Project v | | Save | | Revision 1 v Tools * Deployment v Help for Selected Flow Search

Navigator «  Flow: PreFlow 2 Property Inspector PreFlow »
B oauth -~ PreFlow

- Policies + name PreFlow

Reguest

Response

48 urlencoding H
[ VerifyClientlD
= Proxy Endpoints +

~ default

W FreFlow
authorize
X PostFlow

* Target Endpoints

Request

+/ Code gefautt
~ Scripts + 1 <?xml versio

R

@" encoding="UTF-8" standalone="yes"?»
e="default"”

- st .
name="PreFlow"

B urencoding js

(proxy.pathsuffix MatchesPath “/authorize") and (request.verb = "GET") ndition> ¥
1 »

z
3
4
5
B
7
8
9
le
11
12
13
14

Deployed to test

2 2016 FUNTSU LIMITED Al riohts reserved Version 4 1507.03

Flow DIBEHRZEAND L. TADD] MEYVED v D LFET, MREIADBITY,
+  Flow Name : authorizationcode (fEEDEA)
+  Condition Type : [Path and Verb] Z#EiR
«  Path : /authorizationcode (fEEMD/\2)
« Verb : TPOSTJ &&iR

New Conditional Flow

Flow Name I authorizationcode] @ I

Description

Condition Type Custom Path .! ath and Verb

Path I.autho':an:r.code @ I

Verb I POST @. vI
EETT)

Optional Target URL
50
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(2) Authorization Code F{TAEMD=EE (®)
Authorization Code F{TAWIBERELZE T,
OAuth v2.0 M) ¥ — (GenerateAuthorizationCode) ZBHUZEd,

Policies @ T+1 MAY&ED ') w2 L. Add Policy ZBRE&EJ,

API Management Dashboard m Publish | Analytics | Admin Organization_Administr... ~ FUﬁTSU
Dashbeard / APIProxies / oauth / Develop /1 Organization ope
ACCESS THE CLASSIC VERSIO
OaUTh OVERVIEW DEVELOP TRACE
Project v @ Revision 1 v Tooks v Deployment Help for Selected Flow Search
Navigator rizationcode %  Property Inspector authorizationcode »
B oauth +  Flow
= Policies name authorizationcode
48 urlencoding T Description
[ VerifyClient! D . Request
P End s =Y Response
roxy Endpoints Condition (proxy.pathsuffix MatchesPath “/a
- default +
X FreFlow Request

3l authorize

=1 authorizationcode

o
m PostFlow =
= Target Endpoints =P -
= Scripts +
- jst
B urencoding js 14 ‘

15~ Flow name="authoriza

16 L i

17

18

19 (proxy.pathsuffix MatchesPath “/authorizationcode®) and (request.verb = “POST™)

20

21 F o

T Y P

23 ! »
Deployed to test

2016 FUJITSU LIMITED All riahts reserved. \ersion 4.15.07.03

FOAuth v20J ZD )y D&, RUY—DERZAD L. TAdd) RIVED v D LET,
MRIEADBITT,
+ Display Name : GenerateAuthorizationCode (fERDE#)
+  Name : GenerateAuthorizationCode (fERMDE#1)

Add Policy

[@Basic Authentication Policy Type [E] OAuthv2.0
3 XML Threat Protection
[0} JSON Threat Protection
[ Regular Expression P,
DTTERIUYY |
[ Get OAuth v2.0Info
) Set OAuth v2.0 Info
[} Delete OAuth v2.0 Info
[B)CAuth vi.0a

[)OAuth v1.0a

) Get OAuth v1.0a Info
[ Delete OAuth v1.0 Info
) Verify API Key

Display Name || GenerateAutharizationCode|

Name | GenerateAuthorizationCode

=T o
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BHOLZ OAuth v20 MUY —ZZERL. MUY —REBERZRTLET.
MEICI U TR Y —DEEZRELE T,

APl Management Dashboard M Publish = Analytics = Admin Organization_Administr... = Fuiﬁsu

Dashboard / APl Proxies / oauth / Develop /1 QOrganization ope

GenerateAuthorizationCode

oauth
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
Project = m Revision 1~ Took ~ <0AuthV2 async="false" continueOnError="false" enabled="true" name="GenerateAuthorizationCode" >
- <DisplayName>GenerateAuthorizationCode</DisplayName >
Navigator « Policy: GenerateAut] . . N
B oauth <Operation>GenerateAuthorizationCode</Operation>
enerateResponse enabled="true"/>

I"mm xpiresIn=>60000</ExpiresIn>
enerateluinonzation-ode lientId >request.queryparam.client_id</Clientld>

T UTenC o0 . N " . . .
ﬂ\‘jr e:CCI'mgﬂD T edirectUri>request.queryparam.redirect_uri</RedirectUri>
ntyClient 1S plar
. EE . e Py <ResponseType>request.queryparam.response_type</ResponseType> FSIERISHRTE
= ] !
L EE IS + <State>request.queryparam.state </State>

~ default + N <Attributes>

X FreFlow <Attribute name="apirole" ref="request.queryparam.apirole” display="false"/>

authorize Attached to F! <Attribute name="id" ref="request.queryparam.id”" display="false"/>

authorizationc ode TodsiGere TR </Attr|butes>

W PosiFion 1 [ </OAuthvZ>

~ Target Endpoints e 24 E
3 layMName GenerateAu(nnr‘iza(iﬂn(cnel ,,,,, yName

~ Scripts + 4 tion»GenerateAuthorizationCode«/0

- jSC 5 enableds"true”

2 1S, 6 2sIn>60000</Expires]

B urlencoding js ﬂ: )z ﬁ;ﬁ@m 7 ientId>request.queryparam.client_id</Clientld
8 irrequest.queryparam.redirect_uri
o esponseTyperrequest.queryparam.response_type</Respo -

terreguest.queryparam.state</State ref requestqueryparam.apirole

11+ bute Attribute
12 £ 5
13 0 ! a isplay 1se display false
14 Attributes - name id

Deployed to test
© 2016 FUJITSU LIMITED All riahts reserved. \ersion 4.13.07.03

ERBHRBMERES(E. A—F—ZFHAITDICHD ID BEDERBIRZE Access Token ICHHYITDERET
9. UROBIDIHZBE. DITV/INSX—=FH—D apirole, id DfEZE Access Token [CHHTIFTET,
Access Token [CHHYITONTZIERBERIS APIProxy £TZ# (accesstoken.id, accesstoken.apirole)
U CHIATRETT,
(REZHI]

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<OAuthV2 async="false" continueOnError="false" enabled="true"
name="GenerateAuthorizationCode" >
<DisplayName>GenerateAuthorizationCode</DisplayName>
<Operation>GenerateAuthorizationCode</Operation>
<GenerateResponse enabled="true"/>
<ExpiresIn>60000</ExpiresIn>
<Clientld>request.queryparam.client_id</ClientId>
<RedirectUri>request.queryparam.redirect_uri</RedirectUri>
<ResponseType>request.queryparam.response_type</Responselype>
<State>request.queryparam.state</State>
<Attributes>
<Attribute name="apirole" ref="request.queryparam.apirole" display="false"/>
<Attribute name="id" ref="request.queryparam.id" display="false"/>
</Attributes>
</OAuthV2>

KEBHIMOEEDNT Y ~ERDERERF TR UTNET,
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DFAIZ. TA1.2. OAuth v2.0 (GenerateAuthorizationCode) XML {151 &ZCSRLIEE

03

bo

(3) authorizationcode APl ADR' Y —@&A (@)
IMTO®@ED., ERUIER) Y —ZBB L. [Savel MIYED w2 UFET,

API Management Dashboard E Publish = Analytics =~ Admin Organization_Administr... = FUﬁT’SU

Dashboard / AP| Proxies / oauth / Develop QOrganization ope

OVERVIEW DEVELOP TRACE PERFORMANCE]

oauth

Took ¥ Deployment v Help for Selected  Flow Search

Project v
Navigator uthorizationcode E1 2 Property Inspector authorizationcode »
B ocauth Flow.
= Policies + name authorizationcode
B GenerateAuthorizationCode ~3 | Description
. R it
45 urlencoding | Reques
B} VerifyClientlD Hsesvonse
. tep
= ey (S it Name GenerateAuthorizationCode
~ default + Request Condtion (proxy.pathsuffix MatchesPath “/a

X Freflow

Sl authorize

authorizationcode

LU PostFlow
~ Target Endpoints + Response
- Scripts 4+
3
- jsc

b urencoding js

Deployed to test

© 2016 FUNTSU LIMITED All riohts reserved. \ersion 4.13.07.03
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2-4) accesstoken APl MERY (10)
2J20—-0 0 OWMBERELFT,

(1) Conditional Flow (POST) M{Es% (accesstoken LY RN Y ~DIERK)
default @ M+] MAVZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard H Publish | Analytics | Admin Organization_Administr... ~ Fuﬁrsu

Dashboard / API Proxies / oauth / Develop /1

B VerifyClientID
~ Proxy Endpoints

~ default Request
m PreFlow
authorize -
- —
autherizationc ode Codo datault —
m PostFlow 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> I
~ Target Endpoints + 2+ <Proxyt name="default”
3
- Scripts cP 4 me="PreFlow"
P 5
- jsc H
B urlenceding js 7
8~
9~ Flow name="authorize"
18 i
11
12
13 C tion>(proxy.pathsuffix MatchesPath "/authorize") and (request.verb = "GET") ndition> ¥
14 3

Deployed to test

© 2018 FUNTSU LIMITED Al rights reserved Version 4.1507.03

Organization ope

PERFORMANCEH]

oauth OVERVIEW DEVELOP | TRACE
Project ¥ | | Save | | Revision 1+ Took = Deployment ~ Help for Selected  Flow Search
Navigator <« Flow: PreFlow 2 Property Inspector PreFlow
B ocauth ~ PreFlow
= Policies + name PreFlow
B GenerateAuthorizationCode O Request
45 urlencoding | Step | Response

Flow DBHRZEAND L. TADD] MEVED )y D LFET, MREAHDHITY,
+  Flow Name : accesstoken ({FEDEa1)
+  Condition Type : [Path and Verb] Z#EiR
«  Path : /accesstoken (EBD/VR)
« Verb : TPOSTJ Z%ER

New Conditional Flow

Flow Name I accesstoken ® I

Description

Condition Type Custom Path .' ath and Verb
Path I faccesstoken| @ I
w a7

Optional Target URL
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(2) Access Token EITWIBM=EE (10)
Access Token FETWIEZEELFET,
OAuth v2.0 N ¥— (GenerateAccessToken) ZBHLET,

Policies @ T+1 MAY&ED ') w2 L. Add Policy ZBRE&EJ,

API Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... = FUﬁT’SU
Dashboard / API Proxies / oauth / Develop /1 Organization ope
A THE IC VERS| F PRI EDITOR
oauth OVERVEW | DEVELOP | TRACE  PERFORMANCE
Project v Revision 1+ Tooks v Deployment v Help for Selected Flow Search
Navigator stoken %  Property Inspector accesstoken »
B oauth » Flow
~ Policies name accesstoken
[ GenerateAuthorizationCode ‘ . Description
45 urlenceding | step | Request
B VerifyClientiD e Response
5 Condion (proxy.pathsuffix MatchesPath “/a
~ Proxy Endpoints +
= default + Request
IR FreFlow
o R -
el authorizationcode S
KK Code default ¥
accesstoken e v R
m PostFlow g? ame >GenerateAuthorizationCode</Name
~ Target Endpoints e 22 e>
. 23 G n>(proxy.pathsuffix MatchesPath "/authorizationcode”) and (request.verb = "POST")</C
~ Scripts +| 24
+ 25~ Flow name="accesstoken”
T se % De
E urlenceding js 27
28 >
29 (proxy.pathsuffix MatchesPath "/accesstoken") and (request.verb = "POST")
38 1
31 F o
=) — NV LS PO TR
3z 4 L4

Depiloyed to test

© 2016 FUJITSU LIMITED Al riohts reserved. Version 4.15.07.03

[OAuth v20] ZDJ vy D%, MUY—DBREAND L, TAdd) MYVED v D LET,

MRIEADBITT,
« Display Name : GenerateAccessToken (fERDEAED)
+  Name : GenerateAccessToken (fERDEAD)

Add Policy

LI Reguilar Expression
[ Get OAuth v2.0 Info
[ Set OAuth v2.0 Info
[ Delete OAuth v2.0 Info
[ OAuth v1.0a

[ OAuth v1.0a

[ Get OAuth v1.0a Info

[E) Delete OAuth v1.0 Info
() Verify API Key
[)Access Control

[ [

[E) Generate SAML Assertion
[} Validate SAML Assertion

Type [ OAuthv2.0

Display Mame | GenerateAccessToken|

@

Name | GenerateAccessToken

55
Copyright 2016-2024 FUJITSU LIMITED



BHOLZ OAuth v20 MUY —ZZERL. MUY —REBERZRTLET.
MEICI U TR Y —DEEZRELE T,

API Management Dashboard m Publish = Analytics = Admin Organization_Administr... FuﬁTsu
Dashboard / API Proxies / oauth / Develop /1 Organization ope
GenerateAccessToken
oauth
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
Proet~ | (BRI [ Revision 1+ Teos v [ <OAuthV2 async="false" continueOnError="false" enabled="true" name="GenerateAccessToken">
T & e <Displas{Name>GenerateAccessToken</ DisglayName>
3 oauth <Operation>GenerateAccessToken</Operation>
- upportedGrantTypes>
= <GrantType>authorization_code</GrantType>
upportedGrantTypes>
Ul benerateAunonzationt.one . enerateResponse enabled="true"/>
- :’Ie."foc.‘mg Display N <ExpiresIn=60000</ExpiresIn=
e B. Eer:“‘m'e“m <GrantType>request.queryparam.grant_type</GrantType>
[y (= £ * N <Code>request.queryparam.code</Code>
- default + <RedirectUri>request.queryparam.redirect_uri</RedirectUri>
X Preflow Attached to F

<Scope>request.queryparam.scope<,/Scope>
T e T <State>request.queryparam.state</State>
] </OAuthv2:>

authorize

autherizationc ode

ad
accesstoken 3 1
m PestFlow a ationsGeneratedccessToken Co; requestgueryparam.code
) 5 tedGrantTypes 4 pm redirect_uri
~ Target Endpoints + 6 authorization_code mscope -
orrs T co|
. ~ 7 ant
~ Scripts R —EEEm 8 Response enableds"true” m state
- jsc g 60000 < /Expires]
errequest.queryparam.grant_type</GrantType
& urlencoding js 11 uest.queryparam. code
12 Re irrequest.queryparam.redirect_uri</RedirectUri
13 Scope>request.queryparam.scope</Scope
14 request.queryparam.state
15 OAuthV2
Deployed to test
© 2016 FUNTSU LIMITED All rights reserved. “ersion 4.15.07.03
==
EF=

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<OAuthV2 async="false" continueOnError="false" enabled="true"

name="GenerateAccessToken">
<DisplayName>GenerateAccessToken</DisplayName>
<Operation>GenerateAccessToken</Operation>
<SupportedGrantTypes>

<GrantType>authorization_code</GrantType>

</SupportedGrantTypes>
<GenerateResponse enabled="true"/>
<ExpiresIn>60000</ExpiresIn>
<GrantType>request.queryparam.grant_type</GrantType>
<Code>request.queryparam.code</Code>
<RedirectUri>request.queryparam.redirect_uri</RedirectUri>
<Scope>request.queryparam.scope</Scope>

<State>request.queryparam.state</State>
</OAuthV2>

KEBEITOEEDINT Y FERBERZERFE T LU TCNET,
HKESEANABOEAMIE. TA1.3. OAuth v2.0 (GenerateAccessToken) XML kgl &CSBLIEE0),

AN
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(3) accesstoken APl AN ¥ —@A (40)
MTD®BD., fERRUIEN) Y —ZB& L. [Savel] MYVED v D UFET,

APl Management Dashboard ﬂ Publish = Analytics =~ Admin Organization_Administr... ~ FUﬁTSU
Dashboard / AP| Proxies / oauth / Develop Organization ope
ESS THE CLASSIC VERSION OF PROXY EDITOR
oauth OVERVIEW | DEVELOP | TRACE  PERFORMANCH
Project v Tools ¥ Deployment v Help for Selected Flow Search
Navigator W dccesstoken El| 2  Property Inspector accesstoken »
B oauth Flow
~ Policies + name accesstoken
ﬂ GenerateAccessToken TE Description
— . Request
[ GenerateAuthorizationCode Step 1
----- Response
45 urlencoding St
tep
VerifyClientlD
ﬂ - Name GenerateAccessToken
~ Proxy Endpoints + Request Condtion (proxy.pathsuffix MatchesPath “fa

- default

Xl Preflow
3l authonize
22l authorizationcode

accesstoken

HostFlow

Response

~ Target Endpoints
~ Scripts +
- jsc

& urencoding js

Deployed to test

© 2016 FUNTSU LIMITED All rights reserved, \ersion 4.15.07.03

2-5) refreshtoken APl MYERX
Access Token OBMEBRMINICIBEDBRTVIBEZRE LT,

(1) Conditional Flow (POST) MEsk (refreshtoken I RiRNA Y ~DYERK)
default @ +] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... + FUﬁTSU
Dashbeard / APl Proxies / oauth / Develop /1 Organization ope
ACCESS THE CLASSIC VERSION OF PRD
oauth OVERVEW | DEVELOP | TRACE  PERF
Project = @ Revision 1 = Took ~ Deployment = Help for Selected  Flow Search
Navigator « Flow: accesstoken El| 2  Property Inspector accesstoken »
B oauth Flow
« Policies + name accesstoken
[E) GenerateAccessToken ;7§73 Deserigtion
[ GenerateAuthorizationCode Step | CEgu
45 urlencoding Hsesmrxse
tep
VerifyClient|D
i) ¥ Hame GenerateAccessToken
~ Proxy Endpoints Request Condion (proxy.pathsuffix MatchesPath “Ja
- default
X FreFlow
il authorize
m authorizationcode
accesstoken Response
I PostFlow
~ Target Endpoints + ﬂ
- Scripts +][i.2%
- jsc Generat
. eAcoess
B urencoding js Toke
Deployed to test
© 2016 FUJITSY LIMITED Al rights reserved, “ersion 4.15.07.03
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Flow DIBEHRZEAND L. TAdD] MEVED ) v D LFET, MREADBITY,
+  Flow Name : refreshtoken (EED&FD)
+  Condition Type : [Path and Verb] Z#EiR
+  Path : /refreshtoken (EEMD/YR)
« Verb : TPOSTJ Z#EIR

New Conditional Flow

Flow Name I refreshioken

@ |

Description

Path Il ath and Verb

3 |
(2) Refresh Token FITAEMRE

|
E=Trr)
Refresh Token FH{TWUBZEELE T,

OAuth v2.0 R — (RefreshAccessToken) ZBNILET,

Condition Type Custom

refreshtoken|

POST @

Path I

Verb I

Optional Target URL

Policies @ +1 mMA>Y&D ') w2 L. Add Policy ZBRE&%J9,

APl Management Dashboard m Publish | Analytics | Admin Organization_Administr... + FUifISU
Dashboard / AP Proxies / oauth / Develop Organization ope
U RS
OaUth OVERVIEW DEVELOP TRACE
Project E Revision 1 ¥ Tooks * Deployment Help for Selected  Flow Search
Navigator « Flow: htoken B3| 2  Property Inspector refreshtoken »
B oauth Flow
= Policies name refreshtoken
[ GenerateAccessToken "7 Deseription
B GenerateAuthorizationCode Step | Requost
4 urlencoding - :eswrse thsuffix MatchesPatr
. ondition (proxy pathsuffix MatchesPath “ire
B VerifyClientlD

= Proxy Endpoints + Request

- default

Xl Freflow

3l authorize
B authorizationcode
S accesstoken
refreshtoken
PostFlow TR

+ Target Endpoints

Response

* Scripts -+
- jsc
B urencoding js

Deployed to test
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[OAUth v20J ZD0Jy D%, MUY—DIBREAD L. TAdd) MYV ED )y D LT,

MR EADBITY,

+ Display Name : RefreshAccessToken ({EEDEFI)
+  Name : RefreshAccessToken ((FEDEZa1)

Add Policy
[ Reset Quota

[@Basic Authentication
[ XML Threat Protection
[3JSON Threat Protection
[ JReqular Expression B
[ Get OAuth v2.0 Info
[} Set OAuth v2.0 Info
[)Delete OAuth v2.0 Info
[ OAuth v1.0a
[)CAuth v1.0a

[ Get OAuth v1.0a Info
[)Delete OAuth v1.0 Info

DCCEIIUYI !

Policy Type  [f) OAuth v2.0

Display Name ] RefreshAccessToken

Name | RefreshAccessToken

5oz

BHLZE OAuth v20 MUY —ZZEIRL. MUY —iREBEZRT LI T,
KEICM TR Y —DEEZRELET,

APl Management

Dashbeard H Publish | Analytics | Admin

Organization_Administr... = FUﬁTSU

Dashboard / AP| Proxies / oauth / Develop /1
oauth
Proget = | (G [reion 1 =
Navigator
B ocauth
~ Policies

[ GenerateAccessToken

GenerateAuthorizationCode
) RefreshAccessToken

45 urlencoding

Took ~

<« Policy: RefreshTokel

Organization ope

RefreshAccessToken

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<0AuthV2 async="false" continueOnError="false" enabled="true" name="RefreshAccessToken">
<DisplayName>RefreshAccessToken</DisplayName>
<ExternalAuthorization>false</ExternalAuthorization>
<Operation>RefreshAccessToken<,/Operation=
<GenerateResponse enabled="true"/>
<ExpiresIn=>120000</Expiresin>
<GrantType>request.queryparam.grant_type</GrantType>
<RefreshToken=>request.queryparam.refresh_token</RefreshToken=

B VerifyClientiD <Attributes>
1 [l . - . .
LA, N <Attribute name="apirole" ref="request.queryparam.apirole” display="false"/>
& [He7 B 2l + </Attributes>
~ default ok Attached to F|  </OAuthV2>
X FreFlow
Code RefreshToke
i — — GrantTy requestqueryparam.grant_type
3l authorize 1 e _— rantType questqueryp: g yp
Pl authorizatione ode 2+ <OAUthV2 a & continueOnError="false" RefreshToken request.gueryparam.refresh_toke|
accesstoken i £ Ff_e_f"efwfkigls; Atths
refreshtoken H RefreshAccessToken
PETTERS [ e
I FostFiow R —EEEEm g 120000 e“hl
+ Target Endpoints + 8 request.queryparam.grant_type t
- Scn'pts + | en>request.queryparam.refresh_token e
i 1 te name="apirole® ref="request.queryparam.apirole” display="false"
jsc -
B urencoding js 13

Deployed to test

2016 FUNTSU LIMITED All riahts reserved, Version 4.13.07.03
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(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<DisplayName>RefreshAccessToken</DisplayName>
<ExternalAuthorization>false</ExternalAuthorization>
<Operation>RefreshAccessToken</Operation>

<GenerateResponse enabled="true"/>
<ExpiresIn>120000</ExpiresIn>
<GrantType>request.queryparam.grant_type</GrantType>
<RefreshToken>request.queryparam.refresh_token</RefreshToken>
<Attributes>

</Attributes>
</OAuthVvV2>

<OAuthV2 async="false" continueOnError="false" enabled="true" name="RefreshAccessToken">

<Attribute name="apirole" ref="request.queryparam.apirole" display="false"/>

KEBEIOEEDNT Y ~ERDBERERF THLUTNET,

(3) refreshtoken API NDR'J ¥ —@EA
MTRD@ED., tER LN Y —&EEB L. [Savel MYVYED WD ULET,

Dashboard m Publish | Analytics = Admin

APl Management Organization_Administr

BOFMIE. TA1.4. OAuth v2.0 (RefreshAccessToken) XML {18kl %=

CBRTIES,

~  Fujitsu

Dasht 1 | APIProxies / oauth / Develop /1

oauth

Tools = Deployment « Help for Selected  Flow

Project v

Crganization ope

ERVIEW DEVELOP TRACE PERFORMANCH

Navigator mrefresh_accesstoken E3 2  Property Inspector refresh_accesstoken
& oauth Flow
+ Paolicies + name refresh_accesstoken
) GenerateAccessToken 47 Description
o i Request
Step |
------ Response
I [ RefreshAccessToken I - .
Step
5
ﬂ :T el{\co‘dmg Name RefreshAccessToken
ity Cllonti) Request Condition (proxy.pathsufix MatchesPath "ire
~ Proxy Endpoints
- default
authorize
authonzationc ode
accesstoken
refreshtoken
FosiFlow
~ Target Endpoints
* Scripts
- jsc
B urencoding js
Deployed to test
B 2016 FLLUTSLLLIMITED Al rinhis reserved \ersion 4 1507 03
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3) APIProxy N\ @ Access Token sRib@EA ()

API IBHBENERLZE T,

AU —ERZEAHUZ OAuth 2.0 Authorization Code Grant 20—0 () QWBZEELF I, CnNH
SR LTS APIProxy IC. T2) Access Token #1T APIProxy MOYER] TYER UIZEREE APl Z#EAHA
HFET,

3-1) APl Proxy D1ERX

(1) API Proxy MDER%
[2) Access Token F1T API Proxy OTERN] DFIEZESEIC. APl Proxy ZEKLE T,
ROBETIE. UFROXIDICHELET,

» Build a Proxy (TYPE)
Reverse proxy (most common) ] ZEIRLUE T,

» Build a Proxy (DETAILS)

BRI D APl Proxy DIBHRZADLET,
«  Proxy Name : {ERDBH]
«  Proxy Base Path : fFEMD/YX (BEAN)
«  Existing APl : 7O t5% APl @ URL

> Build a Proxy (SECURITY)
Authentication : TOAuth 2.0J. Publish APl Product] Z&ERULE T,

(2) Conditional Flow DYERK
[2) Access Token #1T APl Proxy DERN] DFIEESEIC. Conditional Flow ZERLZE T,
New Conditional Flow TIEMTDKIDICERELET,
+  Flow Name : {EED&8]
«  Condition Type : Path and Verb] ZEiR
« Path: fEFR®MD/\XR
« Verb ! FEDOAXVw
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(3) U= —N\\DJDITREE

N =AY —=/NNA\DJD T MERZEERELET,

IMUTRDBITIE. Assigh Message M) Y —ZEA LT, Access Token [CESERMITHSNTLVSD apirole, id
DI RNV —CERELTNET,

(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="Set-Header-
OAuth-v20">

<DisplayName>Set Header OAuth v20</DisplayName>

<Properties/>

<Add>
<Headers>
<Header name="apirole">{accesstoken.apirole}</Header>
<Header name="id">{accesstoken.id}</Header>
</Headers>
</Add>

<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>
</AssignMessage>

KEBEITOEEDNT Y ~ERBERERFECHLUTNET,
HKESZANBOEAMIE. TA2.3. Assign Message XML t#k] &ZCSBLIIES0),
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4) V=Y —=/\HD5DL AN iRk

V=AY —=/I\H5DU ARV RERERELZ T,

IMUTRDBITIE Assigh Message MU Y—ZEALT, UY—AU—N\DSDUANRYREHRED S PV
~SRENT BEIIC. apirole, id Z DT A WEH —DSHIRLTNET,

CNICKD, D34 PY RICERIEESNTIRBMI DCENTEIT,

(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="Remove-Header-
OAuth-v20">
<DisplayName>Remove Header OAuth v20</DisplayName>
<Properties/>
<Remove>
<Headers>
<Header name="apirole"/>
<Header name="id"/>
</Headers>
</Remove>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>

</AssignMessage>

MEBEITOEEDNT Y ERBERERFECHLUTNET,
HKEBANBOEAMIE. TA2.3. Assign Message XML 1kl &ZCSBLIIES0),
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B MUY —DEE

MTRDOBID@BO, R UIZRY Y —ZBE&E

APl Management Dashboard

L. lSave] NIV ED WD LZET,
Set Header OAuth v20

=?xml version="1.0" encoding="UTF-8" standalone="yes"?=>
<AssignMessage async="false" continueCnError="false" enabled="true" name="Set-Header-OAuth-v20

. —
lganization ope |

PERFORMAN

Dashboard / APl Proxies | weather-oauth2 / Develop /3 < DisplayMNamea>=Set Header OAuth v20</DisplayMName=
<Properties/ >
<Add>
weather-oauth2 <Headers>
=Header name="apirole" > {accesstoken.apirole} </Header>
pr— —— — - i =Header name="id">{accesstoken.id} </Header>
Project Revision 3 Tooks Deployment </Headers>
Navigat « F <fadd>
bl Lt 2% <IgnoreUnresoclvedVariables>true</IgnoreUnresolvedvariables:>
B weather-oauth2 <AssignTo createNew="false" transport="http" type="request"/>
- Policies i =</AssignMessage=>
ﬂ Remove Header Authorization Description
Remove Header OAuth v20 Roquest
=
[E Set Header OAuth v20 ‘:w
ame
B Verify OAuth v2.0 Access Token =
Response
* Proxy Endpoints + Step
~ default + Request A
X Freflow Condion
PostFlow
e o
= Target Endjgis
- default Remove Header OAuth v20
B Prel  <2xml version="1.0" encading="UTF-8" standalone="yes"?>
B Pog =<AssignMessage async="false" continueOnError="false" enabled="true" name="Remove-Header-OAuth-v20">
- Script <DisplayName=Remove Header OAuth v20</DisplayName>=>
s <Properties/ >
<Remove=
<Headers>

<Header name="apirale"/>
<Header name="id"/>
</Headers>
</Remove>

«</AgsignMessage>

<IgnoreUnresolvedvariables>true</IgnoreUnresclvedvariables>
<AssignTo createNew="false" transport="http" type="requast"/>

018 FUJITSU LIMITED Al rights reserved. “ersion 4.15.07.03

Set-Header-OAuth-v20

remove-header-authorization
(proxy.pathsuffix MatchesPath “ffc

MET APl IZHtBICEKD APl Proxy OEZED'TTT Le APl RIRBNDSDORABBRBEZZITHITDITENTE

BDERIICEDFET,

4) APl Proxy NDOP T )&ERPE (@)
APl FIAEIZ. APIBEEICIUTD]

%, APIIZEHENBEEZUIZ P TUD client_id, client_secret DN ZE 9,

T

+ Callback URL
+  Scope

«  NHAP

- BF

«  BH

« X—=JLPFUXR

AY—EXEQI-Y -8 H/EEF)

64
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5 API| Proxy NP JT)&EtE ()
F4) APl Proxy NDPTJ)EFBE] OPEANSICEDIE. APIBHEEAT—ERICTPTUDERETL)
gg—o

5-1) Product DERX
Product Z{FRXLE T,
Product &I, fEBULIZ APl Proxy &J)L—EULIEEDTY,
APl F—8REED T+ 1) T 1 BEE. F U Product I CTEIEIDICENTEXT,

BE B0 MPublishl XZa—50'% MProducts) Z22'J w2 LT Products BIEICER LE T,
APl Man g t D Publish  Analytics
Dashboard / APIProxies m ::Eau“}a ! Organization ope Environment | prod v

i Developers
API Proxies

List Analytics

Organization_Administr... ~ ruifrsu

Developer Apps

Search Al ~ 1—250f37 [{ < | »|/Dl | OfflineTrace | = APIProxy

Metrics for Last 24 Hours (prod)

-
API Proxy Environments Traffic Message Trend by Hour Avg Time Error Rate Modified Actions
hellonode0513 test 0 41 minutes ago X Delete || Roles

olicies test, prod 0 3days ago X Delete || Roles
test 0 3 days ago X Delete || Roles
test 0 3 days ago X Delete || Roles
mashup_workstate prod 122 5457 ms 410% 4 daysago % Delete || Roles
12016_mashup_work prod 175,158 31.26ms 0.07 % 4daysago X Delete || Roles
mashup_workitemname prod 55 sl 4424 ms 0.00 % 4 days ago X Delete || Roles
prod 42 R 39.50ms 0.00% 4daysago X Delete || Roles
prod 61 [T 5472 ms 328% 4daysago X Delete || Roles
handson-api20160217019 test 0 4 days ago X Delete || Roles (1)
oauth test 0 5days ago X Delete || Roles
test 0 18 days ago X Delete || Roles
MY V& )y D UEY
W

[+ Product] M&>a0) vy ULET,

API Management Dashboard = APIs UM Analytics = Admin Organization_Administr... ~  FUJITSU
Dashboard / Products Organization ope  Environment | prod v
Products

List Analytics
Search  All ~ :: au‘ya

Product Keys Created Modified v | Actions

1 Apr26,2016 6:42:59 PM May 16, 2016 1:23:40 PM History | X Delete | Roles

0| Apr20,2016 12:31:21 PM Apr 20,2016 12:31:59 PM History | X Delete | Roles

1| Apr7,2016 11:32:06 AM Apr7,2016 11:32:06 AM History | X Delete | Roles
handson-api20160217019-product 1| Mar7,2016 8:50:44 PM Mar 11,2016 10:37:37 AM History || X Delete || Roles (1)
vextest 0 Feb27,2016 9:49:51 AM Feb 27,2016 9:49:51 AM History | X Delete | Roles
handson-api20 1| Feb 17,2016 1:08:16 PM Feb 17,2016 1:08:16 PM History | X Delete || Roles (1)
handson 1 Feb9,2016 3:29:15PM Feb 9,2016 3:29:15 PM History || X Delete | Roles (1)
handson-api201602170 1 Feb8, 2016 11:34:53 AM Feb 8,2016 11:34:53 AM History || X Delete || Roles (1)
Hello-World-Nodejs-2 P 1| Feb4,2016 7:16:53 PM Feb 4,2016 7:16:53 PM History | X Delete | Roles
Hello-World-Nodejs Product 1 Feb4,2016 2:53:59 PM Feb 4,2016 253:59 PM History || X Delete = Roles

© 2016 FUJITSU LIMITED All rights reserved, Version 41507.03
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Product DEHRZEAD L. [Savel MYV ED ) v D LET,
< Product Details

«  Name : EFRDBHE]

« Display Name : EED&r1 (BEAND)

«  Environment : ltest] , MNprod] Z&EiR

«  Access : Public] &R

+  Key Approval Type : 'Automatic] ZEIR

«  Allowed OAuth Scopes : BFEERSZAD
< Resources

+ APl Proxies:2) Access Token 17 APIProxy MOIERLI [3) APIProxy /\ @ Access Token

FmsBF ] TR LIC 2 DD APl Proxy Z&iR

‘ API Management Dashboard = APls mmmwncs Admin Organization_Administr... = ru|i'15u |
Product Details
Name - [ueathercauth? procuet I |+ NamelcTweather-oauth2-product I3RS NIE# A HLET .
Display Name | weather-cauth2-product . Display NamelatE@Jl)‘]éﬂi@“o
Description

Envionmers T OO EEATET
5 o
Access Intemal only —Visitle »  ERvironment test, prod
Private — Visible ofly | & Access * PUb'IC
[ e ony 1. Key Approval Type : Automatic
Key Approval Type Manlar

Quota requests every Selert v

oves Ot Seaos © ScopedEFETLFT. (Optional) EROEBRIUERSARI, RO CTRLET.

© BFESINAEEANILET.

Comma separated scope namep

Resources
API Proxy Revision Rescurce Path
Select v Select. v Select v Import Resource
Paths Resource Path — == . .
» Access TokenZFfTAPI Proxyh:(UfAccess TokenzBsl#E A d AAPI Proxyx&RLE .
API Proxies API Proxy Actions
cauth2 x Delete
weather-cauth2 hd % Delete .
* API Proxy®i&fil
Custom
Attributes Name 4 | Value Actions

. E”{JE%T%Savebia’o Fustom Attribute
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5-2) ?TUBRREZE (Developer) OE§%

Developer &% L&,

Eix UIZ Developer &, RODZFI

BT7 ) (Developer App) ICEINXTET,

BELEEO MPublishl XZa—5D'5 Developers] Z2'J) w2 LT Developers BEICB®EULET,

APl Management

Dashboard | APIs

Dashbeard / Products

Products

List Analytics

Search  All~
Product
weather-oauth2-product
gsitest-product-160420
handson-api20160407001-product
handson-api20160217018-product
vextest
handson-api20160217010-product
handson-api20160217017-product
handson-api20160217018-product
Hello-World-Nodejs-2 Product

Hello-World-Nodejs Product

Keys

2

0

1

Analytics

Admin

Organization_Administr... ~

FujiTsu

Developer Apps

Created

Apr 26,2016 6:42:59 PM
Apr20,2016 1231221 PM
Apr7,2016 11:32:06 AM
Mar 7, 2016 8:50:44 PM
Feb 27, 2016 9:49:51 AM
Feb 17,2016 1:08:16 PM
Feb 9, 2016 3:28:15 PM
Feb 8, 2016 11:34:53 AM
Feb 4, 2016 7:16:53 PM

Feb 4, 2016 2:53:59 PM

Modified

May 20, 2016 10:10:52 AM
Apr20,2016 12:31:59 PM
Apr7,2016 11:32:06 AM
Mar 11, 2016 10:37:37 AM
Feb 27,2016 9:49:51 AM
Feb 17,2016 1:08:16 PM
Feb 9, 2016 329:15 PM
Feb 8, 2016 11:34:53 AM
Feb 4, 2016 7:16:53 PM

Feb 4, 2016 2:53.:59 PM

& 2016 FUJITSL LIMITED All riohts reserved \ersion 4 15 07.03

Organization ope  Environment | prod =

* | Actions
History
History
History
History
History
History
History
History
History

History

¥ Delete

X Delete

% Delete

¢ Delete

x Delete

* Delete

¢ Delete

* Delete

X Delete

x Delete

+ Product

Roles
Roles
Roles
Roles (1}
Roles
Roles (1)
Roles (1}
Roles (1}
Roles

Roles

[+ Developer] MIVED w2 ULZET,

APl Management

Dashboard = APls mm\amics Admin

Organization_Administr... =

Fujirsu

Dashboard / Developers

Organization ope = Environment | prod +

Developers

List  Analytics

@ Dev Portal
Search  All » =303 Expodt S CC a \0
1K< >3 P + D! oL U\J 1

Developer - | Email Username Apps  Keys Actions

handsen-FN handson-LN handson-developer@jp fujitsu.com handson-developer 7 7 | x Delete

Hello-World-Nodejs Product hello world nodejp@ip.fujitsu com Hello-World-Nodejs Product 1 1| x Delete

Hello-World-Nodejs2 Developer hello.world.nodejp2@jp.fujitsu.com Hello-World-Nodejs2 Developer 1 1| x Delete

© 2016 FUJTSU LIMITED Al riohts reserved, \ersion 4.15.07.03
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Developer DIEHRZEAD UL Savel MYVYED ) v D LET,

APl Management Dashboard = APls ENCEUMM Analytics | Admin Organization_Administr... = FUITSU

Dashboard ! Developers /| New Developer Organization ope  Environment | prod

New Developer

Developer Details
First Name | #BR

Last Name | =+8

Email | fj-taro@example.com

Username | fitaro

Custom Attributes

Name | Value Actions

+ Custom Attribute

Cancel

@ 2016 FUNTSU LIMITED All riohts reserved. Version 4.15.07.03

5-3) ?7') (Developer App) DELR
Developer ZZE1D27T3 Developer App ZERLE T,
Developer App [C Developer ZE|NHTBCET, BBD client_id, client_secret NMERINZE T,

1 DD Developer App ICXTLTIE. 1 AD Developer & 1 DIME®D Product ZEIN X TIUNENH D
X9,

BELEO MPublishl XZa—5D5 Developer Apps] Z2') w2 LT Developer Apps BIEICERE L
X9,

APl Management Dashboard =~ APls m Analytics =~ Admin Organization_Administr .. = FUiTSu

Dashboard | Developers Products

Devel
evelopers
°
List Analytics

Organization ope  Environment | prod =

@Devr
Search Al 1—30f3 | Export~ || + Developer

Developer - Email

Username

Apps Keys Actions
handson-FN handson-LN handson-developer@example.com nandson-developer

7 7| x Delete
Hello-World-Nodejs Product hello.world.nodejp@jp.fujitsu.com Hello-World-Nodejs Product x Delete
Hello-World-Nodejs2 Developer hello.world.nodejp2@ip.fujitsu.com Hello-World-Nodejs2 Developer x Delete

B 2016 FUNTSU LIMITED All rights reserved. \ersion 4.12.07.03
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[+ Developer Appl MIVZED v LET,

APl Management Dashboard = APls Analytics = Admin Organization_Administr... ~ FujiTsu
Dashboard | Developer Apps Organization ope ~ Environment | prod v
Developer Apps

List  Analytics
Search Al ~ Al | Pending | Revoked | Approved 1—90f9 |
Metrics for Last 24 Hours
-
App Developer App Family Company | Key | Trafic  Error Rate (%) Registered Actions
ample-app handson-FN handson-LN default May 16, 2016 1:41:40 PM x Delete
handson-FN handson-LN default Apr 26,2016 6:44.02 PM X Delete
default Apr7,2016 11:34.00 AM % Delete
default Mar 7, 2016 8:51:28 PM x Delete
default Feb 17,2016 1:09:15 PM % Delete
default Feb 8, 2016 3:32:47 PM x Delete
default Feb 8, 2016 11:36:21 AM X Delete
default Feb 4,2016 7:18:33 PM x Delete
default Feb 4, 2016 3.05:43 PM x Delete

Developer App DIBHRE A U,

< Developer App Details
* Name : BERBSOBRIZAN
+ Display Name : BB55RBD&FIZAND (BEAD)
« Developer : [5-2) 7T UBREE (Developer) NEHR] TERUE
Developer Z&iR
+  Callback URL : E855WE® Callback URL ZAD

< Products

© 2016 FUJITSU LIMITED All riahts reserved, \ersion 4.15.07.03

[Savel RYVED YD ULET,

[+ Product] MAYZED w2 U, 5-1) APITIL—E>2 (Product) OER%] T
ER Uiz APl Product &R

APl Management

Dashboard ﬂ Publish  Analytics | Admin

Qrganization_Administr... = FujiTsu

Developer App Details

Name

Display Name

weather-oauth2-app

weather-oauth2-app .

Developer

AR ELiR (sjtaro@exampl . |

Callback URL

Notes

Products

Product

http://127 0.0.1:8080/0auth2-sample/clientApp-| *

A callback URL is only required for 3-legged OAuth.

Developer( 5tFEEF%1TolcDevelopermERLET .

+ FFEEERUIAPI Product®i&iRLEY .

Status. Consumer Key

Consumer Secret Actions

weather-oauth2-product

Remove

|

Custom Attributes

Name

4 | Value

69

Actions

SYIESE T #ESavelEd . pstom atue

Cancel

© 2018 FUJITSU LIMITED Al richts reserved, Yersion 4.15.07.03
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* Namelclweather-oauth2-app I/REFASINTLANEE ANDLET .
Display NamelzBE) A hdh#Ed.

API Product®igfl




5-4) client_id, client_secret Di&EsR
Developer Apps BEOP T J—E&IC, EHRULEPTINENSNET.
BN P TIBZEIRL. client_id, client_secret ZHERLE T,
+ client_id : Consumer Key #MD 'Showl ZMY VD wDTFBE, clentid BERIZSNET,
+ client_secret : Consumer secret #M Show] WY V&ED ) w DT BDE, client_secret DKM
SNFET,
API BIHEB(L. RSNIZ client_id, client_secret & API FMIAEICBERNLE T,

APl Management Dashboard = APls m Analytics | Admin Organization_Administr... = FUITSU
Dashboard / Developer Apps | weather-oauth2-app Organization cpe Organization aquila
Weather-oauthQ-app = Regenerate Key || # Edit = X Delete

Developer App Details
Name  weather-oauth2-app
Display Name  weather-oauth2-app
Registered  Apr 26, 2016 6:44:02 PM
Developer  handson-FN handson-LN (handson-developer@example.com)

Callback URL  http://127.0.0.1:8080/cauth2-sample/clientApp-getaccesstoken jsf

Notes

* client_id (Show=ifT * client_secret (Show
(D) R T (LLDFR)
Products
Product Status Consumer Key Consumer Secret
weather-oauth2-product Approved _ ::&ouya !

Custom Attributes

Name 4 Value

8 2018 FUMTSU LIMITED Al rishfs reserved Version 4.1507.03
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6 0T+« YPTIDER (D)
AP BIHENDER LE T,

6-1) FWALBEDIERK
MTROERRICEDNT, 20—0 ©, ©® THERAITIMIEABZFRLET,
A—T—-8. NAD—RFOADBEZERT
DAY —BRIUONRD—RFDF T v IUMEEEERE
FosLARINES. SO TR MESREE CRIB) N\E%

(BEY>IIL]

Login App:Login

6-2) U TR ~ERBEDIERK
MUTROERICEDNT, 20—0 © THEAIDIHIYUI IR ERBEEZFRLET,
UV —=ZNDPDO2RABROF/IESZ[NEHNEDIEEZRT
PORIABRDFISNCHZES. AT —EXED APl Z%17 LT Authorization Code DFE{T%

Zx (@)
LNV RD Location ANwSH—DEANIUST 1 LD ~EERT (8)

(BEY>IIL)

Login App:Content Form

oauth2-sample is requesting access to the following services

« email
= name
« apirole

Authorization Code MFETEXKIL. 2-3) authorizationcode API DYERL] THERRLIZ APl ZIRUH T
CETHINET, APl OERIIUTDED T,
HTTP XVvw I : POST
O TR ~ER
- DJY—=2/)XR : /oauth2/authorizationcode
- WMEBOTINS A= — " clent_id, redirect_uri, response_type
- ERDOIVJINSA—=HF— state, redirect_uri, scope, ERIER
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- URRVRIEH
- Aw&—Location (OT41>Y7PTUT Location NS —DEIC T LD ~ZEET)
- DIJJNSX—=F—: Authorization code DM¥5=Nd
(0O LK)

http://example.com:10080/oauth2/authorizationcode?client_id=QX8RDSpSZAhtND6CDBa32ZIrjC
3GFkAI&state=mjy50qHgki&redirect_uri=http%3A%2F%2Fexample.com%3A8080%2Foauth2-
sample%2FclientApp-
getaccesstoken.jsf&response_type=code&scope=name%20apirole&apirole=admin&id=00001

7 DSAPYRPTIDER ()
API RIARBENEME LE T,
MROHRRICEDNT, 51 PY RPTUEFERLET,

7-1) client_id Fx w2 (authorize APD QIIUHE L (@)
[2-2) authorize APl DYERL] TERRULIE APl ZIIUHEITIBRZERLFE T, APl DERRIEMUTD@ED T

EB

« HTTP XVwk GET

o UDOIZHBER

« UY—=X/)XR ! /oauth2/authorize
- WMBEOTIJ/INDAX—=5— " client.id
- ERDIITVIJINSX—=H— state, redirect_uri, scope

MAZ—DF—ZER L. By Y3aVECTREFELTRS,

ARUEAZ—DF—(d state /NS A—F—DEELTHSZTD,

L AN R EHR
- AwAd— Location (AF—EXT Location ANw&—DEIC' IS 1 LD ~ERT)
(IO LA

http://expamle.com:10080/oauth2/authorize?client_id=QX8RDSpSZAhtND6CDBa32ZIrjC3GFKAI
&state=mjy50qHgki&scope=name%20apirole&redirect_uri=http%3A%2F%2Fexample.com%3A8
080%2Foauth2-sample%2FclientApp-getaccesstoken.jsf
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T7-2) Access Token FfTALIE (accesstoken AP DIFNEL (©)
[2-4) accesstoken APl MERR] TIERKLIZ APl ZIFUH ITEZERELE T,
accesstoken APl ZIUHE I IIC, state /INDAXA—H—DF T v IERTITDLDICLET, APl DERRIZ
MTRDENTT,
« HTTP XVw bk :POST
« UDIZHER
- JY—=2/NR . /oauth2/accesstoken
MBDTI)IND A= — . code, grant_type,
- FEROITVJINSA—=HF— redirect_uri
- AwA&— Authorization (client_id, client_secret Zf£f UIZ Basic F25E)
- LRANVRIER

- Body:
(f51]

{
"scope": "name apirole",
"refresh_token_issued_at": "1462933753440",
"expires_in": "59",
"developer.email": "developer@jp.fujitsu.com”,
"refresh_token": "98y8CkI2qgQHax0aM3D04PrSDc4ROUVr",
"client_id": "QX8RDSpSZAhtND6CDBa32ZIrjC3GFKAI",
"access_token": "oWDHoLD3832ET7FmQnVjae7EGjh3",
"refresh_token_expires_in": "0",
"refresh_count": "0",
"id": "00001",
"apirole": "admin"

b

(IEOH U

http://example.com:10080/oauth2/accesstoken?code=VxZ7DWPm&grant_type=authorization_co
de&redirect_uri=http%3A%2F%2Fexample.com%3A8080%2Foauth2-sample%2FclientApp-
getaccesstoken.jsf
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7-3) Access Token BFETUWE (refreshtoken APD DIEUH U
[2-5) refreshtoken APl MERK] TIEEL LI APl ZITUOHEITUEZERE LFE T, APl DOERRISIUTDE
NTY,
« HTTP XVw bk :POST
o UDOIZBER
- DUY=X/NR: /oauth2/refresh_accesstoken
- WMEBBOTU/INSA—=F— " grant_type, refresh_token
- AwA&— Authorization (client_id, client_secret Zf£f UIZ Basic F25E)
« LRV RIEHR
- Body:
(f51]

"scope": "name apirole",

"refresh_token_issued_at": "1462933753440",

"expires_in": "59",

"developer.email": "developer@jp.fujitsu.com",
"refresh_token": "98y8CkI2qgQHax0aM3D04PrSDc4ROUVr",
"client_id": "QX8RDSpSZAhtND6CDBa32ZIrjC3GFKAI",
"access_token": "oWDHoLD3832ET7FmQnVjae7EGjh3",
"refresh_token_expires_in": "0",

"refresh_count": "0",

"id": "00001",

"apirole": "admin"

([T U]

http://example.com:10080/oauth2/refreshtoken?grant_type=refresh_token&refresh_token=1]3eh
TFknuHvBf3zfhAESAdBdcraSKUTF
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T7-4) 1)V —IXEBRUIP
[3) APl Proxy \ @ Access Token 5RshEM] THERUIZ APl ZIIEITWEZERELE T, APl D
EREUTDBO T,
XUTRD MERL CEFINICIEBI. 3) THERULIE APl Proxy DN ZRIRLET,
« HTTP XYy bk =
o UDOIZBER
- JY=2ZNR:EE
- AwA— Authorization (Bearer $access_token)
« LRV RIEHR
- Body : BRIHAREIN

{
"fault": {
"detail": {
"errorcode": "keymanagement.service.access_token_expired"
I
"faultstring": "Access Token expired"
b
b
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2. APIV¥vYarwvT

AT —EXTE 1 DD APl Proxy T B8O\ O IY FY—EREZWVHI CENTEET,

WOHLEELT 1 DONYDIITY RY—EREZEHIVULELIED, BERD/NyIIY Y —-ERZIT0T
LIz, BRICMCTCIHEUOE UREZEZRTENTEET,

E2. UOIRAROURANY AN SUEIRBRICIT ZIBE U T—IHREFEIDCENTE, —BREFELULCEREZ
DNV DTV RS —EIADIDIZARODSA P Y RNDOURARY ZAITERAIT DI ENTEET,

COXRDIC, BHDWBZERNQIEHICE APl ZERTENTEET.

21. APl ¥yYyarPrwvTJ
211, A—XRT—AEE

CCTlE APl ¥vyyaPyID2 DOA—RT—2&HBLET,

(A—XAT =21 N\ DOITYRY—EXDERGFTEBRDES

1 DO\ DIV R —EXAPDZ 2 OIFEUE U, ZOHBREZEHTO S 1 7P RTRENT D API Proxy
HERELFT,

NV DTV RY—ERELT, XEBRENSITD APl &FARALET,

APl ICPOERIBED URL [CEHI— REIBEITDE. BESNICEHORIISRENSLET,

APl Z 2 @RfTU. ROIBREIEDHTISAPY ENREUET,
LRRY AT =5 (RRUIBH [F JSON R TRASNET,

APl Proxy OZEZ270—(FIMU D@D T,
1) APl Proxy DERX
1-1) API Proxy MERK
1-2) Conditional Flow (GET) MDEEk
2) Service Callout R Y —DER (KKUBFRDEVS)
3) Extract Variables N'J Y —MDEK 1 (RRUBTHRDEEUE 1)
4) Extract Variables N'J ¥ —DERK 2 (RRUIBFHROZEIE 2)
5) Assign Message N'JY—0OEK (HTTP LRV ZDER)
0)
7)

MUY —DEE
EN1FHESR

BRI D Policy [FIMTDEBNTT,
Extract Variables ') —
Service Callout M'J ¥ —
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http://weather.livedoor.com/weather_hacks/webservice

(A-RT-R2: Ny DTV Y -—ERADRTHRREITI/NSA-YF-ELUTHSUENY DIV RS —
EXDIFUEH U]
A—RT— 1 TERUIZ APl Proxy ZRRELEY,
RS UEXRRIBHRN SEENFRESDERZBE L. EPEFRESNOHMXEN X ~EIRSIDRIDO/NY DTy
FY—ERZHUOEIRICRBI DL OEELET,
B UEER (RSB « MBI RN FEEDTIST P Y TERAUET,

API Proxy @OEZDO—IIUTD@END T,
1) Extract Variables N'J ¥ —DEIE @EHEREBDEHIL)
2) Service Callout )Y —D1ERL (FIXEIF 2 ~DES)
3) Extract Variables 8'J ¥ —D1ER (MXEIF ' 2 ~DZEHYE)
4) Assign Message ') Y —NDEIE (HTTP L MY ADIEIE)
5 MUY—DBE
6) ENETESD

BRI Policy [FUTDENDTT,
Assign Message ')/ —
Extract Variables N'J ¥ —
Service Callout ¥/ —
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212, Fl&

2121 Ny DY FY—ERDOERTHROBE

1) APl Proxy DYERX

APl Proxy Z1EEXLZE T,

1-1) API Proxy DERX

BELEBED TAPIs] XZa—=%Z2') w2 L. APl Proxies BBICB®BLZET,

APl Management Dashboar] m pub

Proxy Traffic

See more details in Proxy Performance

Developer Engagement

See more details in Developer Engagement

Traffic Level

Hour | Day = Week | Month

Custom

Organization_Administr... = FUﬁISU

From Fri Mar 10 2017, 10:00 am

To Fri Mar 17 2017, 10:00 am

By Hour =

No traffic in the selected date range.

Developer Apps

See more details in Developer Apps

No traffic in the selected date range.

Organization ope
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API| Proxies B@E C. [+ APl Proxyl mMA>Y&2') w2 ULET,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr.. ~  FUJiTSU
Dashboard / API Proxies Organiz ation ope
API Proxies

List Analytics

Search | All = 130 e || + APIProxy
Metrics for Last 24 Hours (prod)
API Proxy Environments Traffic  Message Trend by Hour Avg Time Error Rate  Modified 7 Actions
handson-api20160217020 test 1 1 8029.00 ms 100.00 % 3 hours ago *® Delete || Roles (1)
test, prod 3 L 37.00ms 0.00% 19 hours ago x Delete || Roles (1)
test, prod [1] aday ago ¥ Delete | Roles

> Build a Proxy (TYPE)
Reverse proxy (most common) ] Z&iIRL. Nextl MYV ED v DI LUZET,

Build a Proxy

» Reverse proxy (most common) I

Use OpenAPI = Optionally associate the proxy with an OpenAPI| (Swagger) document

Node.js App

Create a new app in JavaScript and optionally add policies.

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

No Target

Create a simple API proxy that does not route to any backend target.

Proxy bundle

Import an existing proxy from a zip archive.

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

Exit Without Saving
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» Build a Proxy (DETAILS)

API Proxy DIEHRZANDU. [Nextl] MIVZD ) v O ULFET, URIFAHDBITI,
+  Proxy Name : mashup-sample ((ERDE#)
+  Proxy Base Path : /mashup-sample ((EE®D/\2 (BEALD))
«  Existing API : http://weather livedoor.com (EERD APD

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name * I mashup-sample I

Valid characters are letters, numbers, dash (-), and underscore ().

Proxy Base Path ™ I Imashup-sample I

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this AP

proxy is deployed, and this Proxy Base Path, Example URL http://test-sandbox-test apigee .net/mashup-sample

ExistingAPI'I http://weather.livedocr.com I

Defines the target URL invoked on behalf of this API proxy. Any URL that is accessible over the open Internet can be used. Example: hitps:/fapi.usergrid.com

Description

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | @® Pass through {none)

APTRey
OAuth 2.0

Browser [ Add CORS headers

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== — s 10080
¥ default

test http/f = == = 10080

prod https://== - ==m:10443
¥ secure

test https:/———— = = 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving _m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

—— -

You are ready to build and deploy your AP| proxy.
Deploy Environments [ prod @ test
Proxy Name  apikey-auth
Proxy Type  Reverse proxy
Virtual Hosts  default, secure
Security  None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving cCEIUYI ! I Build and Deploy I
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> Build a Proxy (SUMMARY)
APl Proxy OERDSE T UTIZo. APl Proxy DJYDO&EDV) w2 ULET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

«” Generated proxy

+" Uploaded proxy

«" Deployed to test

‘evl mashup-sample I’roxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (GET) DfER%
N DT RG—ERICHTBIY—Z/NXEE (HTTP Method) DREZE1TULVET,
DSAPIYRISDIDITZARNCCTEZRLE/INI—VE—HTIRBEIC. UBOFIETHRET DNIEESE
FULET,

DEVELOPJ A 7%&21) w2 L. APl proxy editor ZB=Z79,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr... = FUﬁTSU

Dashboard / AP| Proxies | mashup-sample | Overview | 1 Organization ope

ACCES Skl RSION OF PROXY EDITOR

maShup-sample RVIE] DEVELOP TRACE PERFORMANCE

Project | Save | Revision 1+ Deployment »

Revision 1 Summary
Created: Mar 10th, 2017, Updated: Mar 10th, 2017.

Deployments
Environment Revision Status URL
test L | hitp:/f — = = +]

Expand All | Collapse All

Proxy Endpoints

Name Base Path Target Endpoints

» default Imashup-sample default

Expand All | Collapse Al

Target Endpoints
Name Target Used by Proxy Endpoints

» default http://weather livedoor.com default

© 2017 FUNTSU LIMITED Al rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... v Fuifrsu

Dashboard / APl Proxies / apikey-auth / Develop /1 QOrganization ope

. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
apikey-auth s e ne son coo OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Project v v Revision 1 v Tools Deployment v Help for Selected Flow Search

Navigator <« Flow: PreFlow Property Inspector PreFlow »
@ apikey-auth ~ PreFlow
* Policies + name PreFlow
3 : Request
* Proxy Endpeints + + =g
Step Response
~ default =
PreFlow
B PostFiow
= Target Endpoints + Request
o I
X PreFlow =
I
W PostFlow Code default 3
= Seripts + 1 <Px : ;="UTF-8" standalone="yes"?> -
2e
3
4
5
]
7
8
9= nam
1@
11
12
13 ~ Xy
14 /apikey-auth =
e AP

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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Flow DIEHRZAND L. TADd) MY VZED ) v D LET, MTIEIADBITY,
+  Flow Name : SXXIBIHREIE (ERDBED
+  Condition Type : [Path and Verb] Z#EiR
« Path : /forecast/webservice/json/v1 (ERD/ V)
« Verb :TGETJ Z&EiR

New Conditional Flow

Flow Name | AP —SZIE @

Description
Conditon Type @ Custom © Psh@un and Verb

Path NMorecastiwebsernvicefson/ivl ®

Verb GET@ v

Optional Target URL

®cckIUvI 1

2) Service Callout MY —DERK CRKIBHRDEVS
BESNTCEHRORKIBHREIS I D APl ZILUHET Service Callout R Y —ZBNLET,

Policies @ T+] MAVED ) w2 L, Add Policy ZBE& 9,

API Management | Dashbozrd Publish | Analytics | Admin | Organization_Administr... = FUJITSU
Dashboard / API Proxies | mashup-sample / Develop / 1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
mashup-sample OVERVEW | DEVELOP | TRACE  PERFORMANGE
Project~ | | Save | [ Revision 1+ | Help for Selected Flow Search
|Navigator % Properly Inspector £ % RtERIiT »
B mashup-sample - Flow
+ Policles name BREAMIERE
e |IE
~ Proxy Endpoints E
roxy Endpoi | ep Request
- default b4 e 4 Response
m PreFlow Condition (proxy.pathsuffix MatchesPath "fo.
B »7==mwamis
m PostFlow Request
= Target Endpoints
~ default
A |
XM PreFiow Code default B
Xl PostFiow 1  <?xml version="1.0" encoding="UTF-8" standalone="yes"?> i
N ‘e 2 = <ProxyEndpoint name="default">
~ SEED Lﬂ 3 <Description/>
4= <Preflow name="PrefFlow">
5 <Request/>
6 <Response/>
7 </PreFlow>
8- <Flows>
9 <Flow name="%F iM%}
1@ <Description/»
11 <Request/>
12 <Response/>
13 <Condition>»(proxy.pathsuffix MatchesPath “/forecast/webservice/json/vl™) and (request.verb = "(«
g
Depioyed to test
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07.03
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[Service Callout] Z2') v D&, KUY —DIEREAD L. TADdl MREVED IO LET,
IMURIEABDBITT,
+ Display Name : ServiceCallout-city2 (ERD&BE])
+  Name : ServiceCallout-city2 ((EED&H)

Add Policy

XML to JSON

Bl Raise Fault Policy Type [B Service Callout
XL Transform

[Z SOAP Mess age Validation
[ Assign Message

[E) Extract Variables

3 Access Entity

B Key Value Map Operations
EXTENSION

Display Name | ServiceCallout-city:

Name ServiceCallout-city2

Fr, Occ'EIVYS !
[ Statistics Collector
[ Message Logging

et /D

BHILIE Service Callout MUY —Z&EIRL, MUY —frEBBEZXRTLUET,
MBI U TR Y —DEREIRELFET,

ServiceCallout-city2.xml

APl Management <?xml version="1.0" encoding="UTF-8" standalone="yes"?=>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="ServiceCallout-city2">
Dashboard / AP| Proxies | mashup-sample / Develop / 1 <DisplayName>ServiceCallout-city2 </DisplayName>
<Properties/ >

<Request clearPayload="true" variable="ServiceCallout-city2"> ITUNRSA—HF%city®IDELTIEE

mashup—sample <IgnoreUnresolvedVariables>false </IgnoreUnresolvedVariables>

[Proctv | save | [Revision 1+ | [ Toois + <Set

. . . <QueryParams:>

|Navigator |4« Policy: ServiceC| <QueryParam name="city" >{request.queryparam.city2} </QueryParam>
B mashup-sample </QueryParams>

~ Policies Verb=GET Z/Varb

CTEOUYY | </set>

~ Proxy Endpoints </Request>
- default <Response>calloutResponse-city2 </Response>
B FreFlow <HTTPTargetConnection=>
=R »7==wEmie <Properties/>
X FostFlow <URL>http://weather.livedoor.com/forecast/webservice/json/v1 </URL>
~ Target Endpoints (+] Attached </HTTPTargetConnection>
Iy </ServiceCallout>
P '+ cods sanuced - —
m reFlow 1 J<2?xml version="1.8" encoding="UTF-8" standalone="yes"?3 Co =
m PostFlow 2+ <ServiceCallout asyne="false" continueOnError="false” gfabled="true" name="ServiceCallout-city2"s Burii chon
. — 3 <DisplayName>ServiceCallout-city2</DisplayName > Properties |
~ Scripts b 4 <Properties/> URL hitp //example.com
5+ cRequest clearPayload="true” wariable="myRequest”s :
6 <Ignorelnresolvedvariables>false</IgnoreUnresolvedvariabless
7 </Request>
8 <Response>calloutResponse</Response>
9 - <HTTPTargetConnection>
10 <Properties/>|
11 <URL>http: f/example.com</URL >
12 </HTTPTargetConnect ion>
13 | </ServiceCallout>
Depiayed o test
© 2016 FUJITSU LIMITED Allights reserved. Version 4.15.07.03
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(E&EHI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="ServiceCallout-
city2">
<DisplayName>ServiceCallout-city2 </DisplayName>
<Properties/>
<Request clearPayload="true" variable="ServiceCallout-city2">
<IgnoreUnresolvedVariables>false</IgnoreUnresolvedVariables>
<Set>
<QueryParams>
<QueryParam name="city">{request.queryparam.city2}</QueryParam>
</QueryParams>
<Verb>GET</Verb>
</Set>
</Request>
<Response>calloutResponse-city2 </Response>
<HTTPTargetConnection>
<Properties/>
<URL>http://weather.livedoor.com/forecast/webservice/json/v1</URL>
</HTTPTargetConnection>
</ServiceCallout>

KEBEITOEEDINT Y FERBERZEHRF LU TCNET,
KESZANBOFMIE. TA3.1. Service Callout XML {t1k] ZCsBLIIEE0)N,
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3) Extract Variables N ¥ —DERR 1 (RRIBHROZEIL 1)

Service Callout N ¥ —THEE UEXSIBREZHE UTEIN (BEHL) 92 Extract Variables Y
—&ZBNILEd,

Policies @ T+1 mMAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management Dashboard Pubiish | Analytics | Admin | Organization_Administr. ~  FUJiTSU
Dashbeard / AP| Proxies | mashup-sample / Develop / 1 Organization ope
h | ACCESS THE CLASSIC VERSION OF PROXY EDITOR
masnup-sampie OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Project~ | | Save | [Revision 1+ | Help for Salected [@ Service Callout Policy Search
|Navigator 2 Property Inspector ServiceCallout-city2 |»
B mashup-sample . ServiceCalout
= Policies async false
@ SenviceCallout-city? Callout continueOnError  false
— anablad frue
T Pmy EMPOim L name ServiceCallout-city2
= i ServiceCallout-city2 ! _
= default =+ v DisplayName ServiceCallout-city2
X FreFlow Properties
BESMERME Name  ServiceCallout-city2 Request
B Postriow clearPayioad  true
~ Target Endpoints. + Attached to Flows Not used in any flows vanabk SenviceCallout-city2
[rm T IgnoreUnresolv. . false
- default * code ServiceCallout-city2 |® Response calloutResponse-city2
X FreFlow 1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?» HTTPTargetConnection
m PostFlow 2+ <ServiceCallout async="false” continueOnError="false” enabled="true" name="ServiceCallout-city2"> .
3 — 3 <Displaylame>ServiceCallout-city2</DisplayName> Propertes
~ Seripts &4 4 <Properties/> URL hitp:/iweather livedoor com/foreca
5= <Request clearPayload="true” variable="ServiceCallout-city2"»
3 <IgnoreUnresolvedvariablessfalse</IgnoreUnresolvedVariables>
7 </Request>
8 <Response>calloutResponse-city2</Responses
9~ <HTTPTargetConnection>
1@ <Properties/»
11 <URL>http://weather.livedoor.com/forecast/webservice/json/vl?city={request.queryparam.city2}</URL>
12 </HTTPTargetConnection>
13  </ServiceCallout>
Deployed to test

© 2016 FUJITSU LIMITED All rights reserved Version 4 1507 03

[Extract Variables] Z2'J v D%, MJ)Y—DEHRZANDL. TADD] MIVZED )y DI ULET,
IMRIEADBITT,
+ Display Name : GetResponseJSON-city2 ({EED&FD)
«  Name : GetResponseJSON-city2 (ERDEFI)

Add Policy

MEDIATION
B8 JSON to XML Policy Type  [E] Extract Variables

[ XML to JSON Display Name [GetResponseJSON-city2

[ Raise Fauit @ﬂ
GetRe JSON-
EZ3XSL Transform P

) SOAP Message Validatig

[ Access Entity

B Key Value Map Operations
EXTENSION

& Python

s JavaScript

R Service Callout

&IV |
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BRI UE Extract Variables N Y —ERIRL, MY —REBERZRTLET,
MBICI TR Y —DEEERE LFET,

API Management GetResponselSON-city2.xml

Dashboard  API Proxies / mashup-sample / Develop / 1

mashup-sample <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ExtractVariables async="false" continueOnError="false" enabled="true" name="GetResponse]SON-city2">
Project Revision 1+ Tools v <DisplayName> GetResponseJSON-city2 </DisplayName>
. E—— <JSONPayload>
« olicy: GetRasponsa| . .
aél'gm' . | J = <Variable name="object">
- ]"“as up-sample <JSONPath>$</ISONPath>
+ Polici ’
ceaouws B </Variable> JSONZFEZEINEW.
GetResponseSO) [ JU N </ISONPayload=>
(&) i = .
Bl SarviceCaloutcity2 Y <Source>calloutResponse-city? </Source>
~ Proxy Endpoints + Sl <VariablePrefix>calloutresponse-city2</VariablePrefix>
~ default + </ExtractVariables>
PreFlow N4
GET EESERSRL ]
W FostFlow Attached to Flows Not used in any flows QueryParam
- TaJ'gE‘ E“dpaln's o+ - name name
Code rey [Teray VP Header
~ default 1 [k2xml version="1.0" encoding="UTF-6" standalone="yes"?> - 5 g —
m PreFlow 2 async="fal continueOnError="fa enabled="tr names= t
m PostFlon 3 GetResponse)SON-city2 FormParam
ostFlow 4 name name
~ Scripts + 5 name="na Variable
E e "name"
7 : name name
8 1 lgnoreUnresolve... true
9 name="nam 5 o
1 true JSONPayload
11~ Variable
132 + name : name name
13 {example}
u | JsONPain {example}
s o — —
Deployed to test
© 2016 FUJITSU LIMITED Allrights reserved. Version 4.15.07.03
/=
(REZ=HI]

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="GetResponseJSON-city2">
<DisplayName>GetResponseJSON-city2</DisplayName>
<JSONPayload>
<Variable name="object">
<JSONPath>$</JSONPath>
</Variable>
</JSONPayload>
<Source>calloutResponse-city2</Source>
<VariablePrefix>calloutresponse-city2 </VariablePrefix>

</ExtractVariables>

MEBEITOEEDNT Y L ERBERERFECHLUTNET,
KEENBDFMIZ. TA2.4. Extract Variables XML ttx] ZC2iR<IZE0),
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4) Extract Variables N Y —0DERk 2 (RRUSHROZEEIL 2)
3) EAFROFIET, TYRNRAYFOURANRYZREZEHE LT (BEE) 99 Extract Variables 71
Y == UE T,

MR Add Policy TARDT BN —DIBFHRODADBITI,
+  Display Name : GetResponseJSON-city ((FEDEZa1)
+  Name : GetResponseJSON-city ((FE=NDEZa1)

BIIULE Extract Variables N Y —EBIRL, N Y —REBEREZRRTLET,
MBI TR Y —DEEERE LFET,

GetResponselSON-city.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="GetResponse]SON-city">
<DisplayName>GetResponse]SON-city</DisplayName>
<JSONPayload=>

<Variable name="object">

<JSONPath=>$</JSONPath>
</Variable> JSONLEZEZHINEM,
</ISONPayload>
<Source>response</Source>
<VariablePrefix>response-city</VariablePrefix>
</ExtractVariables=>

(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="GetResponseJSON-city">
<DisplayName>GetResponseJSON-city</DisplayName>
<JSONPayload>
<Variable name="object">
<JSONPath>$</IJSONPath>
</Variable>
</JSONPayload>
<Source>response</Source>
<VariablePrefix>response-city </VariablePrefix>
</ExtractVariables>

MEBETOEEDONT Y FEBRDBENERFETCHRUTCNET,
KEBANBOEAMIE. TA2.4. Extract Variables XML {t#E ] &#CSBLIEE0),
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5) Assign Message M'JY—0OERR (HTTP L XN ZDIERK)
Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management Dashboard Publish = Analytics \ Admin | Organization_Administe. ~  FUJiTSU
Dashboard / AP| Proxies /| mashup-sample / Develop / 1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
m OVERVIEW DEVELOP TRACE PERFORMANCE
P Help for Selected  Flow Search
INavigator " Property Inspector # X SUEHS »
B mashup-sample o
- Policies name HF WS
 [E] GetResponselSON<ity e
~ [E] GetResponseJSON<ity2  Step :“’“
'[@ serviceCallout<ity2 e S ——
a y Condition (proxy pathsufiix MaichesPath "/fo!
* Proxy Endpeints
~ default
X rreFlow
BEAMHIE
B rostiow m— —I
. ~— Code default z
~ Target Endpoints = 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
~ default (4] 2+ <ProxyEndpoint names"default">
== 3 <Description/>
n PreFlow e <PreFlow names="PreFlow">
PostFlow 5 <Request/s
. 6 <Response/>
* Scripts F 7 </Preflow>
B <Flows>
9~ <Flow name="35F MMM 8"}
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/forecast/webservice/json/vl") and (request.verb = "(»
ey | 3
Deployed to test
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07.03

[Assign Message] &2y D&, MJ)Y—DBHRZEAD L. TADD] MIVZED )y D ULET,
IMRIEADBITT,
+ Display Name : CreateResponseJSON (EFRD&8])
+  Name : CreateResponseJSON (fEED&Ba1)

Add Policy

[ILoar
B} Generate SAML Assertion Policy Type Assign Message

() Validate SAML Assertion Display Name [ CreateResponselSON
MEDIATION

8 JSON to XML
@) XML to JSON
Bl Raise Fault

Name Cmsh;RespunseJS@R

B Key Value Map Operations
EXTENSION
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,
MBICI TR Y —DEEERE LFET,

APl Management Lo BECTN

CreateResponselJSON.xml
Dashboard / API Proxies / mashup-sample / Develop / 1
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

mashup-sample <AssignMessage async="false" continueOnError="false" enabled="true" name="CreateResponse]SON">
P P <DisplayName=>CreateResponse]SON</DisplayName:>
Project ¥ Revision 1 ¥ Tools ¥ <Copy source="response'">
= <StatusCode>true</StatusCode>
lavigator « Policy: CreateRespof </C0py> 9
& mashup-sample <IgnorelUnresolvedVariables>true</IgnoreUnresolvedVariables > 220DISONZISONArrayts3

~ Policies AssignTo createNew="false" transpart="http" type="response"/

CreateResponse.) 44 =T au‘ya 1 T <Set>
L] GetiesponseJSON-G ) <Payload contentType="application/json;charset=utf-8" variablePrefix="@" variableSuffix="#">|
E] GetResponse)SON-city =pisy Ng [@response-city.object#, @calloutresponse-city2.object#]
ServiceCallout-city2 </Payload >
~ Proxy Endpoints + N </Set>
= default + < /AssigniMessage
W PreFiow Attached to FIgws ToT USed 1 any Tows - =
cer RS Tt QueryParams
m PostFlow Code  CReateRasponss.SON < FormParams
) 1 = Version= I 0 encodings Stangalones B Payload
* Target Endpoints 2 async continueOnErrors"false” enableds"tr ame 3 2 s
3 CreateResponselSON verb
= defaut + StatusCode
m PreFlow 5 source est ReasonPhrase
6
X FostFlow = Path
v Scripts + 8 Remove
12 Headers
11 Header
;z‘ name hi
14 i QueryParams
Deployed to test o
©2016 FUJITSU LIMITED Allrighs reserved Version 415 07 03
[~
(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true"
name="CreateResponseJSON">
<DisplayName>CreateResponse]lSON</DisplayName>
<Copy source="response">
<StatusCode>true</StatusCode>
</Copy>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="response"/>
<Set>
<Payload contentType="application/json;charset=utf-8" variablePrefix="@"
variableSuffix="#">
[@response-city.object#,@calloutresponse-city2.object# ]
</Payload>
</Set>
</AssignMessage>

MEBETOEEDNT Y FERDBENERFECHRUTCNET,
KESBANBOEAMIE. TA2.3. Assign Message XML gl &CSBLIES0),
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6) MJY—DiE

MTD@0. LR Y —ZB& L. [Savel RYVED v D LET,

APl Management

Dashboard E Publish = Analytics | Admin

Organization_Administr...

~  mujitsu

Dashboard / API Proxies / mashup-sample / Develop

mashup-sam

Project =

INavigator
E mashup-sample
~ Policies +
CreateResponseJSCON
[E] GetResponse) SON-city

1

@ ] GetResponse) SON-city2
() [ SeniceCallout-city2

~ Proxy Endpoints +
~ default

m PreFlow

PostFlow
- Target Endpoints

- default

B oo _
B rPostFiow +
~ Scripts +] =
Deployed to test

Tools v Deployment v

NSRS

@cTIckRSYI 1

Request

Response

® CreateResponse]SON
® GetResponse]SON-city

OVERMIEW DEVELOP TRACE PERFORMANCE

Help for Selected Flow

@ ServiceCallout-city2 :
® GetResponselSON-city2 , S

CrealeR  GelRes
esponse  ponse)
ISON SONC

© 2016 FUJITSU LIMITED Al rights reserved. Version 4.15.07.03

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

Search

Property Inspector 5 X SHBEE »
Flow

name HFEAIRmis
Description

Request

Step

Name SenviceCallout-city2
Step

Name GetResponse SON-city2
Response

Step

Name GetResponseJSON-city
Step

Name CreateResponseJSON
Condition

COrganization ope

(proxy pathsuffix MatchesPath "o
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) ENFHESD

TER UIZ APl Proxy OEWFIERZTTUVE T,

MTOBIDKSIC, URL APOERIDE JSON ERDT—IMNRASNET,

http://{FQDN}:10080/mashup-

sample/forecast/webservice/json/v1?city={CityCodel}&city2={CityCode2}

Xhtto 70 )LV TOEWFESRBITI (R— F&ESIE 10080 TI),

X{FQDN}E API Proxy OfEBSICERSNIZ URL DR +& (FQDN) ZBELE T,

*{CityCodel}, {CityCode2} (& ERDEHI— FICBSHA TS, (Bl : 400040, 410020 5L

L

" - pinpointLocations: [

link: "hitp://weather.|ivedoor,com/area

link: “htte://weather | ivedoor com/area/farscast /40202007 ,
name: R
1.
- 1 )
link: “"hite://weat Livedoor, com/area/forecast /40203007 ,
name: "7 B
1.
-0
link: “http://weather. |ivedoo a/forecast /40207007 ,
name: “HiI|H
1.
[
link: "http://weather. |ivedoo /forecast /40210007,
name: " J\# 7
1.
-
link: “http://weat L ivedoo m/area/forecast /40211007,
) ame: “E{ET
B
-0
link: "hitp://weather. |ivedoor .com/area/forecast /4021200,
name: "Il
1
-0
link: “http://weather. |ivedoor.com/area/forecast /40216007,
name: /| VERA
1.
-0
link: “http://weather. |ivedoor.com/area/forecast /40225007,
: name: "D E (3

orecast /40228007 ,

name: “ERET

orecast /40229007,

B E T

link: “http://weather . |ivedoor.com/area
Exe)

+ = View source &#

2122 Ny DTV FY—ERDOEGTHRRZITINSA IS -CELUTHSUENY DIV FY—EZD

U LU

2121 N DIV RY—EIXOERTIREROES ] TIERK LIZ APl Proxy ZFEALZET,
FAPIs] XZa—%&2') w2 L. API| Proxies D—&NH'5. #HRETD APl Proxy Z8IRUE T,
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1) Extract Variables N'J Y —MDIEIE (BEERELDEEIL)
[2.1.21.3) Extract Variables N'J Y —D1ERK 1 (RKUIBROZEZEUL 1)1 THERK UIZ Extract Variables
MUY —ZFRL, N Y —REBBZRILUET,

RS ULV AMNY AN SEHEFRESDIBRZE U TEHL I DUNIEZBI LI T,

APl Management = —— = e
GetResponselSON-city2.xml
Dashboard / AP| Proxies / mashup-sample / Develop / 1
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
mashup-sample <ExtractVariables async="false" continueOnError="false" enabled="true" name="GetResponse]SON-city2">
<DisplayName> GetResponseJSON-city2 </DisplayName>
Project = Revision 1+ Tools <JSONPayload>
<Variable name="object">
Navigator «| Policy: GetResponse <JSONPath>$</JSONPath>
B mashup-sample </Variab|e>
~ Policies 1 <Variable name="prefecture"> APILARYANS B L5
CreateResponseJSON <JSONPath>$.location. prefecture</JSONPath>
-] GetResponseJSON-ci Nariable
£ GetResponseJSO) </]SONPayload:
[ ServiceCallout-city <Source>calloutResponse-city2 </Source>
~ Proxy Endpoints N <VariablePrefix> calloutresponse-city2 </VariablePrefix>
~ default </ExtractVariables>
W PreFiow Attached to FIcws LN FTer 10w T GETaUT — Prosy Enapomt - E
2l &7 ERERE Sowrce
Code GelResponseJSON-city2 ¥ VariablePref calloutresponse-city2
X FostFiow 1 = VersIon T 0 EncoaIngs STANGa One s Y 4 S Hloutesponse aly2
* Target Endpoints 2+ async ilse” continueOnErrors"fa enableds"
- default :' GetResponse)SON-city2
m PreFlow 5 name
X PostFiow 3 $
* Scripts + 8
9 calloutResponse-city2
10 calloutresponse-city2
11
Deployed to test
© 2016 FUWJITSU LIMITED Allrights reserved Version 4.15 07 03
/=
(EFEBI]

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="GetResponseJSON-city2">
<DisplayName>GetResponseJSON-city2 </DisplayName>
<JSONPayload>
<Variable name="object">
<JSONPath>$</IJSONPath>
</Variable>
<Variable name="prefecture">
<JSONPath>$.location.prefecture</JSONPath>
</Variable>
</JSONPayload>
<Source>calloutResponse-city2</Source>
<VariablePrefix>calloutresponse-city2 </VariablePrefix>
</ExtractVariables>

MEBEITOEEDNT YV L ERBERERFE TR LUTNET,
KEZNBDFMIE. TA2.4. Extract Variables XML ttix] ZC2BR<IZE0),
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2) Service Callout N Y —DERL (MXEIRN 2 ~DES
BESNLCEENEOMXEN! X RS T D APl &IV T Service Callout R Y —E8N0LE T,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

API Management Dashboard Publish | Analytics | Admin | Organization_Administr.. »  FUJITSU
Dashboard / AP| Proxies / mashup-sample / Develop / 1 Organization ope
h I ACCESS THE CLASSIC VERSION OF PROXY EDITOR
masnup-sample OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Project* | | Save | | Revision 1+ Help for Selected Flow Search
|Navigator |2 Property Inspector # E&EHME »
B mashup-sample » Flow
- Policies name HF WS
CreateResponseJSON i T Description
[E] GetResponselSON-city { step Rs::ust
[ GetResponseJSON-city2 e Gemes - -
[& SeniceCallout-city2 r.:;;ul—c sp;:su S:m [ServiceCalloutcity2
— <.
= Proxy Endpoints I; Name GetResponseJSON-city2
~ default i Request Response
B FreFlow Sk I
SESMERE ae " Name GetResponseSON-city
B PostFiow [ I=d»hull\l:»ohcyce JSON-city2 1% cep
— 1 Pxml version="1.0" encoding="UTF-8" standalone="yes"?>
~ Target Endpoints [#] 2+ <Extractvariables asyncs"false” continueOnErrorsfalse” enableds"true” names"GetResponselSON-city2”> 2D [CreateResponseSON
- defaul = 3 <DisplayName>GetResponselSON-city2</DisplayName> Condition (proxy pathsuffix MatchesPath "o
t \+) 4~ <J50NPayload>
PreFlaw 5 <Variable name="object”s
6 <1SONPath>$</I50NPath>
m PostFlow ] 7 </Variable>
- Scripts [+ 8 </1SONPayload>
—| 9 <source>calloutResponse-city2</Sources
10 <VariablePrefix>calloutresponse-city2</VariablePrefix»
11  </ExtractVariables>
Deployed fo test

© 2016 FUJITSU LIMITED Allrights reserved Version 415 07 03

[Service Callout] Z2 v o%, W)Y —DBHRZEAD L, TADd) WYV ED ) v D LET,
IURIEADBITT,

+  Display Name : ServiceCallout-getcities ({FEDEZ81)
+  Name : ServiceCallout-getcities (JEF=EDER])

Add Palicy

[§] XML to JSON
Bl Raise Fault
2 XSL Transform

Policy Type

Display Name

[Z) SOAP Mess age Validation

) Assion Message
[E] Extract Variables
EJ Access Entity

Name

Bl Key Value Map Operations

EXTENSION

& Python
|38 JavaScript

[ Statistics Collector
[ Message Logging

DI I |

96

B Service Callout

ServiceCallout-getcityies|
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BHIUIE Service Callout N Y —ZEIRL, R Y —fREBBERLUET,
MBICI TR Y —DEEERE LFET,

API Management

Dashboard / API Proxies | mash

mashup-sample

up-sample | Develep / 1

Tools

« Policy: ServiceC

es.xml

ServiceCallout-get

<?xml version="1.0" encoding="UTF-8" stan
<ServiceCallout async="false" continueOnError="false" enabled="true" name="ServiceCallout-getcities">

<DisplayName=>ServiceCallout-getcities </DisplayName>

<Properties/>

<Request clearPayload="true" variable="ServiceCallout-getcities" =
<IgnoreUnresclvedVariables:>false < /IgnoreUnresolvedVariables>

<Set>

<QueryParams>
<QueryParam name="method">getCities</QueryParam:>
<QueryParam name="prefecture" >{calloutresponse-city2. prefecture} </QueryParam:

LARYARREIIVINSA—INIETE

|Navigator
E mashup-sample </QueryParams>
~ Policies Y et
Varb=GE T </ Verb
CreateResponseJSON </Set>
g 2t:esmnsej§g:-cw </Request>
- SEN.::I'IZET o chy <Response>calloutResponse-getcities</Response>
il Ut-Cll .
S| ____Eau‘ a 1 <HTTPTargetConnection>
— Lo w1 <Properties/ >
¥ Prox) n ints . . ‘g
¥ Endpo <URL=>http://geoapi.heartrails.com/api/json</URL>
~ default Attached | </HTTPTargetConnection>
m PreFlow .
HES S D </ServiceCaliout> Tesponse TaTouTRESponSe
1 k2 version="1.8" encoding * standalone="yes"?> HT TP TaretG r
S Taget Endpoints + 3 ServiceCallout-getcities Propertes
4 URL hittp:/fexample.com
* default + 5+ clearPayload="t variable=
PreFlow ° Faise
I PostFiow 8 calloutResponse
~ Scripts + lg )
11 http://example.com
12
13
Deployed to test
© 2016 FUJITSU LIMITED All rights reserved Version 4 1507 .03
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(E&EHI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="ServiceCallout-
getcities">
<DisplayName>ServiceCallout-getcities</DisplayName>
<Properties/>
<Request clearPayload="true" variable="ServiceCallout-getcities">
<IgnoreUnresolvedVariables>false</IgnoreUnresolvedVariables>
<Set>
<QueryParams>
<QueryParam name="method">getCities</QueryParam>
<QueryParam name="prefecture">{calloutresponse-
city2.prefecture} </QueryParam>
</QueryParams>
<Verb>GET</Verb>
</Set>
</Request>
<Response>calloutResponse-getcities</Response>
<HTTPTargetConnection>
<Properties/>
<URL>http://geoapi.heartrails.com/api/json</URL>
</HTTPTargetConnection>
</ServiceCallout>

KEBEITOEEDINT Y FERBERZEHRF LU TCNET,
KESZANBOFMIE. TA3.1. Service Callout XML {t1k] ZCSBLIIEE0)N,
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3) Extract Variables U ¥ —DOEpk (MMXEIAN ' X ~OZEHEIL)

Service Callout M'J Y —THE ULHXEN X FEZHE UTRMN (BEIL) 928 Extract Variables
Ny —Z=8NLEd,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Publish | Analytics | Admin Organization_Administr... v FUJITSU
Dashboard / AP| Proxies | mashup-sample / Develop / 1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
mashup-sample OVERVIEW | DEVELOP | TRACE  PERFORMANGE
(Praect = | [ Save [Rovsion 1+ | [Toos v | | Deployment + | Help for Selected  Flow Search
Navigator [« Flow 2 gk RS |2 Property Inspector # 7 SRR "
B mashup-sample « Flow }
~ Policies name mrEamEnS
CreateResponse JSON G | Usscivén |
' ]
[E] GetResponse SON-city Sep | n;wsl
. | e - D
[ GetResponse SONcity2 e Getes _ :
[& senviceCallout-city2 (“:I;nl{ sp;;su S’:::B ServiceCalloutaity2
: . v <
. Sen . flout-gateities — Name GetResponseJSON-city2
= (i ErEEics () Request Response
~ default [+ Step
m PreFlow " Name GetResponseJ SON-city
BRAMEIE ook Rdeint o ¥ sep
17~ <Step> *  Name CreateResponseJSON
PostFiow 18 <Name >CreateResponselSON</Name » N p—_
~ Target Endpoints. &, 19 </Step> Condition (proxy pathsuffix MatchesPath “fo.
— 20 </Response>
v default = a2 </PreFlows I
2+ <Flows>
XM PreFion 23~ <Flow name="3 7 MR 4EM i3 p
B PostFiow 24 <Description/>
* Scri 1 25+ <Request>
B (:’ 2B~ <Step>
27 <Name >ServiceCallout-city2</Name>
28 </Step>
29+ «Step> -
30« I —— C
Deployed fo test

© 2016 FUJITSU LIMITED All rights reserved Version 4 15 07 03

[Extract Variables] &2 ') w2%, N Y—DBEREADL, TAd) MIVED v DI LET,
MURIEADBITT,

+  Display Name : GetResponseJSON-getcities ((EFZDEHD)
+  Name : GetResponseJSON-getcities (IFEDEZF])

Add Policy

@ XML to JSON

B Raise Fault Policy Type [&] Extract Variables
3 XSL Transform

[E SOAP Message Validatio @
BASEQH Massage Name [ GetResponseJSON-eicities

@QcEIVYI !
) Access Entity

Bl Key Value Map Operations
EXTENSION

# Python

s JavaSeript

.Snwim Callout

[ Statistics Collector

[ Message Logging

Display Name [ GetResponseJSON-getcities

IC'EIUYI |

99
Copyright 2016-2024 FUJITSU LIMITED



BRI UE Extract Variables N Y —ERIRL, MY —REBERZRTLET,
MBICI TR Y —DEEERE LFET,

APl Management = ar I8

GetResponselSON-getcities.xml

Dashboard / API Proxies / mashup-sample / Develop / 1

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

mashup-sample
P P <ExtractVariables async="false" continueOnError="false" enabled="true" name="GetResponse]SON-

project ~ | [ | Revision 1+ Tools » getcities">
<DisplayName>GetResponse]SON-getcities </DisplayName>
INavigator «  Policy: GetResponse| <JSONPBY|OBCI>
B mashup-sample <Variable name="object">
* Policies +
<JSONPath>$</ISONPath>
1 X JSON
F— _plsones 2HETINER,
E] GetResponseSON-ci </JSONP8Y|OE\CI>
_' - <Source>calloutResponse-getcities</Source>
E] GetResponseJSO <VariablePrefix>calloutresponse-getcities </VariablePref{x>
- v -
I&] ServiceCallout-city2 </Extract\a’anab|es>
ServiceCallout-getcities '
& |FZ IR i Attached to FIows TNOT USed 111 any Tows - T
* default + name name
m PreFlow Code GetResponseJSON-getcities 3 Header
1 <7 version= 1.0° encoding= B sta one= > -
HFEAMBIIE 2 asynce"falsc" continuet " enablege"truc* names"GetResponseISON.getcities” il ame
X rostFiow 3 GetResponse]SON-getciti FormParam
4 r
~ Target Endpoints + 5 name name
6 Variable
v default + 7 name name
m PreFlow : = e ignoreUnresolve. .. true
/ name="nam :
X rostFiow 10 true JSONPayload
~ Scripts + 11 ¥ Variable
12 +| name="name" e [ame
13 {example}
14 JSONPath {example}
Deployed to test o e oo
© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.03
[~
(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="GetResponseJSON-getcities" >
<DisplayName>GetResponselJSON-getcities</DisplayName>
<JSONPayload>
<Variable name="object">
<JSONPath>$</JSONPath>
</Variable>
</JSONPayload>
<Source>calloutResponse-getcities</Source>
<VariablePrefix>calloutresponse-getcities</VariablePrefix>
</ExtractVariables>

MEBETOEEDONT Y FEBRDBENERFETCHRUTCNET,
KEBANBOEAMIE. TA2.4. Extract Variables XML {t#E ] &#CSBLIEE0),
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4) Assign Message NJY—0DIEIE (HTTP L AN ZDIEIE)
[Assign Message MY —DEK (HTTP LRV ZDVEK) ] THER U Assigh Message W)Y/ —
ZERLU. MUY —iREBEZRTUET,
HTTP Xy E—IICHXEF R ~DIBEHRZENLET,

API Management Dachbcact SLES G

CreateResponselJSON.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

Dashbeard / API Proxies / mashup-sample / Develop / 1

mashup-sample <AssignMessage async="false" continueOnError="false" enabled="true" name="CreateResponse]SON">
P P <DisplayName> CreateResponse]JSON </DisplayName>
Project ¥ | | ¢ Revision 1+ Tools v <Copy source="response" >
— <StatusCode>true</StatusCode>
INavigator « Policy: CreateRespoy </COD\/> ‘j
8 mashup-sample <IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables> 320DISONZISONArray£ 93

~ Policies
CreateResponse) 44 - 1w 1
— ccERIUYI
a GetResponse) SON-city. Lisplay Ng

4 <AssignTo createNew="false" transport="http" type="response"/>
Sat
<Payload contentType="application/json;charset=utf-8" variablePrefix="@" variableSuffix="#"
[ @response-city.object#, @calloutresponse-city2.object#, @calloutresponse-getcities.object# ]
</Payload>
N4 </Set>

2] GetResponseSON-getcitie
ServiceCallout-city2
[ serviceCallout-getcities

</AssignMessage>
v Proxy Endpoints + Attached to FISTE e —
- default + —
m PraF low Code CreateResponseJSON x

crealeNew false
- e 1 [X7snT version="1.0" encodl DIT -8 standalone= ye (o] -
HESWETRE 2+ asynca"false” continueOnErrors"fal ‘true® names"CreateResponselSON" o e
B PostFlow 3 CreateResponse JSON type response
Fr——— 4+ sources"response Set
v large jpoin + 5 t
2 rue Payload [@response-city object? @
v default + 7 true contentType application/json charset=utf-8
PreFlow 8 createlew="false" transport="http" types"response” vaiabePrelk @
9 | =
PostFlow "
m 10+ contentType="application/json;charset=utf-8" variablePrefix="@" variableSuffix="#" variabieSuffx  #
~ Scripts -+ 11 [@response-city.object#, @calloutresponse-city2.object#]
12
13
14
Deplayed o test
© 2016 FUJITSU LIMITED Al rights reserved Version 4.15 07 03
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(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true"
name="CreateResponseJSON">
<DisplayName>CreateResponse]lSON</DisplayName>
<Copy source="response">
<StatusCode>true</StatusCode>
</Copy>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="response"/>
<Set>

<Payload contentType="application/json;charset=utf-8" variablePrefix="@"
variableSuffix="#">

[ @response-city.object#, @calloutresponse-city2.object#,@calloutresponse-
getcities.object#]
</Payload>
</Set>
</AssignMessage>

MEBEITOEEDNT Y ~ERBERERFECHLUTNET,
HKEZARNBDFMIE. TA2.3. Assign Message XML {£1k] &HZCSRLITZE0)N,

5 MmUY —DEE
MTRDBD, FRUERY—Z&BEBL. [Savel MIVED v D LIET,

o
APl Management Dashboard Publish = Analytics = Admin Organization_Administr... = FU|ITSU
Dashboard | API Proxies /| mashup-sample / Develop / 1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
maShup_Sam le OVERVIEW DEVELOP TRACE FERFORMANCE
Project v I Tools Deployment ~ Help for Selecied Flow Search
INavigator “  Flow: & 7 NIREREN {2 E3 2  Properly Inspector & X SERERT
E mashup-sample Flow
= Policies + name HFRAWIERS
CreateResponse JSON 0 IR |\ Ckcripion
E] GetResponseJSON-city L Ster qu"es‘
. Step
atResponse = - "
= - 5 - Name SenviceCallout-city?
etResponse N-ge
Step
O | i
ServiceCallout: cny2” Name GetResponseJSON-city2
I'E ServiceCallout-getcities
Request Step
~ Proxy Endpaints Name SenviceCallout-getcities
« default Step
PreFlaw Name GetResponseJSON-gefcities
ceT RERERN ] Response
W FostFiow Response £
= Target Endpoints Name GetResponseJSON-city
Step
~ default Name CreateResponseJSON
Stey
XN PreFlow Sl Condition (proxy pathsuffix MatchesPath "o
B rostriow
= Scripts +
Deployed to test
© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.03
6) BIIFTESR
ol
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B LIZ APl Proxy OBWFERZTTUNE T,

MUTRDBIDLDIC, URL APDOERTDE JSON FERADT —IMRANSINZ T,
http://{FQDN}:10080/mashup-
sample/forecast/webservice/json/v1?city={CityCode}&city2={CityCode2}

¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: API Proxy MIERBSICERSNTIZ URL O 8 (FQDN) ZIBELZXT,

#*{CityCodel}, {CityCode2} &, ERDEHI— FICESHZTIZE0\, (i : 400040, 410020 3&)

[
-1
- pinpointlocations: [
- [
link: "http://weather.|ivedoor.com/area/forecast /4020200,
name: SCEM

link: "http://weather.|ivedoor.com/area/forecast /4020300,
name: " BT

link: "http://weather.|ivedoor. com/area/forecast /4020700,
name: “H]1[H

link: "http://weather |ivedoor,com/area/forecast,/4021000°,

S EILEAPIOLAKY A

city: "/EEH",
city_kana:

city .
city kana: " &
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22. Javascript TOVY YY1 P v JE

221, A—-RT—-AHPE

JavaScript N Y —&EABIDCET, N IIYRT—EXX (APD NOUDIZ RO, D547V BN
DURARYZICKHUT, KDBHBNIBEZTDCENTEDLDICRENFT,

CCTCld. 322 DD APl OETHER%Z. JavaScript WBICTER (&) LTHBO351PY SR
FID APl Proxy 2% LFE T,

Ny DTV RY—ERELT, EEEEBRERANTD APl EEERBINREZRATSD APl ZERA LT,

2 DD APl 'ERASNZEUVANY R (BEEIRBR - BEREIANR [CXYU T, JavaScriot [CTHED
ID 2/ D07 —YR1LzHEcEINEZTNET,

BESNLUVRARY AT =S JSON X TREASNE T,

ERTD APl [, ZNZNIUTDL DU RANY RZRANTDIBEE LET,

EEEIRER BEBEIRN
"items": [
{ {
"device_id": "00:00:00:00:00:00", "geoworkingstateinfo": [
"item_id": "000", {

"item_name": "IRTEAIE",
"item_category": "00",

"item_img": "http://x/im/pcgazou.png"”,
"item_info": "HRIEIR"
"item_status": "00"

"device_id": "32:00:3C:01:B6:05",
"item_id": "002",

"item_name": "FMV123 (H&) ",
"item_category": "01",

"item_img": "http://x/im/pcgazou.png"”,
"item_info": "#RIBER",
"item_status": "01"

"time_stamp": "2016-01-01T00:00:00Z",

"time_stamp": "2015-11-05T05:23:447",

"device_id": "00:00:00:00:00:00",
"device_name": "SN034e8390qg4e",
"latitude": "35.673942",

"longitude": "139.758820",
"device_status": "00",

"time_stamp": "2016-01-01T00:00:00Z2"

"device_id": "32:00:3C:01:B6:05",
"device_name": "SN034e83",

"latitude": "35.673942",

"longitude": "139.758820",
"device_status": "00",

"time_stamp": "2016-01-01T00:00:00Z2"

Copyright 2016-2024 FUJITSU LIMITED




Ny YaPyTEESUTOXRIBRUARNY ZERANT DEBEE LE T,

Ny T4

{
"work": [
{
"device_id": "00:00:00:00:00:00",
"item_id": "000",
"item_name": "IRTEALE",
"item_category": "00",
"item_img": "http://x/im/pcgazou.png”,
"item_info": "#HEER",
"item_status": "00",
"device_name": "SN034e8390g4e",
"latitude": "35.673942",
"longitude”: "139.758820",
"device_status": "00",
"time_stamp": "2016-01-01T00:00:00Z2"

"device_id": "32:00:3C:01:B6:05",
"item_id": "002",

"item_name": "FMV123 (B#&) ",
"item_category": "01",

"item_img": "http://x/im/pcgazou.png”,
"item_info": "#HEER",

"item_status": "01",

"device_name": "SN034e83",
"latitude": "35.673942",

"longitude”: "139.758820",
"device_status": "00",

"time_stamp": "2016-01-01T00:00:00Z2"

APl Proxy OEZ270O0—(FIMUTOEND T,
1) APl Proxy DERX

1-1) API Proxy DERK

1-2) Conditional Flow (GET) MDEEk
2) Service Callout R —0DERK 1 (BEIBIROIS)
3) Service Callout 'Y —D1ERL 2 (BEZRENATOIE)
4) Extract Variables M) Y —D1ERk 1 (BEBHROEZHUL)
5) Extract Variables N'J ¥ —0DER 2 (BEZREIXROZHIL)
6) JavaScript N —D1ERL (APl ZTHBEROESE)
7) Assign Message ') Y —DERR (HTTP L MY ZDYERD
8)
9)

MUY —DEE
EN1FHESR

RT3 Policy [FUTDENDTT,
+  Assign Message N'J¥—
«  Extract Variables N'J¥—
+ JavaScript NJ¥—
+  Service Callout ') —
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222, F

&

1) API| Proxy OYERX
APl Proxy Z1EEXLZE T,

1-1) API Proxy DERX

BELIED TAPIs] XZa—=%&2') w2 U, APIProxies BEICE® LET.

APl Management Dashboar ﬂ Organization_Administr... = FUﬁ‘[SU
Organization ope
Hour | Day Month | Custom F“’;E E"“ ::::ﬁigxggg:: By Hour =
Proxy Traffic
See more details in Proxy Performance
No traffic in the selected date range.
Developer Engagement Developer Apps
See more details in Developer Engagement See more details in Developer Apps
Traffic Level
No traffic in the selected date range.
API Proxies BE C. I+ APl Proxy] M >V&2) w2 ULET,
APl Management Dashboard ﬂ Publish = Analytics = Admin Organization_Administr... ~ Fuﬁrsu

Dashboard / APl Proxies

APl Proxies

List Analytics

Search | All ~

API Proxy

handson-api20160217020

Environments
test
test, prod

test, prod

1=30
Metrics for Last 24 Hours (prod)
Traffic Message Trend by Hour Avg Time Emror Rate
1 1 802900ms 10000 %
3 L 37.00ms 0.00%
0

106
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Organiz ation ope

&

+ API Proxy

Modified Actions

3 hours ago x Delete | Roles (1)
19 hours ago ¥ Delete | Roles (1)

aday ago ¥ Delete | Roles




> Build a Proxy (TYPE)
No Target] Z&IRUL. Next] MYVYED D LET,

Build a Proxy

Reverse proxy (most common)

Route inbound requests to backend services

Node.js App

Create a new app in JavaScript and optionally add policies

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

» No Target

Create a simple API proxy that does not route to any backend target.

Use OpenAPI | Optionally associate the proxy with an OpenAP| (Swagger) document

Proxy bundle

Import an existing proxy from a zip archive.

Exit Without Saving
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» Build a Proxy (DETAILS)

APl Proxy DIBHRZAD UL TNext] MAYZED v O LET, URIFADBITT,
«  Proxy Name : api-mashup ((EED&FD)
+  Proxy Base Path : /api-mashup (ERD/\X (BEAD))

Build a Proxy

TYPE: DETAILS

Specify the proxy details.

Proxy Name * I api-mashup I

Valid characters are letters, numbers, dash (-), and underscore (_)

Proxy Base Path* | /api-mashup I

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this AP|

proxy is deployed, and this Proxy Base Path. Example URL http://test-sandbox-test apigee_net/api-mashup

Description

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | ® Pass through (none)

ayadm
QAuth 2.0

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== — = === 10080
¥ default

test http:/[————— E==um:10080

prod https:// — ==m:10443
¥ secure

test https:/——————— = 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving _m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.
Deploy Environments [ prod ¢ test
Proxy Name  api-mashup
Proxy Type  No Target
Virtual Hosts  default, secure
Security  None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

N o | Exit Without Saving TTERIUYY | [ uitd and pepioy |
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> Build a Proxy (SUMMARY)
APl Proxy OERRD5E T UTIZ5. APl Proxy U0 &201 ) w2 LUET,

Build a Proxy

/ Generated proxy

+" Uploaded proxy

+” Deployed to test
MVE api-mashup pfoxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (GET) DfER%
N DT RG—ERICHTBIY—Z/NXEE (HTTP Method) DREZE1TULVET,
DSAPIYRISDIDITZARNCCTEZRLE/INI—VE—HTIRBEIC. UBOFIETHRET DNIEESE
FULET,

Develop] 7% w2 L., APl proxy editor ZBEEI,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr... = FUﬁTSU

Dashboard / AP| Proxies / api-mashup / Overview / 1 Organization ope

ACCES Skl RSION OF PROXY EDITOR

apl-maShup RVIE] DEVELOP TRACE PERFORMANCE

Project | Save | Revision 1+ Deployment »

Revision 1 Summary

Created: a few seconds ago, Updated: a few seconds ago.

Deployments
Environment Revision Status URL

test 1 @ hitpile = =1+]

Expand All | Collapse All

Proxy Endpoints

Name Base Path Target Endpoints

» default lapi-mashup

Target Endpoints

© 2017 FUNTSU LIMITED Al rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

API Management Dashboard m Publish =~ Analytics = Admin Organization_Administr... « FUﬁTSU
Dashboard / API Proxies / api-mashup / Develop /1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
apl-maShu p OVERVIEW DEVELOP TRACE PERFORMANCE
Project v v Revision 1 v Tools Deployment v Help for Selected Flow Search
|Navigator «  Flow: PreFlow Property Inspector PreFlow »
B mashup-sample . PreFlow
- Policies + name PreFlow
3 : R t
* Proxy Endpeints + + s
Step Response
~ default =9
PreFlow
B rostFiow
= Target Endpoints + Request
~ Scripts +
App
I
Code default b4
1 <?xml version=" 2="UTF-8" standalone="yes"?> -
2+
3
4~ name="Pre
5
]
7
g8
9w nam;
1@
11
12
13 ~ y
14 /api-mashup t .
‘e PR
Deployed to test

© 2016 FUJITSU LIMITED Al rights reserved Version 4.15.07.03
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Flow DIBEHRZEAND L. TAdD] MEVED ) v D LFET, MREADBITY,
*  Flow Name : mashup (FEDE#)
+  Condition Type : [Path and Verb] Z#EiR
«  Path: /work EEMD/YR)
« Verb :TGETJ Z&EiR

New Conditional Flow

Flow Name | mashup @

Description

Condition Type

© Custom O Puh@h and Verb
Path | iwork @
@

Verb GET

Optional Target URL

2) Service Callout WY —0DERK 1 (BEIBIROENS
BESEBHRZISITD APl ZIFVUHE T Service Callout N Y —ZE810LFE T,

Policies @ T+] MAVED ) w2 L, Add Policy ZBE& 9,

APl Management | Dashboard Publish | Analytics | Admin | Organization_Administr.. = FUJITSU
Dashboard | AP| Proxies | api-mashup / Develop / 1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
apl-maShup OVERVIEW DEVELOP TRACE PERFORMANCE
Project n Revision 1 Help for Selected Flow Search
Navigator |2 Property Inspector mashup »
@ api-mashup «  Flow
* Policies name mashup
o Dy
- Proxy Endpoints |~
= Step Request
~defaat 4+ QT Response
W PreFlow Condition proxy pathsufiix MalchesPath "
EER mashup
o e
~ Target E nts
- Scripts =
. I
Code default |=
1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
2+ <ProxyEndpoint names“"default”>
3 <Description/>
4= <PreFlow name="PreFlow"»
5 <Request/s
6 <Response/>
7 </PreFlow>
B <Flows>
9= <Flow name="mashup”p
10 <Description/>
11 <Request/>
12 <Response/»
13 <Condition>(proxy.pathsuffix MatchesPath "/work") and (request.verb = "GET")</Condition>
14 </Flows .
s JETS TN
Depioyed to test
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07.03
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[Service Callout] Z2'Jw D%, UMTRDBEDAD U, MUY—DEREAND L. TADDI MEYVED v D
LET. URIFADBITT,
+ Display Name : Service Callout-API1 ((ERD& /1)
+  Name : Service Callout-API1 (FEDE81)

Add Policy

XML to JSON

Bl Raise Fault Palicy Type  [@ Service Callout
RS Tramstorn Display Name | Service Callout-API1
SOAP Message Validation @
2] Assign Message Name |Semvice-Callout-AP
Extract Variables

[ Access Entity

B Key Value Map Operations
EXTENSION

# Python
138 JavaScript
: A
i Sarvice Callout CCEIUYI |
[ Statistics Collector
[ Message Logging

bt /U8

BHILIE Service Callout MUY —Z&EIRL, MUY —frEBBEZXRTLUET,
MBI TR Y —DEREIRE LFET,

ServiceCallout-API1.xml

APl Management
9 <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
Dashboard | API Proxies / api-mashup / Develop /1 <ServiceCallout async="false" continueOnError="false" enabled="true" name="Service-Callout-API1">
<DisplayName=>Service Callout-API1</DisplayName>
api-mashu <Properties/>
P P <Response>calloutResponse-API1 </Response>
[eroect= | [ [ Revision 1+ | Tools 4 <HTTPTargetConnection>
—] - [— <5SLInfo>
i |« Policy: Senvice <Enabled>true</Enabled>
B apimashup <Protocols>

<Protocol>TLSv1.2 </Protocol>
</Protocols>

cCERIUYI |

~ Proxy Endpoints - </SSLInfo>
- default (] <URL=>https: //www.example.com/items</URL>
PreFlow </HTTPTargetConnection>
mashup </ServiceCallout>
PostFlow
~ Target Endpoints [+ Attached to Flows Not used in any flows _ | variabb myRequest
) =] lgnoreUnresolv... false
~ Scri = PRRr-T ! t
= + cose k po icalloutResponse
1 Pxml version="1.8" encoding="UTF-B" standalone="yes"?>
2 | eservicecallout asyne="false" continueOnError="false" gflabled="true" name="Service-Callout-API1"> (LU AL TR
3 <Displaylame>Service Callout-API1</DisplayName> Propertes |
4 <Properties/> URL http /iexample .com
5 <Request clearPayload="true" variable="myRequest">
6 <IgnorelUnresolvedVariables>falsec/IgnoreUnresolvedvariables>
7 </Request>
8 <Response>calloutResponse«/Response>
9+ <HTTPTargetConnection»
10 <Properties/>
11 <URL>http://example.com</URL>
12 </HTTPTargetConnections
13 | «</ServiceCallout>
Depioyed to fest
© 2016 FUJITSU LIMITED All rights reserved. Version 4 15.07.03
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(E&EHI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="Service-Callout-
API1">
<DisplayName>Service Callout-API1</DisplayName>
<Properties/>
<Response>calloutResponse-API1</Response>
<HTTPTargetConnection>
<SSLInfo>
<Enabled>true</Enabled>
<Protocols>
<Protocol>TLSv1.2</Protocol>
</Protocols>
</SSLInfo>
<URL>https://www.example.com/items</URL>
</HTTPTargetConnection>

</ServiceCallout>

KEZANBOFMIE. TA3.1. Service Callout XML {t1#k] ZCSBLIIEE0),

3) Service Callout NI —DERK 2 (BERENAROINS)
2) EAFRDOFIET., BERBIKREZIET D APl ZIHUH T Service Callout R Y —Z=8BNILET,

MR Add Policy TARDT BN —DIBFHROADBITI,
+ Display Name : Service Callout-API2 ({FEDEZH])
«  Name : Service Callout-API2 ((FENDEa)
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BHIUIE Service Callout N Y —ZEIRL, R Y —fREBBERLUET,
MEICH U TR Y —DEERERELFET,

ServiceCallout-API2.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="Service-Callout-API2" >
<DisplayName=Service Callout-API2</DisplayName=>
<Properties/>
<Response>calloutResponse-API2 </Response>
<HTTPTargetConnection>
<SSLInfo>
<Enabled>true</Enabled>
<Protocols>
<Protocol>TLSv1.2</Protocol>
</Protocols>
</SSLInfo>
<URL=>https://www.example.com/geoworkingstateinfo</URL>
</HTTPTargetConnection>
</ServiceCallout>

(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ServiceCallout async="false" continueOnError="false" enabled="true" name="Service-Callout-
API2">
<DisplayName>Service Callout-API2</DisplayName>
<Properties/>
<Response>calloutResponse-API2 </Response>
<HTTPTargetConnection>
<SSLInfo>
<Enabled>true</Enabled>
<Protocols>
<Protocol>TLSv1.2</Protocol>
</Protocols>
</SSLInfo>
<URL>https://www.example.com/geoworkingstateinfo</URL>
</HTTPTargetConnection>
</ServiceCallout>

KESZANBOFMIE. TA3.1. Service Callout XML {t1#k] ZCSBLIIEE0)N,

4) Extract Variables MY —0OERK 1 (BEBHROZEIL)
Service Callout ') Y —THES UIEEEIBREEHE UTERIN (b)) 93 Extract Variables J Y
—ZBNUEY,
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Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E9,

APl Management

| Dashboard Publish | Anaiyties | Admin |

FujiTsu

Organization_Administr... ~

Dashboard / APl Proxies / api-mashup / Develop /1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
apl-maShup OVERVIEW DEVELOP TRACE PERFORMANCE
Project n Revision 1+ Help for Selected Flow Search
Navigator |2 Property Inspector mashup »
@ api-mashup «  Flow
~ Policies rame mashup
< [@ Sevice Callout-API1 ] Dy
< [@ Senvice Callout-API2 i swp ; fl| Requst
~PrexyEndpoints [+ Pespons
pol = Condition (proxy pathsuffix MaichesPath "w
v default +)
X Preflow Request
B meshep —
B PostFiow
-
~ Target Endpoints + - —
l_i:‘ Code default |=
~ Scripts [+] 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> .
2+ <ProxyEndpoint names“default">
3 <Description/>
4= <PreFlow names="Preflow”>
5 <Request/s
6 <Response/>
7 </Preflow>
B <Flows>
9= <Flow name="mashup”p
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/work") and (request.verb = "GET")</Condition>
14 </Flows .
s 1Y i
Deployed to test

© 2016 FUJITSU LIMITED Allrights reserved Version 415 07 03

[Extract Variables] &2') v 2O%, NI —DIEwREAD L. TADd] MIVED VDI UFET,

MR EABBITY,

+ Display Name : Extract Variables-API1 ((FE20&#1)
+  Name : Extract Variables-API1 ({E2DEH))

Add Policy

[E XML to JSON

Bl Raise Fault Policy Type B Extract Variables

[ XSL Transform
2 SOAP Message Validatio
) Assign Message

Extract Variables-API1

Exlract-\ranables-&@

Display Name

Name

OcEIII |
5 Access Entity

Bl Key Value Map Operation?
EXTENSION

@ Python

& JavaScript

[ Service Callout

[ Statistics Collector

[ Message Logging

117
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BRI UE Extract Variables N Y —ERIRL, MY —REBERZRTLET,
MBICI TR Y —DEEERE LFET,

API Management ExtractVariables-API1.xml
Dashboard / API Proxies / api-mashup / Develop /1
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
api-mashup <ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-Variables-API1">
<DisplayName=>Extract Variables-API1 </DisplayName=>
Projct ¥ @ Revision 1~ Tools = <Properties/>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
Navigator « Policy: Extract Variab) <JSONPayI0ad>
B apimashup <Variable name="json">
e — Al ] <JSONPath>$.items </I1SONPath> JSONLFEZEHINIEM.
'OV ) </Variable>
Service Callout-API1 1S0ONPavload
Service Callout-API2 Diaplay N <Source clearPayload="false">calloutResponse-API1</Source>
~ Proxy Endpoints + <VariablePrefix: API1Response</VariablePrefix>
- default + N </ExtractVariables>
X PreFlow ,
mashup Attached toFlows < Not used in any flows / _
X PostFlow — . name name
~ Target Endpoints Cm? «? versions"1.8" encoding " standalones"yes"?» L4 LT
~ Scripts 2~ async="fal continueOnErr “false” enabled - name name
3 Extract Variables-APIl FormParam
4 name name
; nane Variable
7 name name
g ‘%‘-:_" lgnoreUnresolve. _frue
108 true JSONPaylad
11 =| Variable
12+ rame= i name name
13 {example}
14 JSONPath {example}
Deployed to test - e oo
© 2016 FUNTSU LIMITED All rights reserved. Version 4.15.07.03
(eI

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-
Variables-API1">
<DisplayName>Extract Variables-API1</DisplayName>
<Properties/>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<JSONPayload>
<Variable name="json">
<JSONPath>$.items</JSONPath>
</Variable>
</JSONPayload>
<Source clearPayload="false">calloutResponse-API1</Source>
<VariablePrefix>API1Response</VariablePrefix>

</ExtractVariables>

HEBEITOEEDNT YV L ERBERERFE TR LUTNET,
KEENBDFMIZ. TA2.4. Extract Variables XML ttx] ZC2iR<IZE0),
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5) Extract Variables N Y —0DERk 2 (BERENRROZHEUL)
4) E@RROFIBT. Service Callout RJ Y —THEULEEZRBIKREZTHRE UTEN (BEIL) I8
Extract Variables NJ Y —Z8BNLZET,

MR Add Policy TARDT BN —DIBFHRODADBITI,
+ Display Name : Extract Variables-API2 ((FEDEZ&0)
+  Name : Extract Variables-API2 ({FEDEH)

BIIULE Extract Variables N Y —EBIRL, N Y —REBEREZRRTLET,
MBI TR Y —DEEERE LFET,

ExtractVariables-API2.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-Variables-API2" >
<DisplayName=Extract Variables-API2 </DisplayName>
<Properties/>
<IgnoreUnresolvedVariables>true </IgnoreUnresolvedVariables>
<JSONPayload=>
<Variable name="json">
<JSONPath>$.geoworkingstateinfo</JSONPath> JSONLEZEZHINEM,
</Variable>
/1SONPavload
<Source clearPayload="false" >calloutResponse-API2</Source>
<VariablePrefix>API2Response</VariablePrefix>
</ExtractVariables=>

(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-
Variables-API2">
<DisplayName>Extract Variables-API2</DisplayName>
<Properties/>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<JSONPayload>
<Variable name="json">
<JSONPath>$.geoworkingstateinfo</JSONPath>
</Variable>
</JSONPayload>
<Source clearPayload="false">calloutResponse-API2</Source>
<VariablePrefix>API2Response</VariablePrefix>
</ExtractVariables>

MEBEITOEEDNT YV L ERBERERFE TR LUTNET,
KEZNBDFMIZ. TA2.4. Extract Variables XML ttx] ZC2R<IZE0),
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6) JavaScript NJ Y —DERK (APl ZTHEBREDES)
JavaScript 179 d28HD JavaScript N Y —EE8NLET,

Policies @ +] MYV &ED ') w2 L, Add Policy ZBEZE 9,

APl Management

Dashboard Publish = Analytics = Admin

QOrganization_Administr.

~  rujitsu

Dashboard / API Proxies

api-mashup

Project v Revision 1+

Navigator
B api-mashup
- Policies
E] Extract Variables-API1
[E] Extract Variables-API2
[8 service Callout-API1
& Service Callout-API2
= Proxy Endpoints
~ default
XD FreFlow
mashup
X PostFiow
+ Target Endpoints
- Scripts

Deployed to test

api-mashup

Develop /1

Tools *

p

Code default
1 «<x
e 2

1 version="1
t name

Deployment ¥

OVERVIEW

Help for Selected Flow

Request

@" encoding="UTF-8" standalone="yes"?>»
“default"”

- name="PreF]

name="mashup"”|

n>(proxy.pathsuffix MatchesPath "/work") and (request.verb = "GET")

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.03

« Flow

name mashup

Description

Request

Response

Condition (proxy pathsuffix MatchesPath "
-

Organiz ation ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

DEVELOP TRACE PERFORMANCE

Search

Property Inspector mashup »
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lJavaScript] 22Uy D%, RUY—DiEsRZAD L. TADd) MYV ZED U v D ULFET,
IMURIEABDBITT,
+ Display Name : mashup-1 (FED&#F)
+  Name : mashup-1 (EFRDOE8D)
«  Script File : [Create new script] ZiEiR
+  Script Name : mashup-1.js (EEDEED)

Add Policy

A XML to JSON

Bl Raise Fault Policy Type [ JavaScript
3 XSL Transform

[ SOAP Message Validation
) Assign Message

[ Extract Variables Script File
[Z) Access Entity

Bl Key Value Map Operations
EXTENSION

& Python

Display Name [mashup-1

Name [mashup-1

Create new scipt ¥

Script Name | mashup-1.js

QccrIVYI |
[E Service Callout
I Statistics Collector

[EMessage Logging

@ZT'IVYI |

Scripts [CIERSNIZROUT FEERL. RV U T MEBEEZRTUE T,
S UCEEBERIBRDLUOEEREIKNRN S, i@ ID(device_id ZRHDT - &ME L TRESEDRD
T hEEZELET,

APl Management Dashboard Publish | Analytics | Admin Organization_Administr... v FUJITSU

Dashboard / APl Proxies / api-mashup / Develop /1 Organization ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

api-mashup

OVERMIEW DEVELOP TRACE PERFORMANCE

Revision 1+ | Tools v L Deployment V] Help for Selected [l Script Search

Navigator |« Saipt: mashup-1js |2 Properly Inspector mashup-1.js »
& api-mashup N
- Policies |E
[ Extract Variables-API1 File  mashup-1.js
[E] Extract Variables-API2
1 mashup-1 Bundle Path  apiproxy/resources/jsc/mashup-1.js
[& sewice Callout-API1
[8 Senice Callout-API2 o Used in Policies [§§] JavaScript mashup-1
~ Proxy Endpoints [+
~ default (+
X PreFiow
- Code mashup-1js |
e 1 Content not supported
~ Target Endpoints [+
= Seripts (4]

> =

Project V] Save

@ oy

CCEIUYI |

Depioyed to test

© 2016 FUJITSU LIMITED All rightss reserved. Version 4.15.07.03
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(&)

//API1 QL AR A= ZEE/TAEHN

var apil_response = context.getVariable(“API1Response.json");
var apil_jsondata = JSON.parse(apil_response);

//API2 DL AR 2% ZZ B AZHN

var api2_response = context.getVariable(“API2Response.json");
var api2_jsondata = JSON.parse(api2_response);

var workstate = [];

//API2 LR 2% )| — T9IE
for(vari = 0; i < api2_jsondata.length; i++){
//API1 LR 2% ), — T2
for(var j = 0; j < apil_jsondata.length; j++){

var mashupJSON = {};

if(api2_jsondatali].device_id == apil_jsondata[j].device_id){
//API1 & API2 O device_id ' —HUIiZE . WERIEIREZENENL AR INSES
mashupJSON.device_id = api2_jsondata[i].device_id;
mashupJSON.item_id = apil_jsondata[j].item_id;
mashupJSON.item_name = apil_jsondata[j].item_name;
mashupJSON.item_category = apil_jsondata[j].item_category;
mashupJSON.item_img = apil_jsondata[j].item_img;
mashupJSON.item_info = apil_jsondata[j].item_info;
mashupJSON.item_status = apil_jsondatal[j].item_status;
mashupJSON.device_name = api2_jsondata[i].device_name;
mashupJSON.latitude = api2_jsondatal[i].latitude;
mashupJSON.longitude = api2_jsondatal[i].longitude;
mashupJSON.device_status = api2_jsondata[i].device_status;
mashupJSON.time_stamp = api2_jsondata[i].time_stamp;
//Xv217yTUle ISON 7—=4%EeHIICANS
workstate.push(mashup]SON);

//Xv> a7y TUTER5% ISON BeFlAziCT 3

var mashupResponse = {};

mashupResponse.workstate = workstate;

var JSONresponse = JSON.stringify(mashupResponse);
context.setVariable("mashupResponse", JSONresponse);

TZIZT
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7) Assign Message M'JY—0OERR (HTTP L XN ZDIERK)
HTTP XwtZ—I%{EKT D Assign Message M I —E8BNLZET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Publish | Analytics | Admin Organization_Administr.. ~  FUJITSU
Dashboard / APl Proxies / api-mashup / Develop /1 Organization ope
. h ACCESS THE CLASSIC VERSION OF PROXY EDITOR
apl-mashup OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Projact v m Revision 1+ Help for Selected  Flow Search
Navigator |4 Property Inspector mashup »
@ api-mashup .« Flow
- Policies name mashup
B Extract Variables-API 1 {7377y | Desarin
[ Extract Variables-API2 i sep | I;:uesl
& mashup-1 ﬂ“ ( thsufiix MatchesPath “w.
. n ro. athsuix MaicheskHal
- [@ Service Callout-API1 ki
Se Callout-API12
B Servica Request
= Proxy Endpoints
~ default
h -
B Preriov e o ——
=8 mashup G Gl - B |
m PosiFlow 2= <ProxyEndpoint name="default™> -
_— 3 <Description/>
~ Target Endpoints + 4~ <PreFlow name="Preflow">
- = 5 <Request/>
~ Scripts &3 ] <Response/>
. 7 </PreFlows
- jsc 8-~ <Flows>
E mashup-1js 9+ <Flow name="mashup”}
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition»(proxy.pathsuffix MatchesPath "/work") and (request.verb = "GET")</Condition»
14 </Flow>
15 </Flows> =
Depioyed to test
€ 2016 FUJITSU LIMITED Al rights reserved Version 4 15.07.03

[Assign Message] &2 wv2O%, NJI—DBEHRZEADL. TAdd) NIV ED VDI ULET,

IMREABDBITY,
+ Display Name : Assign Message-MashupResponse (FEDE81)
+  Name : Assigh Message-MashupResponse ((FEDEZa1)

Add Policy

[ XML to JSON
Bl Raise Fault Policy Type Assign Message

EJXSL Transform Display Name JAssign Message-MashupResponse

Assign-Message-MasfiupResponse

) Access Entity

B Key Value Map Operations
EXTENSION

# Python

|| JavaScript

.Snwinn Callout

[ Statistics Collector

[ Message Logging

©Ohtw TN
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,
MBICI TR Y —DEEERE LFET,

[ api-mashup Sat:

w17y IULIEISONERT

APl Management = S : e
Assign-Message-MashupResponse.xml
Dashboard / APl Proxies |/ api-mashup / Develop /1
. <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
api-mashup <AssignMessage async="false" continueOnError="false" enabled="true" name="Assign-Message-
= = MashupResponse">
Erkecte E EL foos = <DisplayName>Assign Message-MashupResponse</DisplayNamez
Navigator « Policy: Assign Messal <Properties/>

5| mashup-1
Service Callout-API1
Service Callout-API2

<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>
</AssignMessage> ,

+ Policies <Payload contentType="application/json;charset=utf-8" variablePrefix="@" variableSuffix="#">
Assign Message-| T @mashupResponse#
L =N cckIUvT | </Payload>
] Extract Variables-API2 ispiay N </5et>

~ Proxy Endpoints
o pol + Attached to Flows TOT USed 111 any Tlows
 default + QueryParams
m Preflow Code Assign Message-MashupResponse FormParams
= 2~ sync= continueOnError= lse” en¥boled="t name=" P ad
ET ayio:
mashup 3 Assign Message-MashupResponse e
Xl FostFiow a o
~ Target Endpoints + 7 ‘:““”t‘:ie
easonPhrase
~ Scripts + ! Path
- |sc 9 Remove
B mashup-1js ﬁ’ Headers
12 Header
13 namea hi
14
QueryP:
=1 fua vl :mms
Deployed to test
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07.03
(EH51]

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

MashupResponse" >
<DisplayName>Assign Message-MashupResponse</DisplayName>
<Properties/>
<Set>

variableSuffix="#">
@mashupResponse#
</Payload>
</Set>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>
</AssignMessage>

<AssignMessage async="false" continueOnError="false" enabled="true" name="Assign-Message-

<Payload contentType="application/json;charset=utf-8" variablePrefix="@"

MEBEITOEEDNT Y L ERBERERFECHLUTNET,
KEZANBDFMIE. TA2.3. Assign Message XML {11k] ZCSBRLITZE0)N,
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8 MUY—DEE
MTD@0. LR Y —ZB& L. [Savel RYVED v D LET,

API Management

Dashboard Publish | Analytics = Admin

Organization_Administr... ~

FujiTsu

Dashboard

Navigator

~ Policies

~ default

~ Scripts

- jsc

m PreFlow
LU PostFlow
~ Target Endpeints

Deployed to test

API| Proxies | api-mashup / Develop

api-mashup
Project v S-a\m

@ api-mashup

+

Assign Message-MashupResponse @
(D[ Extract Variables-API1
(Z)ﬂ Extract Variables-AP|2
45 mashup-1 @
(@A Service Callout-API1
(@@ Serice Callout-API2
* Proxy Endpoints +

+

St

E mashup-1js

1

Tools v Deployment ¥

Organization ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

OVERVIEW DEVELOP TRACE PERFORMANCE
Help for Selected Flow Search
[= 1~ Property Inspector mashup »
Flow
@ Service Callout-API1 name mashup

® Extract Variables-API1
® Service Callout-API2

cllaiio]le

® Extract Variables-API2

Request
OT'RIVYS ) ==
Response
® Assign Message-MashupResponse Js
® mashup-1
wessag 1
e-Mas

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.03

Description
Request
Step
Name
Step
Name
Step
Name
Step
Name
Response
Step
Name
Step
Name
Conditon

Service-Callout-AP11

Extract-Variables-API1

Service-Callout-API2

Extract-Variables-API2

mashup-1

\Assign-Massage-MashupRespor
(proxy pathsuffix MatchesPath "w

O BNFHE

ERX L2 APl Proxy

DEFIERZTTNNE T,

MTRDOBIDELSIC. URL APDOERTDE JSON ERADT—IMNRENSINE T,
http://{FQDN}: 10080/ api-mashup/work

¥htto 70 DL TOENERESRBITY R— ~ESIE 10080 TI),

¥{FQDNY}: API Proxy OIERBFICERSNIZ URL MR +E (FQDN) ZEELET,

- workstate: [

device_id: "00:00:00:01:00:007,
item_id: "0017,

item_name: "FMY100",
item_category: "017,

item_img: "07.png",

item_info: " (J) FMVI0D,

01°,

)}
261",
longitude:
device_statu: 1,

time_stamp: "2016-01-01700:00:002"

device_id:
item_id: "0027,
item name: “FMV101°,
item_category: "017,
item_img: "01.ong",
item_info: " (J) FMVIDIT,
item_status: “017,

“00:00:00:01:00:017,
o

i

1,
time_stamp: "2016-01-01T00:00:012"

device_id: "00:00:00:01:00:027,

item_id: "0037,

item_name: "FMY102",

item_category: "017,

item img: "06.png”,

item_info: 7 (J) FWVIDZ™,
0

time_stamp: "2016-01-01T00:00:022°

SHO34e8390040",

SND34e8390041 ™,
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3. K

AT —ERI AV —Ry MEBTPOEATED HTTP R=2DY—EATHNIE. EDLDE APl T
ENVDITYRY—EREVTBEITDCENTEET,

MUY —ZBAIDCET, V51 PY RSO UDIRMNEREZ/NY DT P —EANERT DEAICE
BMUZOD, Ny DIV R —EIANDSDUANYRABHRED S PY EDBRIDFERICERLUIZDIDIED
TEDEHTT,

31. HTTP XVv &
311, A—-RT—-APE
Ny DTY RY—EX(ICXTDNE (HTTP Method) ZZ#9I D APl Proxy ZZ=&LUE T,

Ny DIV RY—ERELUT, A—Y—15#kRkZHkF (DELETE) 32 APl ZEA LT,

DITINSA=H—=ICOA—Y— ID ZEEITDE. BESNLEI-—T-BREEFRLEI, MUY —ZFAT
BDTET, HIFFRLEZA—T—BHRZELV ARV RELUTEE (GET) TEDXDICLFET,

VARV RF=5 (A—Y—1ER) [ JSON A TRASNZT.

APl Proxy OZEZ270O—(FIMU D@D T,
1) APl Proxy DERX
1-1) API Proxy DERK
1-2) Conditional Flow (DELETE) MDERX
2) Extract Variables N'J Y =0 (A—F— ID DB
3) Service Callout )Y —D1ERL (A —H —IBHRODHEIFR « B
4) Extract Variables ') Y —D1ERL (A —H —BHROEZEIL)
5) Assign Message N'J =0 (HTTP LR ZDERD
6) MNJY—Die&E
7) ENETESD

AT Policy [FMTDENTY,
Assign Message ')/ —
Extract Variables 'J ¥/ —
Service Callout ')/ —

126
Copyright 2016-2024 FUJITSU LIMITED



312 F

&

1) API| Proxy OYERX
APl Proxy Z1EEXLZE T,

1-1) API Proxy DERX

BELIED TAPIs] XZa—=%&2') w2 U, APIProxies BEICE® LET.

APl Management Dashboar ﬂ Organization_Administr... = FUﬁ‘[SU
Organization ope
Hour | Day Month | Custom F“’;E E"“ ::::ﬁigxggg:: By Hour =
Proxy Traffic
See more details in Proxy Performance
No traffic in the selected date range.
Developer Engagement Developer Apps
See more details in Developer Engagement See more details in Developer Apps
Traffic Level
No traffic in the selected date range.
API Proxies BE C. I+ APl Proxy] M >V&2) w2 ULET,
APl Management Dashboard ﬂ Publish = Analytics = Admin Organization_Administr... ~ Fuﬁrsu

Dashboard / APl Proxies

APl Proxies

List Analytics

Search | All ~

API Proxy

handson-api20160217020

Environments
test
test, prod

test, prod

1=30
Metrics for Last 24 Hours (prod)
Traffic Message Trend by Hour Avg Time Emror Rate
1 1 802900ms 10000 %
3 L 37.00ms 0.00%
0
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Organiz ation ope

&

+ API Proxy

Modified Actions

3 hours ago x Delete | Roles (1)
19 hours ago ¥ Delete | Roles (1)

aday ago ¥ Delete | Roles




> Build a Proxy (TYPE)
No Target] Z&IRUL. Next] MYVYED D LET,

Build a Proxy

Reverse proxy (most common)

Route inbound requests to backend services

Node.js App

Create a new app in JavaScript and optionally add policies

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

» No Target

Create a simple API proxy that does not route to any backend target.

Use OpenAPI | Optionally associate the proxy with an OpenAP| (Swagger) document

Proxy bundle

Import an existing proxy from a zip archive.

Exit Without Saving
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» Build a Proxy (DETAILS)
API Proxy DIEHRZANDU. [Nextl] MIVZD ) v O ULFET, URIFAHDBITI,
+  Proxy Name : htto-method-conversion (EBD&BED)
«  Proxy Base Path : /http-method-conversion ((EEMD/VZ (BEIADD)

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name * I http-method-conversion I

Valid characters are letters, numbers, dash (-), and underscore (_).

Proxy Base Path * I {http-method-conversion I

A path component that uniquely identifies this APl proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this AP|
proxy is deployed, and this Proxy Base Path. Example URL htip://test-sandbox-test apigee net/http-method-conversion

Description

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | ® Pass through (none)

ayadm
QAuth 2.0

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

LY PE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== —— = 10080
¥ default

test http:/[——————— =um:10080

prod https:// - ==m:10443
¥ secure

test https:/————— == 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.
Deploy Environments [ prod ¥ test
Proxy Name  http-method-conversion
Proxy Type  No Target
Virtual Hosts  default, secure
Security  None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving et 7LV D2/ I Build and Deploy I
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> Build a Proxy (SUMMARY)
APl Proxy OERRD5E T UTIZ5. APl Proxy U0 &201 ) w2 LUET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

+" Generated proxy

+" Uploaded proxy

+" Deployed to test

j v{ http-method-conversion Proxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (DELETE) D{ERX

Ny DTV RY—ERICHITDIY—R/INZEE (HTTP Method) DXEZE
DSAPYENDEDUITIRARDCCTERULC/NY =Y E—HTDHEIC, MUEDOF

L9,

Develop] 7% w2 L., APl proxy editor ZBEEI,

(EIAESCH
BCHRET DWEER

APl Management

Dashboard Publish | Analytics = Admin

Proxy Endpoints

Name Base Path

Target Endpoints

+ default /http-method-conversion

Target Endpoints

Organization_Administr... = FUﬁISU
Dashboard / APl Proxies / hitp-method-conversion / Overview / 1 Organization ope
H ACCE S RSION OF PROXY EDITOR
http-method-conversion . ) .
RVIE DEVELOP | TRACE PERFORMANCE
Project » Revision 1 ¥ Deployment ~
Revision 1 Summary
Created: Mar 10th, 2017, Updated: Mar 10th, 2017.
Deployments
Environment Revision Status URL
test 1 dq hitp://= = = = = 1[+]

Expand All | Collapse All

© 2017 FUNTSU LIMITED Al rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

API Management

Dashboard ﬂ Publish | Analytics | Admin

Organization_Administr... ~ FU]‘I)TSU

Dashboard / APl Proxies / hitp-method-conversion / Develop /1 User Settings Crganization ope
. Logout ACCESS THE CLASSIC VERSION OF PROXY EDITOR
http-method-conversion v e e o coor SN [ oevion | TRACE  PERFORMANCE
Proect v Revision 1 v Tools Deployment v Help for Selected Flow Search
Navigator «  Flow: PreFlow Property Inspector PreFlow »
http-method-conversion «  PreFlow
* Policies + name PreFlow
" [y Request
= Proxy Endpoints + + eq
| Step Response
~ default i Step
XN PreFiow
B rostriow
= Taget Endpoints + Request
= Scripts +
App
E——
Code default T
1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?> N
2+ name="default"
3
4= name="PreF low"
5
]
7
g
9 name; F
1e
11
12
13~
14

/http-method-conversion
PR

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00
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Flow DIBEHRZEAND L. TAdD] MEVED ) v D LFET, MREADBITY,
« Flow Name : HTTP XV v FZE# (EEDEFD)
+  Condition Type : [Path and Verb] Z#&iR
«  Path : /apitest/users/* (JEED/ V)
% /apitest/users/* DFRICEIMNICENDIEICII+ZEIBE LI T
« Verb : [DELETEJ Z&iR

New Conditional Flow

Flow Name | HTTPAVF I @

Description

Conditon Type @ Custom © Pan@nmwm

Path lapitestiusers/™ ®

Verb DELETE@ v I

Optional Target URL

Ohd 7PN
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2) Extract Variables N Y =Dk (A—Y— ID D)
BESNEZ UR ONZH 5, NF—=Y (A—TF— ID) [C—HIIDEZMHE U TEHICIBIMNT D Extract
Variables N ¥ —&8BN0LET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Pubiish | Analytics | Admin | Organizatien_Administr... ~  FUJITSU
Dashboard / APl Proxies / hitp-method-conversion / Develop /1 Crganization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
OVERVIEW DEVELOP TRACE PERFORMANCE
Help for Selected Flow Search
Navigator |2 Property Inspector HTTP:/»F 3l »
@ hitp-method-conversion v a  Flow
- Policies name HTTPAY o F T
N Description
* Proxy Endpeints =L -_
- Response Request 1
default Response
PreFlow Condition (proxy pathsufix MatchesPath "/aj
EENSE HTTPAuw k25
X PostFiow
= Target Endpoints
- Seripts -
Code default T
1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
2+ <ProxyEndpoint names"default”s
3 <Description/>
4~ <PreFlow names="Preflow”>
5 <Request/s
6 <Response/>
7 </Preflow>
B <Flows>
9= <Flow name="HTTP # */ » FI#"p
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/apitest/users/*") and (request.verb = "DELETE")</Coi =
oy | 3
e
Not deployed
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07 .00

[Extract Variables] &2 v 2#%., MJY—DBEHRZADL. TAdD] RIVED v D ULET,
MREADBITY,
+ Display Name : Extract-URI-Path-Userld ((ERDE&1)
«  Name : Extract-URI-Path-Userld ((EFRDE&1)

Add Policy

Ef Raise Fault
IZIXSL Transform Policy Type  [B] Extract Variables

LI SOAP Message Vaiidatio Display Name | Extract URI-Path-Userld

[F)Assign Message @
Extract URI-Path-U:

(/D

D Access Entity

BlKey Value Map Operation3
EXTENSION

3 Java Callout

# Pythen

[8| JavaSeript

[E Senvice Callout

[ Statistics Collector

[ Message Logging

©hdut 778
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BHIUE Extract Variables IR Y —5E&IRL. MY —fmEBEZXRNLUE T,
MEICH U TR Y —DEERERELFET,

APl Management

ExtractVariables-URIPath.xml

Dashboard / API Proxies

B http-method-conversion

-] Extract-URI-Path-Jf

http-method-conversion / Develop

http-method-conversion v weun ne pod
Navigator < Policy Extract-U

URINSINSA—S%HUS
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-URI-Path-UserId">
<DisplayName=>Extract-URI-Path-Userld </DisplayName>
<Properties/ >
<URIPath name="pname">

cCERIUYI |

<Pattern ignoreCase="false">/apitest/users/{userld}</Pattern> |
</URIPath>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<Source clearPayload="false" >request</Source>

= Proxy Endpoint - p -
roxy Endpoints Dispid <VariablePrefix>urirequest </VariablePrefix>
~ default + </ExtractVariables>
PreFlow
HTTPAL »F 2R
X FostFiow
~ Target Endpoints + Attached to Flows Net used in any flo / _ QueryParam
" name name
~ Scripts +) Code & M Dot oo e
1 |k?xml version="1.8" encoding standalone="yes"?> -
2~ asyn A " continueOnError="f enabled=" name name
3 Extract-URI-Path-Userld FormParam
4 name name
6. o Variable
7 name name
: name=" ! ignoreUnresolve._true
10 . true JSONPayload
11+ Varigble
12~ name name name
13 {example} = ———
14 B JSONPath {example}
© 2016 FUJITSU LIMITED Allrights reserved. Version 4.15.07.00
(REZ=HI]
EFE

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-URI-
Path-UserId">
<DisplayName>Extract-URI-Path-Userld</DisplayName>
<Properties/>
<URIPath name="name">
<Pattern ignoreCase="false">/apitest/users/{userld} </Pattern>
</URIPath>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<Source clearPayload="false">request</Source>
<VariablePrefix>urirequest</VariablePrefix>
</ExtractVariables>

KEBEIOEZDNA Y FERDERERF THRLUTNET,

KEZANBDFMIZ. TA2.4. Extract Variables XML ttx] ZZ2iR<IZE0),
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3) Service Callout N Y —DERL (O —H—I1BHRODEIFFR « VS
A—F—IEREHIFRIT D APl ZIHUE L. BiERUEDI—H—IBREESI D Service Callout NV —%

EBNLET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Pubiish | Analytics | Admin | Organization_Administr... ~  FUJITSU
Dashboard / APl Proxies / hitp-method-conversion / Develop /1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
http-method-conversion v e ne ros oo overvew [ oevmor | TRAGE  PERFORMANGE
Project Revision 1 Help for Selected Flow Search
Navigator |2 Property Inspector HTTPX/w Eid »
@ hitp-method-conversion «  Flow
- Policies name HTTPAY o F T
[ Exiract-URI-Path-Userd {7477} || Descrivion
. | ] Request
- + Step .
Proxy Endpoints R . Response
- default Condition (proxy pathsuffix MatchesPath “/a)
X PreFlow
EIEE HTTP AUk i Request
B rostFiow
~ Target Endpoints (+] .
) = . I
~ Scripts |+ code gefaunt ]
1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
2+ <ProxyEndpoint names"default”>
3 <Description/>
4~ <PreFlow names="Preflow”>
5 <Request/s
6 <Response/>
7 </PreFlows
B <Flows>
9= <Flow name="HTTP # */ » FI#"p
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/apitest/users/*") and (request.verb = "DELETE")</Coi =
oy | 3
e
Not deployed
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07 .00

[Service Callout] Z20 v 2%, W)Y —DBEHRZAD L, TADd) MYV ED ) v D LET,

IMREABDBITY,
+  Display Name : ServiceCallout-DeleteUser ((FEDZa1)
+  Name : ServiceCallout-DeleteUser ({EZNDEHI)

Add Policy

Bl Raise Fault

[ XSL Transform Policy Type [@] Service Callout
SOAF Message Validation Display Name [ SernviceCallout-DeleteUsar
) Assign Message

[E) Extract Variables

) Access Entity

B Key Value Map Operations
EXTENSION

B Java Callout

# Python

Name [ SenviceCallout-DeleteUser

[ Statistics Collector
[ Message Logging

©htut /PN
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BHIUIE Service Callout N Y —ZEIRL, R Y —fREBBERLUET,

MEICI U TR Y —DEEZRELE T,

APl Management

ServiceCallout-DeleteUser.xml

Dashboard / API Proxies / http-method-conversion / Develop /1

http-method-conversion s v e e

Navigator «  Policy: ServiceCalloy

[ http-method-conversion

* Policies +
-] Extract-URI-Path-Usg

ServiceCallout-Defd

~ Proxy Endpoints

= default +
X Preflow N
HTTPAY o K 25
X FostFiow

~ Target Endpoints

Attached to Fl

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Properties/ >

<Request clearPayload="true" variable="myRequest">
Caob

<ServiceCallout async="false" EomtinueOnError:"true” henabled:"tr'ue" name="ServiceCallout-DeleteUser" >
<DisplayName>ServiceCallott= i ame:>

NSA—E5, AV FEIRTE

<QueryParams>

</QueryParams>
Verb>GFT</Verh

<QueryParam name="userld">{urirequest.userld } </QueryParam:

«/Set>
</Request>
<Response>calloutResponse</Response>
<HTTPTargetConnection>

E{TISIY P4 > FAPI

]<URL>http5://www.exemDle.com/sensingfwebapi/api/apitest/query/deleteuser</URL>

Code [perviceCallo:
¥ Scripts

k7 vers

< /HTTPTargetConmeaction
</ServiceCallout=>

P

arPayload="t variable: t
false

calloutResponse

http: //example.com

URL hitp Jexample.com

© 2016 FUWJITSU LIMITED All rights reserved Version 4.15 07 00

(E&=HI)

DeleteUser">

<Properties/>
<Request clearPayload="
<Set>
<QueryParams>

</Set>
</Request>

</ServiceCallout>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ServiceCallout async="false" continueOnError="true" enabled="true" name="ServiceCallout-

<DisplayName>ServiceCallout-DeleteUser</DisplayName>

'true" variable="myRequest">

<Response>calloutResponse</Response>
<HTTPTargetConnection>

<QueryParam name="userld">{urirequest.userld}</QueryParam>
</QueryParams>
<Verb>GET</Verb>

<URL>https://www.exemple.com/sensing_webapi/api/apitest/query/deleteuser</URL>
</HTTPTargetConnection>

MEBEITOEEDNT YV L ERBERERFE TR LUTNET,
KEZANBOFMIE. TA3.1. Service Callout XML {t1#k] ZCSBLIZE),
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4) Extract Variables N ¥ —0OERK (A —TF—IEHROZHIL)
2) EERRDFIET. Service Callout WY —THESULED —BREZZHNE LUTEMN (BRI 938
Extract Variables NJ Y —Z8BNLZET,

MR Add Policy TARDT BN —DIBEHRODADBITI,
+ Display Name : Extract-ServiceCallout ({FEDEE1)
+  Name : Extract-ServiceCallout ((FENDEZ&1)

BIIULE Extract Variables N Y —EBIRL, N Y —REBEREZRRTLET,
MBI TR Y —DEEERE LFET,

ExtractVariables-ServiceCallout.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-ServiceCallOut" >
< DisplayName=Extract-ServiceCallQut</DisplayName>
Properties/>

<JSONPayload=>
<Variable name="object">
</Variable> °
</ISONPayload>
<Source clearPayload="false" >calloutResponse</Source>
<VariablePrefix:>callout</VariablePrefix>
fim o PEE W Sy N |
‘f CALTOULY O TaoiTreoo

(E&=HI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="Extract-
ServiceCallOut">
<DisplayName>Extract-ServiceCallOut</DisplayName>
<Properties/>
<JSONPayload>
<Variable name="object">
<JSONPath>$</IJSONPath>
</Variable>
</JSONPayload>
<Source clearPayload="false">calloutResponse</Source>
<VariablePrefix>callout</VariablePrefix>
</ExtractVariables>

MEBETOEEDNT Y FEBRDENERFECHRUTCNET,
KEBEANBOEAMIE. TA2.4. Extract Variables XML {t#E ] &#CSBLIIEE0),
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5) Assign Message M'JY—0OERR (HTTP L XN ZDIERK)
HTTP XwtZ—I%{EKT D Assign Message M I —E8BNLZET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

API Management | Dashboard Pubiish | Analytics | Admin | Organization_Administr.. = FUJITSU
Dashboard / APl Proxies / hitp-method-conversion / Develop /1 Organization ope
i ACCESS THE CLASSIC VERSION OF PROXY EDITOR
http-method-conversion v e e ros e ovenew [DEVEOP ) TRACE  PERFORMANGE
Project Revision 1+ Help for Selected ﬂExlrsclVgnables Palicy Search
Navigator |2 Property Inspector Extract-ServiceCallout |»
@ hitp-method-conversion »  Extractvbrisbles
- Policies async false
O E Bl O e riables continueOnError  false
i
 [E Extract-URI-Path-Userd sabieg o SamicaGatont
' [@ SenviceCallout-Deletelser Extract-ServiceCallout ame ek semesatod
P Endooi — DisplayName Extract-ServiceCallout
-
Siy[Endpolnts hd Properties
~ default + Name  Extract-ServiceCallout JSONPayload
W rreFiow Variable
EEEE HTTPAY sk Attached to Flows Not used in any flows _ am object
PostFlew C Extract-ServiceCal | SOtpeh ¢
B ~—. Code lout ]
il Source calloutResponse
= Target Endpoints &) 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"> — taie
- Seripts (+] 2+ <ExtractVariables asyncs"false® continueOnErrors"false” enableds"true® names"Extract-ServiceCallout®> - G
= 3 <DisplayName>Extract-ServiceCallout</DisplayName> ‘VariablePrefix callout
4 <Properties/»
S5« <JSONPayloads
6= <Variable name="cbject™>
7 <)SONPath>$</ISONPath>
8 </variable>
9 </150NPayload>
10 <Source clearPayload="false">calloutResponsec/Source»
11 «VariablePrefix>callout</VariablePrefix>
12 </ExtractVariables
Not deployed
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07 .00

[Assign Message] &2y D%, MUY—DBHRZEZANDL. [Add) RIVED) v DI ULET,
IMRIEADBITT,
+ Display Name : AssingMessage-ServiceCallout (EED&FI)
«  Name : AssingMessage-ServiceCallout EEDEFI)

Add Policy

Bl Raise Fault
Policy Type [Z] Assign Message

AssingMessage-ServiceCallout

AﬁmgMe;mge-Sa@callnut

EJKey Value Map Operations
EXTENSION

B Java Callout

# Python

|8 JavaScript

.Snwinn Callout

[ Statistics Collector

[ Message Logging
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,
MBICI TR Y —DEEERE LFET,

APl Management AssignMessage-Callout.xml
Dastiboae TARIFromes htprmetod-conversion [Bewelop 11 coum] version="1.0" encoding="UTF-8" standalone="yes"?>
h hod . <AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-
ttp-method-conversion v ceun ne rex o] - garviceCallaut” >
= - <DisplayName> AssignMessage-ServiceCallout</DisplayName>
F\IUG\;E 7 @ Revision 1~ Toois - .
<Properties/ >
Navigator «_ Policy: AssingMessal <AssignTo createNew="false" transport="http" type="response"/>
<Copy source="calloutResponse">
<StatusCode>true</StatusCode> JSON%EZNY 3
T </Copy>
<Set>
B Extract-URI-Path-Userld Display N <Payload contentType="application/json;charset=utf-8" variablePrefix="@" variableSuffix="#">|
ServiceCallout-DeleteUser @callout.object#
* Proxy Endpoints + N: </Payload>
- default + </Set>
I Frefiow Attached o Fi| </ FooigNIessagE
HTTPAY » 2518 ’ TeryParams
B FostFlow C“df - '_” aeis ." = — FormParams
~ Target Endpoints IRl <Accimteccace asynce falser continueOnErmora"falie® enabled="true / o ) F Payload
~ Soripts e : AssingMessage-ServiceCallout WVerb
StatusCode
6— sourees reauest ReasonPhrase
7 Path
g Remove
10 Headers
11 Header
ii name h1
12 | QueryParams
© 2016 FUWITSU LIMITED All rights reserved. Version 4.15.07.00
(eI

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-
ServiceCallout">
<DisplayName>AssignMessage-ServiceCallout</DisplayName>
<Properties/>
<AssignTo createNew="false" transport="http" type="response"/>
<Copy source="calloutResponse">
<StatusCode>true</StatusCode>
</Copy>
<Set>
<Payload contentType="application/json;charset=utf-8" variablePrefix="@"
variableSuffix="#">
@callout.object#
</Payload>
</Set>
</AssignMessage>

MEBETOEEDNT Y FEBRDENERFECHRUTCNET,
HKEBANBOEAMIE. TA2.3. Assign Message XML g1 &CSBLIES0),
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6) MJY—DiE
DN}

D, YERRUIEM Y —ZBE L. [Savel MYVZED v D LET,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr.. ~  FUJITSU
Dashboard / API Proxies / hitp-method-conversion / Develop /1 Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
http-method- jne Froxy Edior OVERVIEW | DEVELOP | TRACE  PERFORMANCE
Project = Tools v Deployment v Help for Selected Flow Sea
Navigator « Flow: HT TP w KT B3 2 Property Inspector HTTP w30 »
http-method-conversion Flow
~ Policies + i name HTTPA o 2l
e seniceCallont ) ® Extract-ServiceCallout e
oc :'9"1 ;”_592';"::" allout @ ServiceCallout-DeleteUser Fegesl
xtract-Senvice! Lol e
2 ® Extract-URI-Path-Userld | sen
(@ [ Extract-URI-Path-Userd N T
D) [E servicsCallout-DeleteUser S[::“ e
- Proxy Endpoints + Name Extract-ServiceCallout
~ default Request Step
Name SemviceCallout-DeleteUser
Response
X PostFlow Step
~ Target Endpoints i, Name AssignMessage-ServiceCallout
Condition (proxy pathsuffix MatchesPath “/a
* Scripts + Response
+ |
step | ® Assign Message-ServiceCallout

AssgnM
essage-
Seric

© 2016 FUJITSU LIMITED Al rights reserved. Version 4.15.07.00
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) ENFHESD
TER UIZ APl Proxy OEWFIERZTTUVE T,

IMRDBEIDEKDIC.URL APDOERIDEREE LI —T—DEIRSN., BIFR LIZ 21— —18#HRD JSON 2
AN TRAENFTS

http://{FQDN}: 10080/ http-method-conversion/apitest/users/{UserID}

¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: APl Proxy OIEBSICERSNIZ URL DA 8 (FQDN) Z1IBELZE T,

¥{UserlD} . FENI—F— D [CESHBZTLIEE),

"users™: {
"user”: [
{

"cloudId"”: "apitest”,
"userld”: 322,
"password”: "e@bc614e4fd035a4886197¢
“permission”: 0,
"loginId": "apiUser24",
"userName": "apiUser24",
"userDescription”: null,
"lastLoginDate": null,

"userParameter”: {
"birthday": "1999/01/01",
“"gender": "@",

"height": "“150",
"weight": "40",
"grade": "5"

}s
“registDate”: "2016-04-19 05:53:20",
"updateDate™: "2016-04-19 05:53:20"
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32. UDIXI Body Z£H#i

321. A—-RT-APE

Ny DITY RY—ERZRUHEIRIC. JIOT R EDOE#ZTD APl Proxy ZEREUET,
CC Tl 2D0A—RT —RZHBALET,

(1-XT—X1: XML — JSON %]

Ny DTV RY—ERELT, AT -BREEHRITD APl ZERLIT,

XML RO —F—1EHkZ. JSON FERICERLTHS APl ZHUHEIKLDICLET,
LRRYZELT, ERUEI—Y—BHRD JSON FHX TREASNET,

UOTIRZARINS A= —d. MTFOXDBHEAZBEL TNET,
ZHFIOUII AR TA=S

<?xml version="1.0" encoding="UTF-8"?>

<USER>
<cloudId>apitest</cloudld=>
<password>6b86b273ff34fce19d6b804eff5a3f574 7adadeaa? 2f1d49c01e52ddb7875b4b</password>
<permission >0 </permission>
<loginld>apiUser27</loginld>
<userName=>apilUser27</userName>
<userDescription>test</userDescription:>
<lastLoginDate/ >
<birthday>1999/01/01</birthday=>
<gender=>0</gender>
<height>150</height>
<weight>40</weight=>
<grade>5</grade>

</USER>

RHEDVITANNGA=S
{

"cloudId": "apitest"”,
"password": "6b86b273ff34fce19d6b804eff5a3fs747adadeaa?2f1d49c01e52ddb7875b4b",
"permission”: 0,
"loginld": "apiUser27",
"userName": "apilUser27",
"userDescription™: "test",
"lastLoginDate": {},
"birthday": "1999/01/01",
"gender™: 0,

"height": 150,

"weight": 40,

"grade": 5

API Proxy MOEZEIO—IFUTDEND T,
1) APl Proxy DERX

1-1) API Proxy MERK

1-2) Conditional Flow (POST) DERX
XML to JSON KUY —DERL (DT SMEHRDELD
Extract Variables RNJ ¥ —0DERK (A —F—1EHRDELHIL)
Assign Message W'Y —DERK (HTTP U2O IR ~DYERR)
N Y —DEE

2
3
4
5

= I = =
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o) ENfFHESR

AT D Policy [FIMTDENTY,
« XML to JSON R —
+  Assign Message N'JY—
«  Extract Variables N'J¥—

(1-R7T—X2:JSON — JSON Z#t (F—%&F))
A—RT— 1 TERUIZ APl Proxy ZRREULEY,
JSON EHD I DT A RNS A= —D—8ZEE U\DA = —F—ZH) UTHS. Ny DIV ERY-—E
REWUEIXDOEELET,
LRRYZELT, ERUEI—Y—BHRD JSON FHX TREASNET,

UOTIRZARINS A= —d. MTFOXDBHEAZBEL TNET,

ZHARIDVITAN)CSA—H

{
"cloudId": "apitest"”,

"password": "6b86b273ff34fce19d6b804eff5a3fs747adadeaa?2f1d49c01e52ddb7875b4b",
"permission”: 0,

"loginld": "apiUser28",
"userName": "apilUser28",
"userDescription™: "test",
"lastLoginDate": {},
"birthday": "1999/01/01",
"gender™: 0,

"height": 150,

"weight": 40,

"grade": 5

ZHAL DV T AR SA—H

{
“site": "apitest”,
"password": "6b86b273ff34fce19d6b804eff5a3f5747adadeaa?2f1d49c01e52ddb7875b4b",
"permission™: 0,
"loginld": "apiUser28",
"userName": "apiUser28",
"userDescription”: "test”,
"lastLoginDate": {},
"birthday": "1999/01/01",
"gender™: 0,
"height": 150,
"weight": 40,
"grade": 5

API Proxy MOEZEIO—IFUTDEND T,
1) Extract Variables "8J =D (A — —1BHRODOEZEUL)
2) Assign Message N'JY—0OEK (HTTP UOIT X ~DOERD
3) MUY —DERR
4) )Y —DEE
5) ENETESR
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A9 D Policy IIUTDBNTY,
+ Assign Message ') —
+  Extract Variables ') —
322 FI&

3221. XML — JSON Z:#t

1) APl Proxy OYERX
APl Proxy Z1EEXLZE T,

1-1) API Proxy OD1ERX

BELEED TAPIs] XZa—=%&2') w2 L. APl Proxies BBICEB®LZET,

APl Management Dashboar]

Proxy Traffic

See more details in Proxy Performance

Developer Engagement

See more details in Developer Engagement

Traffic Level

Hour Day @ Week = Month = Custom

Organization_Administr... = FUﬁTSU

Organization ope

From Fri Mar 10 2017, 10:00 am
To Fri Mar 17 2017, 10:00 am

By Hour ~

No traffic in the selected date range

Developer Apps

See more details in Developer Apps

No traffic in the selected date range.
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API| Proxies B@E C. [+ APl Proxyl mMA>Y&2') w2 ULET,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr.. ~  FUJITSU
Dashboard / APl Proxies Organiz ation ope
API Proxies

List Analytics

Search | All ~ 1=30 + APl Proxy
Metrics for Last 24 Hours (prod)
API Proxy Environments Traffic Message Trend by Hour Avg Time Emor Rate  Modified i Actions
handson-api20160217020 test 1 1 802000ms  100.00% 3 hours ago % Delete || Roles (1)
H d-Nodejs-2 test, prod 3 | 3700 ms 0.00% 19 hours ago ¥ Delete | Roles (1)
Hello-World-Nodejs test, prod 0 aday ago x Delete | Roles

> Build a Proxy (TYPE)
Reverse proxy (most common) | Z&iIRL. Nextl MYVED v DI ULZET,

Build a Proxy

» Reverse proxy (most common) I

Use OpenAPI = Optionally associate the proxy with an OpenAPI| (Swagger) document

Node.js App

Create a new app in JavaScript and optionally add policies.

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

No Target

Create a simple API proxy that does not route to any backend target.

Proxy bundle

Import an existing proxy from a zip archive.

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

Exit Without Saving
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» Build a Proxy (DETAILS)

API Proxy DIEHRZANDU. [Nextl] MIVZD ) v O ULFET, URIFAHDBITI,
+  Proxy Name : requestbody-conversion (fERDE#)
+  Proxy Base Path : /requestbody-conversion (fEEMD/VZ (BEIADD)
«  Existing API : https://www.examplecom ((EED APD

Build a Proxy

TYPE DETAILS

Specify the proxy details.

Proxy Name * I requestbody-conversion I

Valid characters are letters, numbers, dash (-), and underscore (_).

Proxy Base Path ™ I /requestbody-conversion I

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this API
proxy is deployed, and this Proxy Base Path. Example URL http://test-sandbox-test apigee.net/requestbody-conversion

Existing API * I https://www.example.com I

Defines the target URL invoked on behalf of this API proxy. Any URL that is accessible over the open Internet can be used. Example: hitps:/api.usergrid.com

Description

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

—m Exit Without Saving
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | @® Pass through {none)

APTRey
OAuth 2.0

Browser [ Add CORS headers

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

LY PE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== —— = 10080
¥ default

test http:/[——————— =um:10080

prod https:// - ==m:10443
¥ secure

test https:/————— == 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your API proxy.
Deploy Environments  [] prod ¥ test
Proxy Name  requestbody-conversion
Proxy Type  Reverse proxy
Virtual Hosts  default, secure
Security  None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving et 7LV D2/ I Build and Deploy I
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> Build a Proxy (SUMMARY)
APl Proxy OERRD5E T UTIZ5. APl Proxy U0 &201 ) w2 LUET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

+" Generated proxy

+" Uploaded proxy

+" Deployed to test

requestbody-conversion groxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (POST) MD{ER%
N DT RG—ERICHTBIY—Z/NXEE (HTTP Method) DREZE1TULVET,
DSAPIRHDSDIUDIR DT TEREUL/INY =V E—HTDIREIC. MIEDOFIETEET DNIEEE
FUET,

Develop] 7% w2 L., APl proxy editor ZBEEI,

APl Management Dashboard Publish | Analytics = Admin Organization_Administr... = ruﬁrsu
Dashboard /| AP| Proxies / requestbody-conversion / Overview / 1 Organization ope
= ACCE S RSION OF PROXY EDITOR
requestbody-conversion . ) .
RVIE] DEVELOP | TRAGCE PERFORMANCE

Project = Revision 1+ Deployment +

Revision 1 Summary

Created: a few seconds ago, Updated: a few seconds ago

Deployments

Environment Revision Status URL
test 1 @ rhpie—————— — —+]
Proxy EndeIntS Expand All | Collapse All
Name Base Path Target Endpoints
* default Irequestbody-conversion default
Ta I'get EndeInts Expand All | Collapse All
Name Target Used by Proxy Endpoints
» default https://'www.example.com default

© 2017 FUNTSU LIMITED All rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard ﬂ Publish | Analytics | Admin Organization_Administr... ~ Fu]‘frsu
Dashboard / API Proxies / requestbody-conversion / Develop / 1 Organizatien ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
requestbody-Conversion s e e sox et oview [oevmon) TRACE  PEREORMANCE
Project v Revision 1 Tools v Deployment v Help for Selected Flow Search
Navigator «  Flow: PreFlow Property Inspector PreFlow »
requestbody-conversion «  PreFlow
* Policies + name PreFlow
= Proxy Endpoints T o Request
Step Response
~ default F
XN PreFiow
B rostriow
= Taget Endpoints + Request
=D T
X Frefiow .
I
Il PostFiow Code default ¥
= Scripts o+ 1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?> =
2« X name="default"
3
4= Prel name="PrefF low"
5
]
7
g
9 names"PostF1
1e
11
12
13~ >
14 /requestbody-conversion: =
‘e dnfa e
© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00
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Flow DIEHRZAND L. TADd) MY VZED ) v D LET, MTIEIADBITY,
+ Flow Name : U I X Body Z# ((FRDEAFD)
+  Condition Type : [Path and Verbl Z#&iR
«  Path ! /sensing_webapi/api/apitest/users EED/ V)
« Verb : TPOSTJ Z#ER

New Conditional Flow

Flow Name | 1L 2 BodyXth @

Description
Condition Type @ Custom © Pdh@h and Verb

Path rsensng_webapuap:!apmsliuse@

Verb | POST @ v I

Optional Target URL

®ccEIUvI |
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2) XML to JSON R Y —DERk (U TR SBEHROZEHEL)
O IR MEROL MY 2EHRE. XML FERAN'S JSON FERICE#T D XML to JSON M ¥ —

pLEg.

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management

Fujirsu

| Dashboard Pubiish | Analytics | Admin |

Organization_Administr... «

Dashboard / API Proxies / requestbody-conversion / Develop /1

Crganization ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

requestbody-conversion s ew e pos coir oveEvey EETEl] TRACE  PERFORMARCE
(proct~ | (B Reveion 1+ Help for Selected Flow Search
Navigator |2 Property Inspector )2 T2 FBoayIith [»
@ requestbody-conversion «  Flow
- Policies name STk BodyI
N 1 Description
~ Proxy Endpoints ] oy
! Step | Request
~ default o b Response
- PreFlaw Condition (proxy pathsufiix MatchesPath "/st
m PostFlow
= Target Endpoints
~ default
X PreFlow Code default |=
m PostFlow 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> &
o ‘™ 2+ <ProxyEndpoint names"default”>
= SIS [k B <Description/>
4~ <PreFlow names="Preflow”>
5 <Request/>
6 <Response/>
7 </PreFlows
8~ <Flows>
&= <Flow name="') 77 T2 IBody T #"p
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/sensing_webapi/api/apitest/users™) and (request.verl«
ey v
Not deployed

© 2016 FUJITSU LIMITED Allrights reserved Version 4 15 07 00

XML to JSONJ &0 U v D&, R —

DEREADL. TADD) RYVZED )y D ULET, URIIAND

BITY,
+  Display Name : XMLtoJSON-Request ((FEDEZa1)
+  Name : XMLtoJSON-Request (FZDEHD)

Add Policy

[ Verify API Key

[ Access Control Policy Type [§l XML to JSON

[ALoar
[ Generate SAML Assertion
[ valicate SAML Assertion Name

Display Name JXMLioJSON-Reguest

XMLtoJSOMN -Requs@

MEDIATION

BB JSON to XML

DTTEIUYY |
B Raise Fault

[ZIXSL Transform

[Z)SOAP Message Validation

2] Assign Message

[ElExtract Variables

[ Access Entity
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BHOLZ XML to JSON MUY —Z&ER L. MY —iREBEZXRTLEI.
MEICI U TR Y —DEEZRELE T,

Project v m Revision 1 v Tools v Dey

Navigator «  Policy: XMLtoJSON-Requl

B requestbody-conversien

[ i orosonce e - D /AN

~ Proxy Endpoints

API Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr... » FU]T]‘SU
Dashboard / APl Proxies / requestbody-conversion / Develop / 1 User Settings Organization ope
Logout ACCESS THE CLASSIC VERSION OF PROXY EDITOF

requestbody-conversion wars e ne e caror
9 Y XMLtoJSON-Request.xml '

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XMLToJSON async="false" continueOnError="false" enabled="true" name="XMLtoJSON-Request">
<DisplayName>XMLtaJSON-Request</DisplayName>
<Properties/>
<QutputVariable>request</OutputVariable>
<Source>request</Source>

~ default s Display Name <Options>
B PreFiow <RecognizeNull>true</RecognizeNull>
ST Z1Body 2 Name </Options>
B Postiow </XMLToJSON>
- Target Endpoints + Attached to Flows TVOT USET 17T arTy Tiow / =
~ default +| o
m PreFlow 1 ? rcoding " standalone="y (£
PostFlow 2« ne="f tinueOnError="f enabl g™t name="Xx
m estrler 3 XMLto)SON-Request
= Scripts 4 4
5 yahoo
6 response
7 response.
g
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07.00
o=
(E&=HI)

Request">

<Properties/>

<Options>

</Options>
</XMLToJSON>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XMLToJSON async="false" continueOnError="false" enabled="true" name="XMLtoJSON-

<DisplayName>XMLtoJSON-Request</DisplayName>

<OutputVariable>request</OutputVariable>
<Source>request</Source>

<RecognizeNull>true</RecognizeNull>

\

KEBRABDFFMIL TA2.2. XML to JSON XML {#k | ZTSRIITS0,

3) Extract Variables N'J Y —0OERR (A——I1BROZHIL)

JSON FERICEBRULU DT R
Variables M'J ¥ —%Z800LUF 9,

BN SI—Y —BRZME U TEHRE UTSBIN (ZHIE) 92 Extract

155

Copyright 2016-2024 FUJITSU LIMITED




Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E9,

APl Management | Dashboard Publish | Analytics | Admin | Organization_Administr... ~  FUJITSU
Dashboard | API Proxies / requestbody-conversion / Develop / 1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
requestbody-CoNVErsion s e ne som cosor overviEw [ DEVELOP | TRACE  reRFoRMANCE
PPrn,actv Save | Revision Iv] Help for Selected Flow Search
Navigator |2 Property Inspector )2 FBoaydih [»
& requestbody-conversion . Flow
* Policies name UZIZFBodyE ik
- [ XMLtcJSON-Request Bz
~ Proxy Endpoints pedtie]
pol Response
v default Condition {(proxy pathsufiix MatchesPath /s«
X PreFlow
USIIBodyZHiR
PostFlow
* Target Endpoints A
(1] E——
v default '+ Code default |=
m PreFlow 1  <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
m PostFlow 2+ ¢ProxyEndpoint name="default">
. —] 3 <Description/>
~ Scripts I+ 2~ <Preflow name="Preflow">
5 <Request/s
6 <Response/>
7 </Preflow>
B~ <Flows>
9+ <Flow name="') 77 T 7 | Body¥ "}
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/sensing_webapi/api/apitest/users™) and (request.verl~
o | »
e
Not deployed

© 2016 FUJITSU LIMITED Allrights reserved Version 4 15 07 00

lExtract Variables] &2 v D%, MJY—DEHRZEAD L. TAdd) MIVED v DO ULET., MTIEA
HBITT,
+ Display Name : ExtractVariables-RequestJSON (fEED&Ba1)
«  Name : ExtractVariables-RequestJSON (fEED&Ba1)

Add Policy

() Validate SAML Assertion
MEDIATION Policy Type  [5] Extract Variables

'JSON to XML Display Name [ExtractVariables-Request)SON
W XML to JSON @
.Raise Fault Name | ExiractVariables-ReqdestJSON

B3 XSL Transform
[Z) SOAP Message Validation
B Assign Message
cCEIUYI |

) Access Entity

[B Key Value Map Operations
EXTENSION

B Java Callout

& Python
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BHIUE Extract Variables IR Y —5E&IRL. MY —fmEBEZXRNLUE T,
MEICH U TR Y —DEERERELFET,

ExtractVariables-Request]ISON.xml

APl Management
Dashboard AR Proxies | requestbody-conversion | Develop | = 2% m| version="1.0" encoding="UTF-8" standalone="yes"?>
) <ExtractVariables async="false" continueOnError="false" enabled="true" name="ExtractVariables-
requestbody-conversion v wewn e ro| Request]SON">
<DisplayName=>ExtractVariables-Request]1SON</DisplayName>
propct~ | [ Revein 1 - | <Properties/> USERE FZE&H TERICIEM
p— <IgnoreUnresolvedVariables>true </TgnoreUnresolvedVariables=
igator « Policy: ExtracfVay
B requestbody-cenversion <JSONPaonad> N " R
g <Variable name="USER" type="string">
< >$. < >
| 1 Extractvariabes- QN 27 L D A IS0ONPath>$.USFR</1SONPath
XMLtoJSOMN-Request </Variable>
- Proxy Endoginte </ISONPayload>
/12 <Source clearPayload="false">request</Source>
- default <VariablePrefix>jsonrequest</VariablePrefix>
W PreFlow </ExtractVariables=>
4L BodyZriR
W FostFiow Attached
~ Target Endpoints name name
Code = Header
¥ default 1 <2 coding standalone="yes"?> = T [ame
" 2 asyn ] continueOnErr bled: e
W PreFlow 3 ExtractVarisbles. RequestIsoN : Eonopatan
| q
W PostFiow S name name
~ Scripts + 6' e Variable
7 name name
i name IgnoreUnresalve. . true
1'0 true JSONPayload
11 +| Variable
;i e {example} name name
1& Lexample . [ JSONPath {example}
© 2016 FUJITSU LIMITED Al rights reserved. Version 4.15.07.00
/=
(REZHI]

<Properties/>

</ExtractVariables>

<Source clearPayload=

name="ExtractVariables-RequestJISON" >

<JSONPayload>
<Variable name="USER" type="string">
<JSONPath>$.USER</JSONPath>
</Variable>
</JSONPayload>

"false">request</Source>

<VariablePrefix>jsonrequest</VariablePrefix>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"

<DisplayName>ExtractVariables-RequestJISON</DisplayName>

<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>

XESBBEMOEEDMNA Y ~E

328 ZERF CHRLUTNET,

KEZANBOHAIE. TA2.4. Extract Variables XML {1k %

157
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4) Assign Message MUY —DOERR (HTTP U2 IR ~DOERRD
HTTP Xwt—Y%&{ERRT D Assign Message M) —ZBILET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Pubiish | Analytics | Admin | Organization_Administr... ~  FUJITSU
Dashboard / APl Proxies / requestbody-conversion / Develop / 1 Qrganization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
requestbody-conversion war e ne sos coror overvew [ oevmor | TRAGE  PERFORMANGE
"project~ | | save [Revision 1+ | [ Help for Selected Flow Search
Navigator |2 Property Inspector )7 T2 +Bodyi i |»
@ requestbody-conversion «  Flow
~ Policies name 2T BodyIH
- [E ExtractVariables-RequestJSON i lec=cri
< [ XMLtoJSON-Request ! Step ] Request
~ Proxy Endpoint: (+] Booie o
paints ] Condition (proxy pathsufix MatchesPath "/st
~ default 0
X PreFlow Request
el 7 I7HBodyZnia S
X FostFiow
v
~ Target Endpoints + - —
i l; Code default |z
¥ default () 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> -
B Preflow 2+ <ProxyEndpoint names"default”>
3 <Description/>
Xl PostFiow 4+ <PreFlow names"PreFlow">
- Serj ™ G <Request />
pts li’ 6 <Response/>
7 </PreFlow>
B <Flows>
9= <Flow name="!) 7 T 2 b Body™ f"p
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/sensing_webapi/api/apitest/users™) and (request.verl«
I —— »
Not deployed
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07 .00

[Assigh Message! &2 v D%, MJY—DBEREZADL. TADd] MIVZED v DOULET., UREA

HBITT,
+ Display Name : AssignMessage-ReauestUSON ((FEDEE])

+  Name : AssignMessage-RequestJSON (FEDEZED)

Add Policy

Bl Raise Fault
pPolicy Type [Z] Assign Message

AssignMessage-RequestJSON

Assign Mnsmge-m;g%sus(m

B Key Value Map Operations
EXTENSION

[ Java Callout

# Python

18| JavaSeript
.Snwir.-a Callout

[ Statistics Collector
[ Message Logging
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,

MEICM U TR Y —DERERELIT,

API Management

Dashboard / APl Proxies / requestbody-conversion / Develop

requestbody-conversion war ewinnes

project - | (B | Revision 1~ Tooss ¥

Navigator « Policy: AssignMd
[@ requestbody-conversion

<Properties/ >
Sat

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssighMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-Request]SON">
<DisplayName=>AssignMessage-Request)SON</DisplayName=>

BRI BISONT—9%Ztvh

@jsonrequest.USER#
< /Payload >

~ Policies

AssignMessage-Fy

<Verb>POST</Verb>
</Set>

<Payload contentType="application/json" variablePrefix="@" variableSuffix="#">

<IlgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>

£l ExtractVariables-Ret <AssignTo createNew="false" transport="http" type="request"/>

XMLtoJSON-Request

1 </AssignMessage>
+ Proxy Endpoints
* default + ) &l T Py
X PreFlow source request
ST 2f-BodyZ TR Attached to Flows Not used in any flows Headers
X PostFlow QueryParams
- Code AssignMessage-RequestJSON
~ Target Endpoints - — FormParams
1 [k?xml version="1.8" encoding= 8" standalone="yes"¥ S ==
* default + 2 async continueOnError: 1 " enableds="tr rames" g g oy
I Fer 3 AssignMessage-Request]SON Verb
reriow 1 StatusCode
W 5+ source="r jest™
m PostFlow E ure ReasonPhrase
~ Scripts + 7 Path
: Remove
10 Headers
11 Header
‘}i name h1
14 |, QueryParams
© 2016 FUJITSU LIMITED Al rights reserved. Version 4.15.07.00
e
EF=

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-
RequestJSON">
<DisplayName>AssignMessage-RequestJSON</DisplayName>
<Properties/>
<Set>
<Payload contentType="application/json" variablePrefix="@" variableSuffix="4#">
@jsonrequest.USER#
</Payload>
<Verb>POST</Verb>
</Set>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>
</AssignMessage>

MEBEITOEEDNT YV ~ERBERERFE TR LUTNET,
KEZANBOFMIE. TA2.3. Assign Message XML {11k] ZCSRBRLITZE0)N,
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5 MUY—DEE
DN}

D, YERRUIEM Y —ZBE L. [Savel MYVZED v D LET,

Dashboard / API Proxies / requestbody-conversion / Develop /1

API Management Dashboard ﬂ Publish = Analytics | Admin

Organization_Administr... ~ FU]‘I)TSU

requestbody-

Project v Tools Deployment v
Navigator L2 +Body3 ig

@ requestbody-conversion

- Policies

=] ExtractVariables-RequestJSON
XMLteJSON-Request XMLtoJ
= SONR rables-

~ Proxy Endpoints & quest : :;m Requ
~ default

LU PreFlow

a7 IhBodyZrid
B PostFiow

~ Target Endpaints

~ default

X FreFlow

W PostFlew

- Scripts +i *
Step

Crganization ope

ACCESS THE CLASSIC VERSION OF PROXY EDITOR

OVERVIEW DEVELOP TRACE PERFORMANCE
Help for Selected Flow

Search
E3 2 Property Inspector 'J2T2FBodyEig »
Flow
name \J2IZBody T
) + \ Description
Step . Request
s | Step
Name XMLtoJSON-Request
Step
Name ExtracfVariables-RequestJSON
Request Step
Name AssignMessage-Request)SON
Response
m Condition (proxy pathsufiix MaichesPath “/st
Response

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00
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6) BNFHES
TER UIZ APl Proxy OEWFIERZTTUVE T,

MTRDOBIDEKDIC, URL ANPOERIDEI-—F—BHRNEFIN., ERFLLCI-TF—EHRN JSON
TRAESNET,

http://{FQDN}: 10080/ requestbody-conversion/sensing_webapi/api/apitest/users

¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: APl Proxy OIEBSICERSNIZ URL DA 8 (FQDN) Z1IBELZE T,

"users”: {
"user™: [
{
"cloudId”: "apitest”,
“"userId”: 325,
"password”: “"e@bc614e4fd035a488619799853b075143deea596c477b8dc077e309c0fed2e9",
"permission™: 0,
"loginId": "apiUser27",
"userName": "apiUser27",
"userDescription": "test",
"lastLoginDate": null,
"userParameter"”: {
"birthday": "1999/01/01",
"gender": "0",
"height": "150",
"weight”: "40",
"grade": "5"

}
"registDate": "2016-04-22 05:24:14",
"updateDate": "2016-04-22 05:24:14"

3222 JSON — JSON Z#t (F—%5)

3221 XML — JSON Z#t| T LIIZ APl Proxy ZRIBBLZE T,
FAPIs] XZa—%&2') w2 L. API| Proxies D—&H'5. #HRETD APl Proxy Z8IRUE T,
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1) Extract Variables N ¥ —MDERR (A —H—IBRDOEEIL)
INDA=D—F—EZB UL DI AMERZZHNE UTEIN (BEIE) 9 Extract Variables M'J ¥ —
ZBNULET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Pubiish | Analytics | Admin | Organization_Administr... ~  FUJITSU
Dashboard / APl Proxies / requestbody-conversion / Develop /1 QOrganization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
requestbody-ConVersion wmars e ne s e overvew [(BEmoP | TRace  PERFORMANGE
"project~ | | save [Revision 1+ | [ Help for Selected Flow Search
Navigator E3 2 Property Inspecior /7 T2 BodyZiia [»
@ requestbody-conversion Flow
- Policies name DZIAFBodyI
AssignMessage-RequestJSON +. Description
[E] ExtractVariables-RequestJSON ! stop | H;::sl
[0 200Li0SON Reguest — XhLio)  Extrctv  Assignit Name XMLioJSON-Request
* Proxy Endpeints (+ SON-Re arables-  essage- >
— quest Requ Requ Step _
~ default (+) Name ExtraciVariables-RequestJSON

X PreFiow ﬁvﬁ sip
m 5T 2 BodyZri@ Name AssignMessage-Request/SON
m PostFlow Response
+ Target Endpoints E Condition (proxy pathsuffix MatchesPath “/st
~ default E ?
X PreFlow Response

PostFlow
= Scripts (+):

Deployed to prod

© 2016 FUJITSU LIMITED Allrights reserved Version 4 15 07 00

[Extract Variables] 22 wD%, MJY—DEHRZEAD L. TAdd] MIVED v DO ULET., MTIEA
HBITT,

« Display Name : ExtractVariables-PostParam ((EED&Ba1)

* Name : ExtractVariables-PostParam ({ERD&E1)

Add Policy

Bl Raise Fault
[ XSL Transform Policy Type [E] Extract Variables
[Z) SOAP Message Validation
) Assign Message

Display Name [JExtractVanables-PostParam

ExtractVarables-Po5tParam

EJKey Value Map Operations
EXTENSION

B Java Callout

# Python

|is| JavaScript

.Snwinn Callout

[ Statistics Collector

[ Message Logging

©htut /PN
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BRI UE Extract Variables N Y —ERIRL, MY —REBERZRTLET,
MBICI TR Y —DEEERE LFET,

ExtractVariables-PostParam.xml

APl Management

Dashboard / APl Proxies / requestbody-conversion / Develop

requestbody-conversion wrs ewne o

Project» Revision 1+

Navigator
@ requestbody-conversion

Tools 9

«  Policy: Extractval

~ Policies +

haut 271V 27
\2) ExtractVariables-Requ¥
XMLtoJSON-Request

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ExtractVariables async="false" continueOnError="false" enabled="true" name="ExtractVariables-PostParam"=>

<DisplayName:>ExtractVariables-PostParam</DisplayName:>
<Properties/>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>

<1S0ONPayload>

<Variable name="site" type="string">
<JSONPath=>$%.site</1SONPath >

< /Variable>

<Variable name="password" type="string">
<JSONPath=>$%.password</JSONPath=

</Variable>

<Variable name="permission" type="integer">
<JSONPath>$%.permission </JSONPath >

JSONT—H&ZHUIEMN

¥ Proxy Endpoints + Ay LI
T artanre:,
* default 52
PreFlow - = ),
[ A ] Attached |~ LU TEBE, FHAENS T T — B8R~
Gl ')7TIBodyZiR
m PostFlow Code Extractvanables-PostParam *  Header
h 1 [Tl version="1.0" encodl DIT-8 standalone= yes > | —
~ Target Endpoints. o 2+ ! asyncs"false” continueOnErrors"false’gfnableds"tr names"ExtractVariables-PostParam” name
2 ExtractVariables-PostParam FormParam
- default + a
: name name
PreFlow : Variable
X PostFiow 7 name name
* Seripts + : ignoreUnresolve. .. frue
10 true JSONPayload
11 +| Variable
12 +| name="name" name name
13 {example}
14 JSONPath {example}
Deployed to prod
© 2016 FUJITSU LIMITED Allrights reserved Versicn 4.15.07 00
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(E&EHI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="ExtractVariables-PostParam" >
<DisplayName>ExtractVariables-PostParam</DisplayName>
<Properties/>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<JSONPayload>
<Variable name="site" type="string">
<JSONPath>$.site</JSONPath>
</Variable>
<Variable name="password" type="string" >
<JSONPath>$.password</JSONPath>
</Variable>
<Variable name="permission" type="integer">
<JSONPath>$.permission</JSONPath>
</Variable>

<Variable name="grade" type="integer">
<JSONPath>$.grade</JSONPath>
</Variable>
</JSONPayload>
<Source clearPayload="false">request</Source>
<VariablePrefix>customrequest</VariablePrefix>
</ExtractVariables>

MEBEITOEEDNT Y ~ERBERERFECHLUTNET,
KEZARNBDFMIE. TA2.4. Extract Variables XML {t#x] ZCSBRLIZE0),
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2) Assign Message MUY —DOERR (HTTP U2 IR ~DOERR)
HTTP Xwt—Y%&{ERRT D Assign Message M) —ZBILET,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management Dashboard Publish | Analytics | Admin Organization_Administr. ~  FUJiTsU
Dashboard / APl Proxies / requestbody-conversion / Develop / 1 Organization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
requestbody-conversion s e ne o oo oveRvIEW | DEVELOR | TRACE  PERFORMANCE
"project~ | | Save [Revision 1+ | [ Help for Selected  Flow Search
Navigator 2 Property Inspector ') T2 BodyZif |»
@ requestbody-conversion » Flow
~ Policies name 12T BodyT 1
AssignMessage-RequestJSON O e
i i
< [E] ExtractVariables-PostParam ! ep | n;wsl
) e P
[ ExtractVariables-Request/SON -
igni X
" XMLtoJSON-Request SON-Re arables- essage- Name AMLIoJSON-Request
p N quest Requ Requ Step
~ Proxy Endpoints + Name ExtractVariables-RequestJSON
v default (+] Request Step
X FreFlow Name AssignMessage-RequestJSON
> - e
@3 ozar-BodyZin 2 Response
Xl PostFiow Code default |® Condtion (proxy pathsuffix MaichesPath /st
. _— 1  <Pxml version="1.8" encoding="UTF-8" standalone="yes"?> - -
= Target Endpoints [+] 2= <ProxyEndpoint names"default">
] 3 <Description/>
~ defauit [i, 4~ <PreFlow name="Preflow": I
PreFlow 5 <Request/>
6 <Response/>
X PostFlow 7 </PreFlows
~ Seripts +) B~ <Flows>
&) 9+ <Flow name="!) # T 2. I Body @ #"p
1e <Description/>
1~ <Request>
12~ «Step>
13 <Name >XMLtoISON-Request</Hame> v
L« ’
e
Deployed to prod
© 2016 FUWITSU LIMITED All rights reserved. Version 415 07 00

[Assigh Message! &2 v D%, MJY—DBEREZADL. TADd] MIVZED v DOULET., URIEA
HHEITT,

+ Display Name : AssignMessage-PostParam (FEDEZ80)
+  Name : AssignMessage-PostParam ((FEDEZa1)
Add Policy

.Ra'sa Fault
Policy Type Assign Mess

AssignMessage-Po ram

AssignMessage-PostParam

B Key Value Map Operations
EXTENSION

I .ava Callout

& Python

[ JavaScript

& Senvice Callout

[ Statistics Collector

[0 Message Logging

I |
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BIIULE Assigh Message MUY —ZEIRL. MUY —fREBBERHLUET,
MBICI TR Y —DEEERE LFET,

AssignMessage-PostParam.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

API Management <AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-PostParam" >
<DisplayName>AssianMessage-PostParam </DisplayName>
Dashboard / APl Proxies / requestbody-conversion / Develop <Set>

. <Payload contentType="application/json" variablePrefix="@" variableSuffix="4#">
requestbody-conversion wrs ewme ro
"cloudId":"@customrequest.site#"”, — =
Project~ ﬂ Revision 1~ Toois "password":"@customrequest.password#", NSA-5OHE
"permission”: @customrequest.permission#,

"loginld": " @customrequest.loginld#”,
"userName":"@customrequest.userName#",
"userDescription”:" @customrequest.userDescription#",
ZCE?U‘.‘JU 1 "birthday":"@customrequest.birthday#",

[ Extractvariables-PostrY — ”ge_nder":@customrequest.ggnder#,

[ ExtractVariables-Request) SN "height": @customrequest.height#,

XMLtoJSON-Request "weight": @customrequest.weight#,
"grade":"@customrequest.grade#”

Navigator «  Policy: Assignh4
@ requestbody-conversion

+ Policies

AssignMessage-Red

~ Proxy Endpoints +
- defaut T Attached </Payload>
PreFlow
< = < >
YT 2k BocyZiA Code Assignmd Verb=POST</Verb
Post i B </Set>
ostFlow .
Fra——— = i <IgnoreUnresolvedVanables>true</IgnoreUnresolvedVanables>
+ Targe :
9 pol a <AssignTo createNew="false" transport="http" type="request"/>
~ default H </AssignMessage>
X PreFlow 5 Path
PostFlow g Remove
* Scripts + 10 § Headers
11 y Header
ﬁ name h1
14 . QueryParams
b R —
Deployed to prod
© 2016 FUJITSU LIMITED Allrights reserved Version 4 15 07 00
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(&)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-
PostParam" >
<DisplayName>AssignMessage-PostParam</DisplayName>
<Set>
<Payload contentType="application/json" variablePrefix="@" variableSuffix="#">
{
"cloudId":"@customrequest.site#",
"password":"@customrequest.password#",
"permission": @customrequest.permission#,
"loginId":"@customrequest.loginIld#",
"userName":"@customrequest.userName#",
"userDescription":"@customrequest.userDescription#",
"birthday":"@customrequest.birthday#",
"gender":@customrequest.gender#,
"height": @customrequest.height#,
"weight": @customrequest.weight#,
"grade":"@customrequest.grade#"
b
</Payload>
<Verb>POST</Verb>
</Set>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="request"/>
</AssignMessage>

MEBEITOEEDNT YV ~ERBERERFECHLUTNET,
KEZANBDFMIE. TA2.3. Assign Message XML {11k] &ZCSBRLITZE0)N,
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3 MUY —DEER
[3221.5 MUY—DEE] TBEULCR Y —ZHEKRLUET,
BEBRBAHDM) Y —[CH=VILEEDHEDE. Ix] DRRSINZT,
MTRONIY—=[CHA=VILEEDE. Tx] 20Uy D U TR Y —Z@RFRLET,
+ XMLtoJSON-Request
+ ExtractVariables-ReauestJSON
* AssignMessage-RequestJSON

APl Management Dashboard E Publish | Analytics | Admin Organization_Administr... = Fu]‘frsu

Dashboard / APl Proxies / requestbody-conversion / Develop / 1

Organization ope

requestbody-ConVersion w e i o o e

OVERVIEW DEVELOP TRACE PERFORMANCE
Project v Revision 1+ Tools v

Deployment + Help for Selected Flow Search
Navigator ¢« Flow: %I FBodyXik B|=z Property Inspector )2 I3 FBodyX »
requestbody-conversion Flow
~ Policies 5 name |) 2L 2Body i
AssignMessage-PostParam N zes:npnm
. H lequest
AssignMessage-RequestJSON ] Sep
[E Extractvariables-PostParam — XMLioJSON-Request
[2) ExtractVariables-RequestJSON " . " Step
XMLtoJSON-Request Name Extracivariables-RequestJSON
~ Proxy Endpoints Request Step
Name AssignMessage-RequestJSON
~ default
Response

gr—

UL R BodyZ:is

m Condition (proxy pathsufix MatchesPath “/s

Response
~ Target Endpoints

~ default

I FreFiow
W PostFlow
~ Scripts +

Deployed to prod

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.00

4) NJY—DEE
MTRDBO, ERUER Y —%&BE L. [Savel MIVED v D LET,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr.. ~  FUJiTSU

Dashboard / API Proxies / requestbody-conversion / Develop /1

Crganization ope

requestbody-

ACCESS THE CLASSIC VERSION OF PROXY EDITOR
ine Proxy Ediior

OVERVIEW DEVELOP TRACE PERFORMANCE

Project v Help for Selected Flow Search
Navigator E3 2  Property Inspector )2 T2 FBodyEik »
requestbody-conversion Flow
- Policies + name AL FBody T
AssignMessage-PostParam + e
N . Request
AssignMessage-RequestJSON Step |
- e s
| & ExtractVariables-PostParam ng Exraceriablos PostF
ame racivVanables-FosiFaram
=] ExtractVariables-RequestJSON Step
XMLtaJSON-Request Name AssignMessage-PostParam
= Proxy Endpoints + Request Respanse
- default

Conditon (proxy pathsuffix MatchesPath /s
PreFlow
UZ2I2-BodyZdR

PO Iow m

~ Target Endpoints =+

Response
v default +
m PreFlow "‘
B FostFiow | S0
* Scripts +
Deployed to prod

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00
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5 BNfFtER
TER UIZ APl Proxy OEWFIERZTTUVE T,

MTRDOBIDEK SIS, URL ANPOERIDEI-—F—BHRNEFIN., ERLULCI—Y—EHRND JSON
TRAESNET,

http://{FQDN}: 10080/ requestbody-conversion/sensing_webapi/api/apitest/users

¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: APl Proxy OIEBSICERSNIZ URL DA 8 (FQDN) Z1IBELZE T,

“"users”: {
"user”: [
{
"cloudId": "apitest”,
“"userId": 326,
"password”: "e@bc614e41d035a488619799853b075143deea596c477b8dc077e309c0fed2e9",
"permission”: 0@,
"loginId": "apiUser28",
“"userName"”: "apiUser28",
“"userDescription”: "test”,
"lastloginDate": null,
"userParameter”: {
"birthday™: "1999/01/01",
“gender": "0",
"height”: "150",
"weight": "40",
"grade": "5"

}s
"registDate”: "2016-04-25 07:08:29",
"updateDate": "2016-04-25 07:08:29"
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33. URINYR Body Z#

331. A—-XRT—-APE

DS54PYRICURNY RZRENTDRIC. VAR ZAOBAEEZITD APl Proxy ZR& LT,
CC Tl 2D0A—RT —RZHBALET,

(1-XT—X1:JSON — XML Z#E)

Ny DTV ERY—ERELT, RRERZNEITD APl ZERLET,

APl [CPDEZRXTBEO URL [CEMI—FEEEIDE. BESNIZEHORIBHRZNSLET.

APl DSiRFENZ JSON FERDOUZAMYRF =4 (RREH) Z. XML ERICEBRLTOS1 PV RIC

BAFDRDICLET,

API Proxy MEZEDIO—IMTD@EDTT,
1) API Proxy MDYEEX
1-1) API Proxy MERK
1-2) Conditional Flow (GET) DYEEK
2) JSON to XML 7R ¥ —DERk (LAY AIBIRDEHL)
3) MUY—DBE
4) ENFEESY

BRI Policy [FUTDEDTT,
JSON to XML 7R ¥ —

(1—R5T—22:JSON — HTML Zi#)
A—T—2 1 TR UIZ APl Proxy ZFABLET,
APl hoEENTZ JSON FERDOU RV R5T—45 (R&IE#HR) &=, HTML ERICEBBR L TOS1 7PV~

[ORENT DRDICLET,

API Proxy MOEZEIO—FUTDEND T,
1) Extract Variables N'J ¥ —D1ER (RKUBHRDZEEUL)
2) Assign Message N'JY—0OEK (HTTP LRV ZDER)
3) MUY —DERR
4) )Y —DEE
5) ENERESR

BRI D Policy [FIMTDEBNTT,
Assign Message M)/ —
Extract Variables ') —
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http://weather.livedoor.com/weather_hacks/webservice

332 F&

332.1. JSON — XML Z#

1) API| Proxy OYERX
APl Proxy Z1EEXLZE T,

1-1) APl Proxy DYERK
BELEBED TAPIs] XZa—=%Z2') w2 L. APl Proxies BBICB®BLZET,

APl Management Dashboar ﬂ Organization_Administr... = FUﬁTSU
Organization ope
Hour | Day | Week | Month | Custom F'“'T: E": :::: 1? 23:3 g gg o By Hour =
Proxy Traffic
See more details in Proxy Performance
No traffic in the selected date range.
Developer Engagement Developer Apps
See more details in Developer Engagement See more details in Developer Apps
Traffic Level
No traffic in the selected date range.
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API| Proxies B@E C. [+ APl Proxyl mMA>Y&2') w2 ULET,

APl Management Dashboard ﬂ Publish | Analytics = Admin Organization_Administr.. ~  FUJITSU
Dashboard / APl Proxies Organiz ation ope
API Proxies

List Analytics

Search | All ~ 1=30 + APl Proxy
Metrics for Last 24 Hours (prod)
API Proxy Environments Traffic Message Trend by Hour Avg Time Emor Rate  Modified i Actions
handson-api20160217020 test 1 1 802000ms  100.00% 3 hours ago % Delete || Roles (1)
H d-Nodejs-2 test, prod 3 | 3700 ms 0.00% 19 hours ago ¥ Delete | Roles (1)
Hello-World-Nodejs test, prod 0 aday ago x Delete | Roles

> Build a Proxy (TYPE)
Reverse proxy (most common) ] Z&iIRL. Nextl MYV ED v DI LUZET,

Build a Proxy

» Reverse proxy (most common) I

Use OpenAPI = Optionally associate the proxy with an OpenAPI| (Swagger) document

Node.js App

Create a new app in JavaScript and optionally add policies.

SOAP service
Create a RESTful or pass-through proxy for a SOAP service.

No Target

Create a simple API proxy that does not route to any backend target.

Proxy bundle

Import an existing proxy from a zip archive.

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

Exit Without Saving
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» Build a Proxy (DETAILS)

API Proxy DIEHRZANDU. [Nextl] MIVZD ) v O ULFET, URIFAHDBITI,
+  Proxy Name : responsebody-conversion ((ERMDE#)
«  Proxy Base Path : /responsebody-conversion ((ERBD/YZ (BEIAD))
«  Existing API : http://weather livedoor.com (ER®D APD

Build a Proxy

Specify the proxy details.

Proxy Name * I responsebody-conversion I

Valid characters are letters, numbers, dash (-), and underscore (_)

Proxy Base Path* I Iresponsebody-conversion I

A path component that uniquely identifies this API proxy. The public-facing URL of this API proxy is comprised of your organization name, an environment where this API

proxy is deployed, and this Proxy Base Path. Example URL http://test-sandbox-test.apigee.net/responsebody-conversion

Existing API* I http://weather.livedoor.com I

Defines the target URL invoked on behalf of this API proxy. Any URL that is accessible over the open Intemet can be used. Example: https://api.usergnd.com

Description

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04

—m Exit Without Saving
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> Build a Proxy (SECURITY)

Authentication : [Pass through (none) | Z&RL. Next] NIV ZED v LZET,

Build a Proxy

Secure access for users and clients.

Authorization | @® Pass through {none)

APTRey
OAuth 2.0

Browser [ Add CORS headers

TYPE DETAILS SECURITY

Exit Without Saving

© 2017 FUJITSU LIMITED Al rights reserved. Version 4.16.01.04
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> Build a Proxy (VIRTUAL HOSTS)
REEZZTFIC Nextl MRYYED v D ULET,

Build a Proxy

LY PE DETAILS SECURITY VIRTUAL HOSTS

Select the virtual hosts this proxy will bind to when it is deployed. You must select at least one virtual host. Learn more...

¥ Name Environment Host Aliases

prod http://== —— = 10080
¥ default

test http:/[——————— =um:10080

prod https:// - ==m:10443
¥ secure

test https:/————— == 10443

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

m Exit Without Saving m

> Build a Proxy (BUILD)
BEZEZZTFIC MBuild and Deployl] MY V=2D' w2 UZET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD

You are ready to build and deploy your AP proxy.
Deploy Environments [ prod ) test
Proxy Name  responsebody-conversion
Proxy Type  Reverse proxy
Virtual Hosts  default, secure
Security None

Browser Do not allow direct requests from a browser via CORS

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04

_m Exit Without Saving et 7LV D2/ I Build and Deploy I
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> Build a Proxy (SUMMARY)
APl Proxy OERRD5E T UTIZ5. APl Proxy U0 &201 ) w2 LUET,

Build a Proxy

TYPE DETAILS SECURITY VIRTUAL HOSTS BUILD SUMMARY

+" Generated proxy

+" Uploaded proxy

+" Deployed to test

responsebody-conversion ;Iroxy in the editor .

© 2017 FUJITSU LIMITED All rights reserved. Version 4.16.01.04
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1-2) Conditional Flow (GET) DERX
N DT RG—ERICHTBIY—Z/NXEE (HTTP Method) DREZE1TULVET,
DSAPIRHDSDIUDIR DT TEREUL/INY =V E—HTDIREIC. MIEDOFIETEET DNIEEE
FUET,

Develop] 7% w2 L., APl proxy editor ZBEEI,

APl Management Dashboard Publish | Analytics = Admin Organization_Administr... = ruﬁrsu

Dashboard / API Proxies / responsebody-conversion / Overview / 1

Organization ope

reSponsebOdy—ConverSion ACCES Skl RSION OF PROXY EDITOR

RVIE] DEVELOP TRACE PERFORMANCE

Project> | Save | Revision 1

Deployment +

Revision 1 Summary
Created: Mar 13th, 2017, Updated: Mar 13th, 2017

Deployments
Environment Revision Status URL
test 1 dq http:l——= = = = ——+]
Proxy Endpoints Expand All | Collapse All
Name Base Path Target Endpoints
* default /responsebody-conversion default
Tal'g et EndeintS Expand All | Collapse All
Name Target Used by Proxy Endpoints
» default http:/iweather.livedoor.com default

© 2017 FUNTSU LIMITED All rights reserved. Version 4.16.01.04

default @ M+] MOV ZED ) w2 L. New Conditional Flow ZBEEJ,

APl Management Dashboard ﬂ Publish | Analytics | Admin Organization_Administr... ~  FUJiTSU
Dashboard / API Proxies / responsebody-conversion / Develop /1 QOrganization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebody-Conversion s e e sos coror overnn [ Bevmon | TRACE  PEREORMANGE
Projct v v Revision 1 v Tools v Deployment v Help for Selected Flow Search
Navigator «  Flow: PreFlow Property Inspector PreFlow »
responsebody-conversion .  PreFlow
* Policies + name PreFlow
~ Proxy Endpoints 2 e et
| Step Response
~ default i Step
XN PreFiow
B rostriow
= Taget Endpoints + Request
=9 T
X Frefiow .
I
W PostFiow Code default M
= Scripts + 1 <?xml version="1.8" encoding="UTF-8" standalones="yes"?> .
2« X name="default"
3
4= Prel name="PreF low"
5
]
7
8
9 t names"PostFlow"
10
11
12
13~ Xy >
14 A /responsebody-conversion =
‘e PR

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00
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Flow DIEHRZAND L. TADd) MY VZED ) v D LET, MTIEIADBITY,
+  Flow Name : LNV X Boxy it ((ERDBED)
+  Condition Type : [Path and Verbl Z#&iR
« Path : /forecast/webservice/json/v1 (ERD/ V)
« Verb :TGETJ Z&EiR

New Conditional Flow

Flow Name | LA 2 Bodyd i @

Description
Condition Type @ Custom © Pdh@h and Verb

Path | florecastwebserviceisonvi ()

Verb GET @

Optional Target URL

®ccEIUvI |
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2) JSON to XML 7R ¥ —D1ERL (L AR RIEERDZEHD)
DT MEROL ANV RIEHRZ. JSON ERDS XML RICE# T D JSON to XML 7R ¥ —Z3810
L9,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management | Dashboard Pubiish | Analytics | Admin | Organization_Administr... ~  FUJITSU
Dashboard / APl Proxies / responsebody-conversion / Develop /1 Organization ope
X ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebody-conversion wissern e ros coror overvew [ oevmor | TRAGE  PERFORMANGE
Project Revision 1 Help for Selected Flow Search
Navigator |2 Property Inspector L 1.2 Body i |»
@ responsebody-conversion «  Flow
- Policies name L 2 2 Body Tt
N = Description
* Proxy Endpeints TE Crip
! Step | Request
~ default L= | g
PreFlaw Condion (proxy pathsufix MatchesPath “fo
L2 2 BodyZEif
X PostFiow
= Target Endpoints
~ default (+) .
=) . I
B FreFiow Code default E
X PostFiow 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"> &
: (] 2+ cProxyEndpoint names"default”s
~ Scripts |G B <Description/>
4~ <Preflow names="Preflow">
5 <Request/s
6 <Response/>
7 </PreFlow>
B <Flows>
9= <Flow name=" | 2 ! s 7 Body T b
10 <Description/>
11 <Request/>
12 <Response/>
13 <Condition>(proxy.pathsuffix MatchesPath "/forecast/webservice/json/vl") and (request.verb = "(»
oy | 3
=
Not deployed
© 2016 FUJITSU LIMITED All rights reserved Version 4.15.07 .00

FJSON to XMLJ &2 v D%, MUY—DBEREAND L. TAdd) MIVED v D LET, URIEIAD

BITY,
+  Display Name : JSONtoXML-Response ((FEDEZ80)
+  Name : JSONtoXML-Response ((FEDEZa1)

Add Policy

[ Verify AP Key

) Access Control Policy Type [ JSONto XML
[ILoAP

[E] Generate SAML Assertion
B Vaiidate SAML Assertion
MEDIATION
ZTRIUYY |
[ XML to JSON

Bl Raise Fault

[Z)XSL Transform

Display Name [JSONtoXML-Response

Name JJSONtoXM L-Respt@

[Z) SOAP Message Validation
2] Assign Message

[l Extract Variables

[ Access Entity
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BH0LZ XML to JSON R Y —ZZEIRL. MUY —iREBERZRT LI,
MEICI U TR Y —DEEZRELE T,

APl Management Dashboard ﬂ Publish | Analytics | Admin Organization_Administr... ~ Fu‘]Trsu
Dashboard / AP| Proxies / responsebody-conversion / Develop /1 Drganuzahon ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOF
responsebody-ConNVersion wr e n e o

JSONtoXML-Response.xml '

Project v Revision 1 v Tools v Dey

« Poley JsomoxmLResp| < ?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<JSONToXML async="false" continueOnError="false" enabled="true" name="JSONtoXML-Response">
- Palicies <DisplayName>150NtoXML-Response</DisplayName=>

|5 ssonoxuires 4Nt a7V L27 Ml Te¢|  <Properties/>

~ Proxy Endpoinis <QutputVariable>response</QutputVariable>

Display Name <Source>response</Source>

Navigator

@ responsebody-conversion

- default
</JISONToXML=>
X PreFlow
L2K 2 BodyZri Name
X PostFiow Nullvalue NULL
¥ Target Endpaints + Attached to Flows Not used in any flows / _ | MamespaceBoc. #namespaces
DefaultNames| $default
~ default Y ey p
m PreFlow 1 3 - di o B 1al = MamespaceSep
v k? version 8" encoding standalone="yes"?>, —
W FostFiow 2+ async="false” continueOnError="false zu.;-./ e names tox . TCHREED | L
3 JSONtoXML -Response AffributeBlockN___ #attrs
= Sctipts ) ¢ AlrbutePrefx @
5 NULL InvaidCharsRe.
7 #namespaces ObjectRootElem.. Root
g $default ArrayRootEleme.. Aray
10 X M“t' ArrayltemEleme. .. ltem
11 #attrs Outputvariable response
‘;i ¢ Source response
1.;1 Root
‘e
© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.00
(E&=HI)
EFE

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<JSONToXML async="false" continueOnError="false" enabled="true" name="JSONtoXML-
Response">
<DisplayName>]SONtoXML-Response</DisplayName>
<Properties/>
<OutputVariable>response</OutputVariable>
<Source>response</Source>
</JSONToXML>

KEBABDFFMIL TA2.1. JSON to XML XML 11k ZTSRIITS0N,
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3) MUY—DEE
MTD@0. LR Y —ZB& L. [Savel RYVED v D LET,

* Policies

| JsONteXML-Response

~ Proxy Endpoints

= default

X rreFiow
DAh— A BodyEia

[% PostFlow

~ Target Endpoints

Request

X FPreFlow
X PostFiow Response
= Scripts S| [—
+
Step

JSONto
XMLRe
spons

Step |

Property Inspector L A7 2 BodyXi&
Flow
name
Description
Request
Response
Step

L2

2 Body X i

Name
Condition

JSONtoXML-Response

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00

(proxy pathsuffix MatchesPath "o

APl Management Dashboard ﬂ Publish | Analytics | Admin Organization_Administr... + Fu‘ifrsu
Dashboard / API Proxies / responsebody-conversion / Develop /1 QOrganization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebod g e e e OVERVEW | DEVELOP | TRACE  PERFORMANCE
Proect v Tools Deployment v Help for Selected Flow Search
Navigator ¢ Flow: L A1/ 2 Bodyiis =1
responsebody-conversiol

»
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4) BNFHES
TER UIZ APl Proxy OEWFIERZTTUVE T,

MUTRDBIDLDIC, URL APDOERTDE JSON FERADT —IMRANSINZ T,

http://{FQDN}: 10080/ responsebody-conversion/forecast/webservice/ ijson/v 1 ?city={CityCode}
¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: API Proxy MIERBSICERSNTIZ URL O 8 (FQDN) ZIBELZXT,

¥{CityCode} [&. EFRBDEHI— FICBESHMATIIZEL, (Bl : 400040 73E)

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ {Root >
¥ <{pinpo

ntL
ttp://weather .| ivedoor.com/area/forecast/4022600</1
F (3 </name:

3322 JSON — HTML Zi#

3.3.2.1 JSON — XML Z#t | THERL LIz API Proxy &8I LE T,
FAPIs] XZa—%&2')J w2 L. API| Proxies D—&H'5. #HRETD APl Proxy Z8IRUE T,
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1) Extract Variables ¥ —DER (RRIBIROZHUL)

INDA=D—F—BEZBULEIUI IR MEREZEZHE UTHEIN (BEYL) I Extract Variables ') Y —

ZBNLEd,

Policies @ +1 MAY&ED ') w2 L. Add Policy ZBE&E 9,

APl Management

| Dashboard Publish | Analytics | Admin |

Organization_Administr... =

Fujirsu

Dashboard / API Proxies / responsebody-conversion / Develop /1

responsebody-ConVersion s e e pos carr

Organization ope
ACCESS THE CLASSIC VERSION OF PROXY EDITOR
OVERVIEW | DEVELOP | TRACE

PERFORMANCE
Proiect | | Save | Revision 1+ Help for Selected  Flow Search
Navigator |2 Property Inspector LA/ A Bodyai |»
@ responsebody-conversion .« Flow
- Policies name L 27 A Body Ttk
[ JSONtoXML-Response {35 | Descreiin
. i E Request
- + Siep
Proxy Endpoints | Step ] [
~ default Siep
m PreFlow Name USONtoXML-Response
L 22 BodyZs A Condition (proxy pathsuffix MatchesPath
B rostFiow
+ Target Endpoints +) .
~ defauit '+ Code default ]
m PreFlow 1 <?xml version="1.8" encoding="UTF-8" standalone="yes"?> &
B PostFlow 2+ <ProxyEndpoint names"default”>
7 — 3 <Description/>
~ Scripts o+ 4 <Preflow name="PreFlow">
5 <Request/>
6 <Response/>
7 </PreFlows
8~ «Flows>
9~ <Flow name=" | 2 » 7 Body T & "p
10 <Description/>
11 <Request/>
12~ <Response>
13~ <Step> v
-9 »
Depioyed to prod

© 2016 FUJITSU LIMITED All rights reserved Version 4 15 07 00

[Extract Variables] Z2')w D%, MUY —DBEHRZADL. TADD) MIVED YD LET, MUTRIEA

HBITT,
+ Display Name : ExtractVariables-ResponseJSON (FEDEZHE))
+  Name : ExtractVariables-ResponseJSON ((FED&E])

Add Policy

Bl Raise Fault

[ XSL Transform

[Z) SOAP Message Validatio
[- Assign Message

Policy Type  [E] Enxtract Variables

Display Name Exirad\.'anables-ﬂeionss.lSON

DzTERIUYY 1 B8

ExtractVariables-ResponseJSON

B Key Value Map Operations
EXTENSION

A Java Callout

& Python

|8 JavaScript

B Senvice Callout

B Statistics Collector

[0 Message Logging
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BRI UE Extract Variables N Y —ERIRL, MY —REBERZRTLET,
MBICI TR Y —DEEERE LFET,

ExtractVariables-ResponseJSON.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true" name="ExtractVariables-
Response]SON">

<DisplayName=>ExtractVariables-Response]SON </DisplayName:

APl Management

Dashboard / API Proxies / respansebody-conversion | Develop

responsebody-conversion war .

o <JSONPayload> |
. e 1 . <Variable name="todayDatelLabel">
Project = Revision 1 v Tools 4 = -
e <JSONPath>$.forecasts[0].datel abel</JSONPath> JSONF— 5% ZEHIAZH
Navigator « Policy: ExtractVa </Variable>
@ responsebody-conversion <Variable name="todayTelop">
= Bolicies <JSONPath>$.forecasts[0].telop</JSONPath>
—— -
"] ExtractVariables-Hi8 oo aU‘_‘}a ! < /Variable>
JSONtoXML-Respons 3 <Variable name="todayDate">
- Proxy Endpoints + Dispig <JSONPath>$.forecasts[0].date</JSONPath>
- default + </Variable>
m PreFlow -
., = A -
L A7 Body i ~LUTE8E, Sl 72— 2R~
L FostFlow Attached ;
~ Target Endpoints + o = p— ::me name
ader
~ defauilt + 1 k2 version 8" encoding * standalone " e [ame
. 2 async="fa continueOnError="falsgff enabled- name="Ex v 1 N -
X Preflow 3 ExtractVariables-Response]SON FormParam
B PostFiow 4
name name
~ Scripts + 2 names Variabie
7 name name
2 lgnoreUnresalve. . true
10 true JSONPayload
11+ Variable
12 name="rsn name name
13 {example}
14 JSONPath {exampla}
S — - S
© 2016 FUJITSU LIMITED All rights reserved. Viersion 4.15.07.00
/=
(REZH)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ExtractVariables async="false" continueOnError="false" enabled="true"
name="ExtractVariables-ResponseJSON">
<DisplayName>ExtractVariables-ResponseJSON</DisplayName>
<JSONPayload>
<Variable name="todayDatelLabel">
<JSONPath>$.forecasts[0].dateLabel</JSONPath>
</Variable>
<Variable name="todayTelop">
<JSONPath>$.forecasts[0].telop</JSONPath>
</Variable>
<Variable name="todayDate">
<JSONPath>$.forecasts[0].date</JSONPath>
</Variable>
~ B& ~
</ISONPayload>
<Source>response</Source>
<VariablePrefix>responsejson</VariablePrefix>
</ExtractVariables>
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KEBEITOEZDNA Y FERDERERF TR LUTNET,

BOFMIZE. TA24. Extract Variables XML {1k ] ZCSBLIEE0),

N

2) Assign Message N Y—DERR (HTTP LR ZDERK)
HTTP Xy E—Y%ZEKT D Assign Message NI —ZBNLET .

Policies @ T+1 mMAY&D ') w2 L. Add Policy ZBRE&EJ,

APl Management Dashboard ﬂ Publish = Analytics | Admin Organization_Administr.. ~  FUJiTSU
Dashboard / API Proxies | responsebody-conversion / Develop /1 Crganization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebody-ConVersion wats e e oy oo OVERVEW | DEVELOP | TRACE  PERFORMANCE
Project v Revision 1 v Tools Deployment v Help for Selected Flow Search
Navigator « Flow: 2 Body ¥t Property Inspector L A2 Body % i »
@ responsebody-conversion ~  Flow
< Policies name L 27 2, Body T
E] ExtractVariables-ResponseJSON ¥ DesCIy iR
I JSONtoXML-Response { Sep Request
P Endooi —-eed Response
-
roxy Endpoints + Step
~ default + Name JSONtoXML-Response
X FreFlow Request Condition (proxy pathsufiix MaichesPath "o
L 27K 2 BodyZr il
B P
i I
= Target Endpoints
= - gk Code default -]
- default - 1 <?x version="1.8" encoding="UTF-8" standalone="yes"?> -
X PreFlow 2+ t names"default”
3
W PostFiow e name="Pr
- Scripts T 3
7
e
9 name=" t Body 3 {8 "
1@
11
12~
13 ~ -
14 )
e
Deployed to prod

© 2016 FUJITSU LIMITED Al rights reserved Version 4.15.07.00
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[Assign Message] &2 w D%, MUIY—DBEBREZAND L. TAd) MIVED v DO ULET, MTIEA

HBITT,
+ Display Name : AssignMessage-JSONtoHTML ((FEDEZa1)

+  Name : AssignMessage-JSONtoHTML (FEEDEE)

Add Policy

Bl Raise Fault
Assign Mess:

Policy Type

hart /DL

fssignMessage-J SQAloHTML

AssignMessage-JSONtoHTML

[Z) Access Entity

[E Key Value Map Operations
EXTENSION

[H Java Caliout

# Python

1) JavaScript

[@ Service Callout

[ Statistics Collector

[l Message Logging

BHLIE Assign Message MUY —E&EIRL,. MUY —fREBBER™LUET,
MBI U TR Y —DEREIRE LET,

AssignMessage-JSONtoHTML.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-JSONtoHTML">
<DisplayName>AssignMessage-1SONtoHTML </DisplayName >
<Copy source="response" >
<StatusCode>true</StatusCode>

APl Management

Dashboard / API Proxies / responsebody-conversion / Develop

JSONtoXML-Response

responsebody-conversion ws v </copy>

- - ) - <IgnorelUnresolvedVariables>true</IgnoreUnresoclvedVariables:

(propect~ (Roveun 1~ = <AssignTo createNew="false" transport="http" type="response HTMLOZER
Navigator \«- Policy: Assig <Set>

[ responsebody-conversion <Payload contentType="text/html;charset=utf-8" variabléPrefix="@" variableSuffix="#">
~ Policies <!|[CDATA[

~ Proxy Endpoints [+
~ default [+ . _ oL
BreFlow ‘_' ~LUT &8, S HlER s —7> T — e~
EER L f 2 Bodyzil Attached to Flows Not used in any flows . Headers
PostFlow - QueryParams
. Code 3
arge i FormParams
~ Target Endpoints. ) 1 [kexml version="1.0" encoding="UTF-8" standalone="yes"¥> e [ Peyioen
* default : 2+ <AssignMessage async="false” continueOnErrors“false” enableds"true® names"AssignMessage- JSONtoHTML">
= 3 <DisplayName>AssignMessage-JSONtoHTML</DisplayName> Merb
m PreFlow a <Properties/> SehsCode
m PostFlow 5 4 <«Copy source="request™>
. ~— & <Headers/> ReasonPhrase
~ Scripts + 3 <QueryParams /> i
8 <FormParams/>
9 <Payload/> Remove
10 cVerb/> Headers
11 «StatusCode/> Header
12 <ReasonPhrase/» 1
13 <Path/> e !
14 </Copy> . QueryParams
sepoyed opred
© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07.00

<html><meta http-equiv="Content-Type" content="text/html; charset=utf-8"
/=<title>@responsejson.prefecture#@responsejson.city # M X,

</title></head > <body><h1>@responsejson.prefecture# @responsejson.city# hdFx &, </h1> <table
border="1"><tr>
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(E&EHI)

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AssignMessage async="false" continueOnError="false" enabled="true" name="AssignMessage-
JSONtoHTML">
<DisplayName>AssignMessage-JSONtoHTML</DisplayName>
<Copy source="response" >
<StatusCode>true</StatusCode>
</Copy>
<IgnoreUnresolvedVariables>true</IgnoreUnresolvedVariables>
<AssignTo createNew="false" transport="http" type="response"/>
<Set>
<Payload contentType="text/html;charset=utf-8" variablePrefix="@"
variableSuffix="#">
<I[CDATA[
<html><meta http-equiv="Content-Type" content="text/html; charset=utf-8"
/> <title>@responsejson.prefecture# @responsejson.city # DR
</title> </head><body><h1>@responsejson.prefecture# @responsejson.city# D X5,
</h1><table border="1"><tr>

</tr></table><br /><p>@responsejson.description# </p></body></html>
11>
</Payload>
</Set>
</AssignMessage>

MEBETOEEDNAT Y FERDBDEAEHRFZCHRUTCNET,
HKESEANBOEAMIE. TA2.3. Assign Message XML t#x] &ZCSBLIEE0)N,
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3 MUY —DEER
[332.1.3) MUY —DEE] TEBE UK Y —ZHERLET,
BEBRBAHDM) Y —[CH=VILEEDHEDE. Ix] DRRSINZT,
MTRONIY—=[CHA=VILEEDE. Tx] 20Uy D U TR Y —Z@RFRLET,
+  JSONtoXML-Response

APl Management Dashboard ﬂ Publish | Analytics | Admin Organization_Administr... ~ Fu]‘frsu
Dashboard / API Proxies / responsebody-conversion | Develop /1 Qrganization ope
. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebody-CoNVersion w e e pu e oview [oevmon) TRACE  PEREORMANCE
Project v Revision 1 Tools v Deployment v Help for Selected Flow Search
Navigator «  Flow: | A/ 2 Body i (=1 Property Inspector 227 Body X i »
responsebody-conversion Flow
« Policies = name L 24 2 Body Il
AssignMessage-JSONtoHTML "4 | Descripton
[E] ExtractVariables-ResponseSON Step :WBS'
JSONteXML-Response Sls""”*
: &R
~ Froxy Endpoints + Name ExtracfVariables-ResponseJSON
¥ default + Request Step
PreFlow. Name AssignMessage-JSONoHTML
L2472 BodyZi@ Condition (proxy pathsuffix MalchesPath "fo
B rostFiow
= Target Endpoints +
~ default & Response
I PreFlow — .
X PostFiow R
= Scripts +1t Sep |
Deployed to prod

© 2016 FUJITSU LIMITED All rights reserved. Version 4.15.07 00

4) NJY—DEE
MTRDBO, ERUER Y —%&BEB L. [Savel MIVED v D LET,

APl Management Dashboard ﬂ Publish = Analytics =~ Admin

Dashboard / APl Proxies | responsebody-conversion / Develop /1

Organization_Administr... ~ FU]?ISU

Organization ope

. ACCESS THE CLASSIC VERSION OF PROXY EDITOR
responsebod iy in e Proxy Edor

OVERVIEW DEVELOP TRACE PERFORMANCE
Froject = | = I Tools v Deployment v Help for Selected Flow Search
Navigator < Flow: L- i 2 Body I B9 2 Properly Inspector | 27t X Body Xk »
responsebody-conversiol Flow
» Policies + name L A# . 2 Body It
"~747 | Description
Sip || Roawst
[ JSONtoXML-Response ' R;“""”
X ep
~ Proxy Endpoints Name Extractvanables-ResponseJSON
~ default Request Step
PreFlow Name AssignMessage-JSONtoHTML
L 2/ 7 Body Tl Condition (proxy pathsuffix MatchesPath "o
Il PostFlow
~ Target Endpoints
~ default Response
W PreFlow
X PostFlow
~ Scripts
Deployed to prod

© 2016 FUJITSU LIMITED Al rights reserved. Version 4.15.07.00
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5 BNfFtER
TER UIZ APl Proxy OBWFIERZTTUVE T,

MUTRDBIDLDIC, URL APDOERTDE JSON FERADT —IMRANSINZ T,

http://{FQDN}: 10080/ responsebody-conversion/forecast/webservice/ ijson/v 1 ?city={CityCode}
¥htto 70 D)L CTOEMERERBITT R—~EFESIFE 10080 TI),

*{FQDN}: API Proxy MIERBSICERSNTIZ URL O 8 (FQDN) ZIBELZXT,

¥{CityCode} [&. EFRBDEHI— FICBESHMATIIZEL, (Bl : 400040 73E)

ERRABRKTORI
[EE (2016-04-21)[FA B (2016-04-22)

> 2

AMALEH S L AERECHROELE CLURLRY., FRITHLE> TOAMABYET. 21B0AMILEBMA L ESELHROZEIZLY, MTEEHENER (CHLRLAIHLTLLS.

2BOAMILEBF L., REDEOEZCLYRYTTA. REICBR ECEOATEALLLTLLS, EOBSE, AMLMBADBREOEETIL. 21 51344—FIL. 22 BIE2A—FLTLES.

BEKETIE, 21813341, 228131 5A—FLTLEY. BEROAETIE, 218 ZHEFAAITILI5A—ML, HEETIE A—FL, 22B(305A—FLTLEY. <REELFOEES> Fili

ﬁ;ﬁ;i&)%%%f{&ﬁliébgﬂ?f?t;Uﬁﬁu‘:TJU‘ BATHS BBFICESFEEVIBRMSSUDIERICHBLOADELAAHLHTLE 5. LWRBICERL TGS, £z BLTLIHALNFES
Bz &I TLIEZELY,
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A. {08z

AETHERL TS Policy @ XML {I#ICDUNVTERBBLE T,

A1. SECURITY

BUR®D Policy ™ XML EERICDUNTERBALE T,

Verify APl Key POEREHTT D APl Key BIEET D ENTEFET.,

OAUth20 DIV FRA Y RSXITDERE (PO —=D Y DER

) OAuth v2.0 .
O oaunv DF T v %) NCEET,

A1.1. Verify APl Key XML {14k

NerifyAPIKey> attributes

1) name Bt N —28, <DisplayName> element E@UICLUTREZT,
2) continueOnError @4 N Y —KMIFICTS—2RI KD false ZRELF T,

3) enabled Bt N Y —BRRE. true ZRELET,

4) async @Mt ElEan/icB8, false AECTI,

{DisplayName> element
NerifyAPIKey> attributes M name BHERIUICLUTREZET,
Policy Editor R TERMSNDDIFITDIETT,

<APIKey> element
1) ref Bl AP| F—I5ROESHZEE LE T,

A1.2. OAuth v2.0 (GenerateAuthorizationCode) XML {11k

<OAUthV2> attributes
1) name B N —&, <DisplayName> element CRIUICUTREZTY,
2) continueOnError @4 N Y —5KHIFIC TS —2RI KD false ZRELF T,
3) enabled Bt MUY —BARE, true ZRELX T,
4) async @M FlEanCBEB, false BETI,

{DisplayName> element

<OAUthV2> attributes D name B ERB UICLUTREFT,

Policy Editor R TRMSNDDIFTDIETY,
<Operation> element

M= Operation ZRELX T, [GenerateAuthorizationCode] ERELET .
{GenerateResponse> element

1) enabled Bt true Z8REIDE. VANV RAZERLTRUET,
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false ZIEE I DE LU ANV RLRSNFEE A
<Expiresln> element
PORIAL=DY, UDJULyYab—=DY, REED— FOBMERZI MBI TRELE T,
BMHRRIE Y AT AEAE +Expiresin DIBEERND KT,
Expiresin -1 DS, BRRIGERERDFET,
Expiresin DREEDHZS. Y RATAICERESNITT I 2L MEERDFET,
BMHREDIO—ZEHE U THEEIDCEETE, Z0BEIET I 2L MEKDETO—ZEHDED
BfRSNxd,
{Clientld> element
DS5A4PYEIDZEBELET, JIUNSA=—H—Dhttp ANwvH—ZIEFTEET,
{RedirectUri> element
US4 LU2D~UR ZIBELET,
<{ResponseType> element
response_type ZiEE LE T,
<State> element
ATF—HAEREIBELF I, VIU/INDSX—=F— htto N\wvH—ZIEFTEET,
{Attributes>XAttribute> element
AccessToken Xb AuthorizationCode [CHRXY ABMZEBNILET,
A—Y—-ZFHAITDCHD ID B EERIEIHRZE Access Token ICHRHYITDERETT,

1) name Bt attribute DEFITI,
2) ref B attribute MDETT,
3) display B true [ICERE T DE. attribute [FU ANV RICRTSNZE A
T #)U KIS false T,
(Eeatizl]

<Attributes>
<Attribute name="apirole" ref="request.queryparam.apirole" display="false"/>
<Attribute name="id" ref="request.queryparam.id" display="false"/>
</Attributes>

IEERENS R element DISETIE

b= chall sohi73iE (XXXXXX (S, element BICESHRZ D)
htto Aw & — request.header XXXXXX

DITIINDAX—=H— reauest.aueryparam XXXXXX

P RaVAVAS P Sl A reqguest.formparam XXXXXX

A1.3. OAuth v2.0 (GenerateAccessToken) XML {11k

OAUthV2> attributes
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1) name B4 MY —8, <DisplayName> element EEUICLTREZET,
2) continueOnError @4 MUY —KBISICTS —ZRI KD false ZRELF T,

3) enabled EMH MUY —BARE, true ZRELXT,

4) async @t ElFenicz8, false BETI,

{DisplayName> element
<OAUthV2> attributes D name BMEERIUICLTREZE T,
Policy Editor R TRIMSNDDIFTDIETT,
<{Operation> element
M —® Operation ZRELX T, [GenerateAccessToken] CRFELET,
<SupportedGrant Types> element
HR— b9 2D Grant BRIZIEE LE T (authorization_code, client_credentials,
implicit, password), SEId. lauthorization_code] Z3%E LEX T,
{GenerateResponse> element
1) enabled B true ZEREITDE. VANV RAZERLTRUET,
false ZIEE I DE LU ANV RLRSNFEE Ao
<Expiresln> element
PORIAL=DY, UDJULyYab—=DY, REED— FOBMHRZI USRI CTRELE T,
BMERIZ Y 2T A IE+Expiresin DIEETSDF T,
Expiresin -1 DizE. BIRRIEERERDFET,
Expiresin DREEEDHZE. YRATAICERESNLTT I 2L MEERDFET,
BMHRIEDO—EHE U TEEIDCEETE, Z0BEIET I 2L MEKDETO—EHDEN
BN d,
<GrantType> element
Grant @RI DEVERZEE LE T,
htto Nw S — DTUNSA=F—, TAx—=LI\SX=F— (TITA)LF) ZEBECTCETZFT,
<Code> element
AuthorizationCode ZEE LE T,
htto Nw S — DTUNSA=F—, TAx—=LI\SAX=F— (TITA)LF) ZEBECTCETZET,
{RedirectUri> element
14U D ~UR ZBELET,
<Scope> element
2AD-TDRBREEELE T,
<State> element
AT =B ABREEELIE T, htto NwSF— DITUNSA-F—-ZEEETEFHT.

ISIREVE R element DIBRETT L

feEiEn! o FE OXXXXXX (3. element BICEEHZ D)
htto A w4 — reqguest.header XXXXXX
DTVIINDA—=K"— request.queryparam XXXXXX
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E AV AP St A reguest.formparam XXXXXX

A14. OAuth v2.0 (RefreshAccessToken) XML f1#k

<OAUthV2> attributes
1) name B N —8, <DisplayName> element CRIUICLUTREZEY,
2) continueOnError @4 MUY —KBISICTS —2RI KD false ZRELF T,
3) enabled B MUY —BRARE, true ZRELXT,
4) async @t Elfenicg8, false BETI,

{DisplayName> element
<OAUthV2> attributes D name BMEERIUICLTREZE T,
Policy Editor RTRTSNDDIECNDETT,
<ExternalAuthorization> element
NEBRIZAA T DHBE. true ZRELE T, (T 77/ MBI false)
<{Operation> element
M > —® Operation ZREL XY, [RefreshAccessToken] ERELET,
{GenerateResponse> element
1) enabled Bt true ZEREITDE. VANV RAZER L TRUET,
false ZIEE I DE LU ANV RLRSNFEE Ao
<Expiresln> element
POCIAS=DY, UDJULvyYyab—=0Y, R0 — FOBMHRZI UMERITERELET,
BWMHRIZ Y 2T A RKIE+Expiresin DIEESDF T,
Expiresin -1 DS, BIHRITERERDFET,
Expiresin DREEEDHZE. YRTAICERESNLZT I 2L MEERDFET,
BMHRIEDO—ZEHE U TEEIDCEETE, Z0BEIET I 2L MEKXDETO—EHDEND
BANEd,
GrantType> element
Grant @RI DEVERZEE LE T,
htto Nw S — DTUNSA=F—, TAx—=LI\SX=F— (TITA)LF) ZBECTETZFT,
<{ResponseType> element
response_type Z1EELF T,
<Attributes>XAttribute> element
AccessToken Xb AuthorizationCode [CHRXY ABMZEEBILET,
A—F—ZHRITDITHD ID IS EERIBEHRZ Access Token [CHHY T DERETI,

1) name Bt attribute MDBEITI,
2) ref @ attribute DETY,
3) display B4 true [CEBRET D E. attribute [FLU ARV ZICTRARSINEE Avo
T #)U I3 false TY,
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EBuil)

<Attributes>
<Attribute name="apirole" ref="request.queryparam.apirole" display="false"/>
<Attribute name="id" ref="request.queryparam.id" display="false"/>
</Attributes>

ISHREVS R element DIBETE

fEERERl Seh73E XXXXXX (3. element BICEEHZ D)
htto AN w& — request.header XXXXXX
DITVINDA=H— request.queryparam XXXXXX
DA—=DLINDA=H— reguest.formparam XXXXXX
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A2. MEDIATION

BUR®D Policy @ XML EERICDUNTERALE T,

- JSON to XML JSON R = XML FERICE# UE T,
XML to JSON XML FERE JSON FERICEHLE T,
HTTP Reauest &/2ld Response XwZ—IDIERK « IEIEH'TIAET

I Assigh Message

g—o

DT RARFEURARNY ZDMEE UIEEHE (URI Path X Query

=1 Extract Variabl )
xHract variabies Param %) E—H LRSS, THEEE U CBINTBCENTEET,

A2.1. JSON to XML XML {T#k

<JSONToXML> attributes
1) name B N —28, <DisplayName> element E@UICLUTREET,
2) continueOnError @4 N Y —RKMIFICTS—ZRI KD false ZRELF T,
3) enabled Bt N Y —BRRE. true ZRELET,
4) async @Mt ElEaSn/icB8, false AECTI,

{DisplayName> element
<USONToXML> attributes M hame BHEER UICLTREZT,
Policy Editor R TERMSNDDIFITDIETT,
<Source> element
XML [CZEHUIZUY JSON D' ZFEN TV DEHL. request. response Z1BE LE T,
<QutputVariable> element
ZH UIZ XML Z18H T DZ . request. response ZIBEL X T,
<Options> element
JSON—=XML ZE#DA T 3 VERE T,
<Options>element ZEAT D% E(d. Formatelement ZEATEEE A,
F 75 Options DFMREIMTDEBED TT,
1) <Options>/<RecognizeNumber> element
true DIZFBIFHFEHFE LTRL), false DHBSIEXFIE L TRNKT,
2) <Options>/<RecognizeBoolean> element
true DHBSIS ltrue/falsel %z boolean & LT, false DIBEIEIXFIIE UTRNET,
3) <Options>/<RecognizeNull> element
true DIBBIFIZEEZ null & LTIRL), false DIBFSIE () U TRNZET,
4) <Options>/<NullValue> element
NUlBZZBIDEETDNFINZIBET D, T 74 /)UHE INULLY E712>TNET,
<Format> element
4 DDEWI #—V v (xmlcom, yahoo, google, badgerFish) B"ARSNTNET,
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<Formatdelement Z{FA 9 DHBEIFOptions>element Z{EATEFEE A,

1) xml.com

<{RecognizeNul>true</RecognizeNull>
{TextNodeName>text</ TextNodeName>
<AttributePrefix>@</ AttributePrefix>

2) yahoo

<{RecognizeNumber>true</RecognizeNumber>
<{TextNodeName>content</ TextNodeName>

3) google

<{TextNodeName>$t</ TextNodeName>

{NamespaceSeparator>$</NamespaceSeparator>

<TextAlwaysAsProperty>truel/ TextAlwaysAsProperty>

4) badgerfFish

<TextNodeName>$</ TextNodeName>
{TextAlwaysAsProperty>truel/ TextAlwaysAsProperty>
<AttributePrefix>@</ AttributePrefix>

{NamespaceSeparator></NamespaceSeparator>

{NamespaceBlockName>@xmIns</NamespaceBlockName>

<DefaultNamespaceNodeName>$</DefaultNamespaceNodeName>

A2.2. XML to JSON XML {T#x%

XMLtodson> attributes
1) name Bt

M —2, DisplayName element E@UICUTREZET,

2) continueOnError @4 MY —kBBFICTS—ERI KD false ZRELFE T,

)
3) enabled Bt
4) async @t

{DisplayName> element

N —@BAERTE, true &ZRELET,
FElrESNcIEE, false BECTI,

HKMLtoJSONY attributes D name BMEECRIUIC U TREFT,
Policy Editor A CRRSNDDIEICDIETT,

{Source> element

JSON [CEH LIZW XML D'EFENTULBZEH, request. response ZI8ELZE T,

QutputVariable> element

T UIZ JSON =184 D H. request. response Zi8E LE T,

<Options> element

XML—=JSON BDA T 3 VERECTT,
<Options>element Z{EAT DBE(L. <Formatbelement Z{ERATEEE A,
F 73 Options DFFHBEREIIM TDED T,
1) <Options>/<RecognizeNumber> element
true DIFEEBFEHFE L TR, false DIBFSIEIXFIIE L TRNET,
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2) <Options>/<RecognizeBoolean> element
true MBS Mtrue/false] % boolean B2& LT, false DIBEIIXFIIE U TRNET,
3) <Options>/<RecognizeNull> element
true DBEIFTEZ null & LT, false DIBSEIF] (22 & ULTRINET,
4) <Options>/<NullValue> element
NUlBZZBITDEETDXFINZEIBET D, T 7 2/UHF INULLY E72>TNET,
<Format> element
4 DDEWI #—V v (xmlcom, yahoo, google, badgerFish) BARSNTNET,
Formatelement &£ T DS Id<Options>element ZfERATEE B A.
1) xml.com
<RecognizeNulb>true</RecognizeNull>
<{TextNodeName>Htext</ TextNodeName>
<AttributePrefix>@</AttributePrefix>
2) yahoo
<RecognizeNumber>true</RecognizeNumber>
<TextNodeName>content</ TextNodeName>
3) google
<TextNodeName>$t</ TextNodeName>
{NamespaceSeparator>$</NamespaceSeparator>
<TextAlwaysAsProperty>true</ TextAlwaysAsProperty>
4) badgerFish
<TextNodeName>$</ TextNodeName>
<TextAlwaysAsProperty>true</ TextAlwaysAsProperty>
<AttributePrefix>@</AttributePrefix>
{NamespaceSeparator></NamespaceSeparator>
<{NamespaceBlockName>@xmins</NamespaceBlockName>

<{DefaultNamespaceNodeName>$</DefaultNamespaceNodeName>

A2.3. Assign Message XML {11k

<AssignMessage> attributes

1) name EBtE N —%, <DisplayName> element @ UICLTREZKT,
2) continueOnError B MUY —KBIFICTS—ZRI KD false ZRELZ T,

3) enabled Bt NS —BRRE, true ZRELET,

4) async @t RIESn/iCBEE, false BECTI,

{DisplayName> element
<AssignMessage> attributes M name B EBUICUTREZXT,
Policy Editor N TERMSNDDIFICDIETT,
<{AssignTo> element
Assgin Message N'J Y —DBREXTR (UDIT A « LARVR) OEHEEELET,
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<AssignTodelement, FIZIFEFWBEHENERZRSNTCULVRNIBEE., 20— UT request
X213 response & L TUBESNZE T,
1) createNew &M true DHE. B ZHHUIERLET,

COBEEEDIUDIIR s « LRAIRIYZATI D SIHKE

SNZET, false DIFE. BEHBNBE THRRCTETDESIE

WIBZiRIT UE T,

2) transport B UOTRA b« LARYZAD SV RIN— Y1 TEBELET,
http Z5&E LXK T,

3) type &M% EFROEHEZRELET,

ZEDIBEE lrequest] FElE lresponse] 8D FT,
{AssignVariable> element
JO0-ZHICEZELIX T, BEHEFELRNESIR. FIRICEHRZIERLET,
<AssignVariable>/<Name> element
JO0-—ZEHBZBELIT,
<AssignVariable>/<Value> element
JO0-ZHICEIBZIEBELET,
<AssignVariable>/<Ref> element
DO—ZHICHATIEDSRAEZIEELE T, CCICBEULSRAENDSENES TERNEEE.
Valuedelement DIEZHRALZE T,
<Copy>» element
source BUHTIBEULIEAT Y =0 Fh5<AssignTorelement TIBEULIEA T Y 0 RNEZ IE—
LEd,
1) source B JE—TTERDY—RATI D haBELET,
<Copy>/<Headers> element
source BUTIBESNEA T YD DO HTTP Aw A& —%Z<AssignTorelement TIERE LI
2710 NIDE-LET,
<Copy>/<QueryParams> element
source BUHTIBESNEATI T O DO I INS X —F —%{AssignTorelement TIBE LT
2710 NIDE-LET,
<Copy>/<FormParams> element
source B TIERESNEATI T D bDI 4 —LINS X =8 —%Z<AssignTorelement TIERE LI
ATV DO NDIE-LFET,
<Copy>/<Payload> element
true MIZFE. source BETIEESNIEATY 0 LD O— FZ&<AssignToelement THERE UIZ
ATV DO NDIE-LFET,
<Copy>/<Payload> element
true MBS, source BETIBESNLE AT I T D FOHTTP )N—=Y 3 Vg Z<Assigh To>element T
BEULCZATI T BNIE-LET,
<Copy>/<{Verb> element

true DIFE. source BETIBESNEATI T O RO HTTP XY v RZ<AssignTo>element TERE
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UIEZTI 1D BADE—=UET, source. AssighTo EEICUDIZAFTHIDIHBEDHEN T,
<Copy>/<Path> element

true MIFE. source BUTIBESNIZ AT I D FAD/ N2 %L AssignTorelement TIEE LTZ

Z7I 1D NIDE=UET, source. AssignTo EEIC T IR FTHIRBESDHENTI,
<Copy>/<StatusCode> element

true MIFE. source BUTIBESNIZ AT Y 1D HD Status-Code Z<Assign To>element TIERE

UIEZTI 1D BADE—-UET, source. AssighTo EEICUANY A THIFBZBESDHEMN T,
<Copy>/<ReasonPhrase> element

true MIHE. source BMETEESNL AT Y 20 bD Reason-Phrase Z<Assign To>element TIERE

UIEZTI 10 BADE—-UET, source. AssighTo EEICU ANV ATHIFBEDHEMN T,
<{Remove> element

AssignTodelement TIEE LA T Y =D RO SEZEFRLET,
<Remove>/<Headers> element

<AssignTodelement TIBESNIEATI TV FOHTTP AV S —ZHEIBRLZE T,
<Remove>/<QueryParams> element

<AssignTodelement TIBESNLEATI T DO DO TUINS A= —ZHIFRLE T,
<Remove>/<FormParams> element

<AssignTodelement TIBESNIEATI T DO DI A —LINS A= —ZHIRLZET,
<Remove>/<Payload> element

<AssignTorelement TIBESNIEATI D DX+ O— RZHIFRLE T,
<Add> element

<AssignTodelement TIBEULIEATI T U CNEZ BN LT,
<Add>/<Headers> element

<AssignTodelement TIBESNIEATI T O MCHTTP AV S —ZEBINLET,
<Add>/<QueryParams> element

<AssignTodelement TIEESNIZEA T I T D FCOTUNS A= —ZENLET,
<Add>/<FormParams> element

<AssignTodelement TIEESNIZEATI T D MC I3 —LINDX = —ZENLET,
<Set> element

<AssignTodelement TIBEULIEATI U BNEZRELX T,
<Set>/<Headers> element

<AssignTodelement TIBESNIEATI T O O HTTP AV S —ZH/ELX T,
<Set>/<QueryParams> element

<AssignTodelement TIBESNLEATI T DO DO TIUNS A= —ZHRELZXT,
<Set>/<FormParams> element

<AssignTodelement TIBESNIEATI T DO DI A —LINSA=H —ZHRELZXT,
<Set>/<Payload> element

<AssignTorelement TIBESNIEATI T D DR O— RZRELE T,
<Set>/<Version> element

{AssignToYelement TIEESNLEZTI T DO O HTTP /IN—=Y3 V&EHRELET,
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<Set>/<Verb> element
<AssignTodelement TIBESNIEATI T O EDOHTTP XUy FEFRELE T,
AssignTo BN J DO TR S THIBEDHEMNTI,
<Set>/<Path> element
<AssignTodelement TIEESNIZEATY D FRD/INRZRELF T,
<Set>/<StatusCode> element
<AssignTodelement TIEESNIZ A T Y D +D Status-Code Z5RE LF T,
AssignTo B’V RNV A THDBEDHENTI,
<Set>/<StatusCode> element
<AssignTodelement TIBESNIEATI IO DI A —LINSA = —ZHELXT,
AssignTo D'V RN A THDBEDHENTI,

A2 4. Extract Variables XML {1#&

<ExtractVariables> attributes

1) name Bt N =28, <DisplayName> element CRIUICUTREZY,
2) continueOnError B MUY —KBIFICTS—ZRI KD false ZRELZ T,

3) enabled B MY —BRRE. true ZRELZT,

4) async @t FIESNCIBE, false BE T,

{DisplayName> element
<ExtractVariables> attributes M name BMERUIC UTREFE T, Policy Editor ATTRISND
DIFCDIETT,
<Source> element
BEOMRERDEHZEBELE T,
1) clearPayload B true ZIBE I DE. BEVWBRICIEESNLENRO—-F&ED U LET,
VariablePrefix> element
BB UCBZBINT BB DEEBEBELET,
dgnoreUnresolvedVariables> element
true ZIEEEITDE. FERTERVNSREHII null E UTIBSNE T, false ZIEFETDE. R
TERNSREHIT S —E L TEBEENFET,
URIPath> element
DO TR RXYET—IDIBESNZ URI /NSNS —VC—HITDEZHHLET,
UAMYZAX Y 2—IDHEICIFEMELEZE A,
1) ignoreCase @Mt true ZIBETDE, NI —VICVyF URBEICERLET,
{QueryParam> element
UDTRARXYEZ—IDIBESNITI LTINS A=S =D\ —-VIC—HNITDEZMELET,
UAMYZX Y 2—IDHEICIFEMELEZE A,
1) hame Bt DITIUNSA——DBRIZEBELE T, AUBRIDIIT/INDOA—H—
MEHDDBEREA VTV O REMALET,
{Header> element
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BESNTZUDIRFFEEEUVZARYZD http ANy —DoEZME LET,
1) name B htto ANw & —DBEIZIBELE T, @UBEID htto Ny —DEHH D
BaET1 YTy O REMALET,
{FormParam> element
BESNCUIDIRFEIEVRANYZAD I 2 —LINSAX =S —H5EZHE LE T,
1) name B DA —LDINSA=F—DBEIZIEELIT,
Variable> element
BECSNZEHENOEZHME LET,
1) name B BHOBZRZEELET
<XMLPayload> element
XML FERDXy Z—IDGEZHME LUET,
1) stopPayloadProcessing @t true ZIB8EI DL, 1 DEITEZHME LE T,
T2 KIS false T,
XMLPayload>/<Namespaces> element
Xpath M namespaces ZIEELE T,
1) prefix @it namespaces DFBEZIBE LXK T,
XMLPayload>/<Variable> element
BESNEEMMBINSNDIEHRZZBELET,

1) name @M% BHDOERZIBELET.
2) type BE BHOEBEDT —YEZEELET,

XMLPayload>/<Variable>/<XPath> element
T=IBEITERD XML ERX Yy E—ID/I\NRZBELET,
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A3. EXTENSION

BUR®D Policy @ XML EERICDUNTERALE T,

Service Callout AEY —ERZITVOHELUET,

A3.1. Service Callout XML tt#xk

{ServiceCallout> attributes

1) name Bt N Y—28, <DisplayName> element C@AUICLTREZEY,
2) continueOnError @4 N Y —RKHIFICTS—ZRI KD false ZRELF T,

3) enabled Bt N Y —BRRE. true ZRELET,

4) async @Mt ElEaSniCB8, false AECTI,

{DisplayName> element

<ServiceCallout> attributes D name BHEECFUICUTHREFKT,

Policy Editor N TRRSNDDIECDIETT,
<{Reguest> element

1) variable @M request Xy Z—IZSBEDOBRIZRE LE T,

2) clearPayload B4 true ZRE I DE. request Xy Z—ITHEASNDXEZEREKRIT D

ZHIC. UDIRA D http =T v SEESNLHE. request
Ay —IEZIBEHED )P UET, CCTldfalse ZRELFT,

<Reauest>/<lgnoreUnresolvedVariables> element

true ZREIDE. JDVIRXFTODEARBRKBREH IS —EERLUET,

CCCld false Z5RELFX T,
<Request>/<Remove>, <Copy>, KAdd>, <Set>

EEEDEZEMLRKIE. Assign Message Policy E@UTY,
<{Response> element

RET—EZINDSDURARY RZESEHEZIBELET,
<{Timeout> element

AET —EZADSDMEDFHISEZEE LET (I UMWELRD,
HT TPTargetConnection> element

HUOHITH—ER Ny DIV ET—ER) OEREREZEELET,
HTTPTargetConnection>/<URL> element

WOHITU—ER Ny DIV ET—ER) OURL ZBELFET,
HTTPTargetConnection>/<SSLInfo> element

WOHIT—ER Ny DIV RY—ER) ANDTLS/SSL DsREZELE T,
HTTPTargetConnection>/<Properties> element

HTTP S YAR—=EFDTONT 1 DEREZLET,
HTTPTargetConnection>/<LoadBalancer> element
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O—RNDSYY—DEREZLET,
{LocalTargetConnection> element
O—-LTO0FY2RVEITREELE T, BEFIACEUTD 2 DBHDFT,
{LocalTargetConnection>/<APIProxy> element
{LocalTargetConnection>/<ProxyEndpoint> element
WOHEITO—ANILTOFVYD AP TOFIEEMMIT D TOFVYIY RINT Y FEBELET,
{LocalTargetConnection>/<Path> element

OB O—HNILTOFIZ/NNZATEELXT,
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